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Abstract
Interaction testing is widely used in screening for faults. In software testing, it provides a natural mechanism for testing systems to be
deployed on a variety of hardware and software conﬁgurations. In many applications where interaction testing is needed, the entire
test suite is not run as a result of time or budget constraints. In these situations, it is essential to prioritize the tests. Here, we adapt a
‘‘one-test-at-a-time’’ greedy method to take importance of pairs into account. The method can be used to generate a set of tests in order,
so that when run to completion all pair-wise interactions are tested, but when terminated after any intermediate number of tests, those
deemed most important are tested. In addition, practical concerns of seeding and avoids are addressed. Computational results are reported.
 2006 Elsevier B.V. All rights reserved.
Keywords: Biased covering arrays; Covering arrays; Greedy algorithm; Mixed-level covering arrays; Pair-wise interaction coverage; Software interaction
testing; Test prioritization

1. Introduction
Software testing is an expensive and time-consuming
activity that is often restricted by limited project budgets.
Accordingly, the National Institute for Standards and
Technology (NIST) reports that software defects cost the
U.S. economy close to $60 billion a year [21]. They suggest
that approximately $22 billion can be saved through more
eﬀective testing. There is a need for advanced software testing techniques that oﬀer an eﬀective cost-beneﬁt ratio in
identifying defects. Interaction testing may oﬀer a beneﬁt
when used to complement current testing methods. For
instance, interaction testing has been applied in numerous
instances [1,10,11,18,19,27]. Interaction testing implements
a model-based testing approach using combinatorial
design. In this approach, all t-tuples of interactions in a
q
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system are incorporated into a test suite. Indeed, interaction testing measures interactions versus detecting interactions; the goal is to cover pairs rather than avoid aliasing
[17]. Higher-order interactions are not treated in this paper.
Our research extends the software interaction testing
paradigm to provide both coverage of interactions, and
also prioritization of the order in which speciﬁc interactions are covered. A test case prioritization problem measures tests based on the value of the interactions that
they cover. When testers specify that certain interactions
are of higher priority, it is desirable to include them in
the earliest tests of a test suite.
A test case prioritization problem is formally deﬁned in
[22]. Given:
• T, a test suite,
• , the set of all test suites obtained by permuting the
tests of T, and
• f, a function from  to the real numbers.
Problem: Find p 2  such that "p 0 2 , f (p) P f (p 0 ).
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In this deﬁnition, the possible prioritizations of T are
referred to as  and f is a function that is applied to evaluate the orderings.
The selection of the function f leads to many criteria to
prioritize software tests. For instance, prioritization may
be based upon code coverage, cost estimate (i.e., how much
execution time a test incurs), areas of recent changes, areas
that testers believe to be particularly fault-prone, and others
[12,13,22]. Prioritization may even be based on user proﬁles,
operational proﬁles, or speciﬁcation-based usage modeling
to generate stochastic models of sequences [25,26]. In any
case, prioritization techniques strive to increase a test suite’s
rate of fault detection by trying to identify faults early in the
testing process. When defects are found sooner, there is
more time for developers to ﬁx them.
Prioritization for interaction testing can be addressed in
two ways. As above, an existing test suite can be reordered
to reﬂect the prioritization criteria. Alternatively, prioritization can be incorporated into initial generation. We pursue the second option. However, we ﬁrst review prior work
in both directions.
Empirical studies have shown that reordering an existing
test suite can be beneﬁcial. Elbaum et al. [12] present
empirical results of the eﬀectiveness of six prioritization
techniques. Rothermel et al. [22] also study several prioritization techniques and provide empirical studies that suggest that while some prioritization techniques may
perform better than others, even their least sophisticated
technique improved the rate of fault detection. Srivastava
and Thiagarajan [23] apply prioritization based on changes
that have been made to a system for regression testing; they
are able to expose defects early. Elbaum et al. [12] suggest
which prioritization techniques may work best in certain
scenarios.
It is also possible to generate initial test suites to take
prioritization into account. Markov chain usage models
to do this have been useful in software testing [25,26].
We propose a method for constructing a prioritized test
suite. We do not propose a new prioritization criterion;
rather, a tester can apply the prioritization criteria of their
choice to derive weights (priorities). These weights are then
used as input to automatically generate a prioritized interaction test suite that covers as much weight as early as possible. This optimization is done locally for each test (row)
so that if a tester stops after any given test, they should
have executed an optimal number of highest priority interactions for their respective eﬀorts. The test suite generated
may be run to completion, or until available testing
resources are exhausted.
Our essential observation is that in interaction testing,
not all interactions are of equal importance or priority;
indeed, some may be of crucial importance, some may be
inconsequential, some may be deleterious, and some may
be impossible to test. Our primary goal must be to include,
early in the test suite, those interactions that are of the
largest importance (and perhaps to omit those that are
infeasible or undesirable).
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In order to construct prioritized interaction test suites,
biased covering arrays are proposed. This paper is organized as follows. Section 2 presents deﬁnitions and background. Section 3 discusses some issues arising in
software interaction testing in practice. Section 4 describes
a method for constructing biased covering arrays. Section 5
provides computational results.
2. Deﬁnitions and background
Consider a modular system in which components interact as shown in Table 1. There are three pieces of hardware; three operating systems; three network connections;
and three memory conﬁgurations that can be combined
to construct a system. The four components are referred
to as factors, and the three options shown for each factor
are called levels. Diﬀerent end users may have diﬀerent
preferences and likely use diﬀerent combinations of components. Each conﬁguration adds to the cost of testing.
Exhaustive testing of all combinations for the input shown
in Table 1 requires 34 = 81 combinations.
Instead of testing every combination, pair-wise interaction testing requires that every individual pair of interactions is included at least once in a test suite. A pair-wise
interaction test suite for this example is shown in Table 2,
and has only nine tests.
This reduction in tests ampliﬁes on larger systems – a
system with 20 factors and ﬁve levels each would
require 520 = 95,367,431,640,625 exhaustive tests! Pairwise interaction testing for 520 can be achieved in 45
tests.
The example presented is represented behind the scenes
with a combinatorial object called a covering array.

Table 1
A component-based system with four factors that each have three settings
Hardware

Operating system

Network connection

Memory (MB)

PC
Laptop
PDA

Windows XP
Linux
Solaris

Dial-up
DSL
Cable

64
128
256

Table 2
A pair-wise interaction test suite
Test No.

Hardware

Operating system

Network
connection

Memory
(MB)

1
2
3
4
5
6
7
8
9

PC
PC
PC
Laptop
Laptop
Laptop
PDA
PDA
PDA

Windows XP
Linux
Solaris
Windows XP
Linux
Solaris
Windows XP
Linux
Solaris

Dial-up
DSL
Cable
Cable
Dial-up
DSL
DSL
Cable
Dial-up

64
128
256
128
256
64
256
64
128
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A covering array, CA (N; t, k, v), is an array with N rows
and k columns that satisﬁes the criteria that each t-tuple
occurs at least once within these rows. In our application,
k is the number of factors, v is the number of symbols associated with each factor, and t is the strength of the coverage
of interactions. For instance, in the previous example
shown in Tables 1 and 2, k = 4, v = 3, and t = 2.
This combinatorial object is fundamental when all factors have an equal number of levels. However, software
systems are typically not composed of components
(factors) that each have exactly the same number of parameters (levels). Then, the mixed-level covering array can be used.
A mixed-level covering array, MCA (N; t, k, (v1 , . . . , vk)),
is an N · k array. Let {i1 , . . . , it} ˝ {1 , . . . , k}, and consider the subarray of size N · t obtained
Q by selecting columns
i1 , . . . , it of the MCA. There are ti¼1 vi distinct t-tuples
that could appear as rows, and an MCA requires that each
appear at least once.
In practice, a tester may feel that some interactions are
more important to cover than are others; the covering
array does not distinguish this, as it assumes that all rows
are to be run as tests and have equal priorities. Therefore, a
covering array is not a suﬃcient model when a tester prefers to test certain interactions earlier than others.
From this point onward, we model the priorities in a
simple manner for the special case of t = 2 (pair-wise coverage). Call the factors f1 , . . . , fk. Suppose that, for each i,
fi has ‘i possible values si;1 ; . . . ; si;‘i . For each si,j, we assume
that a numerical value 1.0 6 x 6 1.0 is available as a
measure of importance, with 1.0 as least important and
1.0 as most important. Every value s for fi has an importance xi,s. A test consists of an assignment to each factor
fi of a value si with 1 6 i 6 ‘i. The importance of choosing
si for fi and sj for fj together is xi;si xj;sP
. P
j
k
k
The beneﬁt of a test (in isolation) is i¼1 j¼iþ1 xi;si xj;sj .
Every pair covered by the test contributes to the total
beneﬁt, according to the importance of the selections for
the two values. However, in general we are prepared to
run many tests. Rather than adding the beneﬁts of each test
in the suite, we must account a beneﬁt only when a pair of
selections has not been treated in another test. Let us make
this precise. Each of the pairs (si, sj) covered in a test of the
test suite may be covered for the ﬁrst time by this test, or
may have been covered by an earlier test as well. Its incremental beneﬁt is xi;si xj;sj in the ﬁrst case, and zero in the
second. Then, the incremental beneﬁt of the test is the
sum of the incremental beneﬁts of the pairs that it contains.
The total beneﬁt of a test suite is the sum, over all tests
in the suite, of the incremental beneﬁt of the tests.
An ‘-biased covering array is a covering array
CA (N; t, k, v) in which the ﬁrst ‘ rows form tests whose
total beneﬁt is as large as possible. That is, no
CA (N 0 ; t, k, v) has ‘ rows that provide larger total beneﬁt.
Although precise, this deﬁnition should be seen as a goal
rather than a requirement. Finding an ‘-biased covering
array is NP-hard, even when all beneﬁts for pairs are equal
[9]. Worse yet, the value of ‘ is rarely known in advance.

For these reasons, we use the term biased covering array
to mean a covering array in which the tests are ordered,
and for every ‘, the ﬁrst ‘ tests yield a large total coverage
of weight.
Covering arrays have been extensively studied [8,15].
Speciﬁcally, combinatorial constructions appear in [14]
and therein; heuristic search in [7] and therein; and greedy
algorithms in [4,5] and therein. The main criteria for evaluation of these techniques have been the size of the test
suites and the execution time. However, consideration
has also been given to other practical concerns: ﬂexibility
in treating a variety of parameters; permitting seeds, or user
speciﬁed tests; and blocking avoids that are not to be
covered, to name a few. Recently, constructions that also
provide prioritized ordering of tests [2] have been considered. The algorithm to be presented here constructs pairwise covering arrays while covering the most important
values early. This work may be extended to t-way coverage.
3. Practical considerations
The one-row-at-a-time greedy algorithm presented here
addresses prioritization while maintaining a structure that
easily accommodates seeding, hard constraints of combinations that cannot be included in any test, and soft constraints of combinations that are less desirable. We
review these next.
3.1. User input
At a minimum, current tools that generate software
interaction test suites require the number of factors
(or components) and the number of levels (or options)
associated with each factor. From this input, a test suite
can be automatically generated to cover all t-tuples. The
test suite is then used as a black box testing technique.
Prioritized software interaction testing follows the same
framework; however, additional information on priorities
is needed. In addition to the number of factors and their
numbers of levels, the weight (or priority) must also be
speciﬁed. These weights may be determined using any prioritization criterion.
In any case, the prioritization weight is scaled to a
weight x in the range 1.0 6 x 6 1.0. Since priorities
can change during testing, our algorithm actually generates
the next test with respect to the current priorities deﬁned.
The weights may be applied to individual t-tuples for smaller problems, but the eﬀort to assign weights to each t-tuple
can be prohibitive on larger problems. Therefore, for practical purposes, we allow users to specify as much or as little
granularity as desired. A user may start with all t-tuples
given equal priorities by default and then modify the
weights of individual tuples as desired. Alternatively,
weights can even be automatically computed if a tester
wishes to assign weight values to individual factors or levels. In this case, weights are calculated by multiplying the
(factor,value) weights between pairs.
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Table 3
Weights of three web services having 15 options each with the ﬁrst 10
options and reliability ratings

Table 4
An interaction test suite with 11 seeded rows requires only four extra tests
to cover all pair-wise interactions

Service

Test No.

f0

f1

f2

f3

1
2
3
4
5
6
7
8
9
10
11
12
13
14
15

0
0
0
0
0
0
0
0
2
1
1
2
2
1
0

3
3
5
3
4
3
5
4
3
3
5
4
5
4
3

6
7
7
8
7
8
6
6
7
7
8
8
6
6
8

9
9
9
10
9
9
11
10
11
10
9
9
10
11
11

0
1
2
3
4
5
6
7
8
9

Rain forecast
WS rating

Temperature
forecast WS rating

Wind forecast
WS rating

0.86
0.78
0.84
0.57
0.91
0.78
0.78
0.76
0.68
0.68

0.99
0.99
0.96
0.98
0.97
0.97
0.99
0.98
0.98
0.99

0.86
0.95
0.91
0.87
0.91
0.96
0.89
0.88
0.91
0.86

For instance, consider the example of prioritized interaction testing applied to web services as presented in [2].
Web services technology permits dynamic composition of
new services based on available services published on the
Internet. This development paradigm oﬀers a competitive
market for service providers because web services published on the Internet can be searched, tested, and used
remotely. As a result, for the same functional speciﬁcation,
many alternative (good and bad) services can be oﬀered by
diﬀerent service providers for varying costs. A challenge
exists to eﬃciently determine which stand-alone services
are the most appropriate to combine into a composite service based on concerns such as functionalities, licensing
costs, and known reliability. In [2], reliability is of main
concern when evaluating weather prediction services.
Potential services are identiﬁed and assigned priority values
based on their reliability ratings (weights).
In this example, three types of services are considered
for inclusion of a system that determines whether to launch
a satellite at a speciﬁc location on a speciﬁed date and time.
These include: (1) rain forecast, (2) temperature forecast,
and (3) wind forecast. For each of these three components,
10 options of acceptable reliability are available, as shown
in Table 3 with their respective reliability ratings. (See [2]
for details on the computation of reliability rankings.) This
input is used to generate a prioritized interaction test suite
based on these reliability ratings.
This example assigned weights to individual levels.
However, again, prioritization values can be assigned
based on any criteria deemed to be important by testers.
Prioritization values can also be applied using less granularity if a tester prefers to apply prioritization values to factors, or with more granularity by assigning prioritization
values to individual tuples.
3.2. Seeds
Testers often have a collection of tests that are prescribed, for instance by a requirements speciﬁcation; these
are seeds. We recognize that testers run such tests, and
avoid redundant coverage of interactions. We identify the
t-way interactions that have already been covered in the

seeds. The interaction test suite is then extended to complete coverage of all interactions.
For instance, consider an input with four factors that
each have three levels. An optimal solution for pair-wise
coverage can be constructed in nine tests as presented earlier in Table 2. However, assume that 11 prescribed tests
have already been run. Rather than appending nine tests
that cover all pair-wise interactions, we instead append
only four new tests that cover all previously uncovered
pair-wise interactions. The expanded test suite is shown
in Table 4.
3.3. Hard and soft constraints
A test environment often exhibits constraints on interactions. These constraints can be classiﬁed into three main
types. A combination of factor values is a hard constraint,
or forbidden conﬁguration, if it cannot be included in any
test. The weight of a forbidden conﬁguration is
x = 1.0. A combination may also be a soft constraint if
it is an avoid or neutral combination. An avoid is a combination that is permitted in a test, but its inclusion is undesirable for some reason. An avoid has a negative weight,
1.0 < x < 0.0. Indeed, the magnitude of the negative
weight chosen indicates the importance of avoiding the
tuple, in the same way that the magnitude of a positive
weight indicates the importance of including it. It is neutral
if we have no reason to include it in a test and no reason to
avoid it. Neutral combinations have a weight, x = 0.0.
These three types of constraints appear not to have been
clearly delineated in previous work.
3.3.1. Hard constraints: forbidden conﬁgurations
Certain combinations of interactions produce un-testable or invalid tests when combined. They always reduce
the number of t-tuples to be covered. However, they may
result in a smaller sized test suite, a larger sized test suite,
or there may be no feasible solution at all. Fig. 1 shows
examples of each of these cases.
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1. No constraints: 30 pairs to cover

3. 3 Constraints: 27 pairs to cover
Size of solution = 7

Size of solution = 6

f0

f1

f2

f3

f0

f1

f2

f3

0

3

5

7

0

3

5

7

1

4

6

8

1

4

6

8

2

2

2. 3 Constraints: 27 pairs to cover
Size of solution = 5

4. 6 Constraints: 18 pairs to cover
Size of solution: No feasi ble solution

f0

f1

f2

0

3

5

1

4

6

f3

f0

f1

7

0

3

5

7

8

1

4

6

8

2

f2

f3

2

Fig. 1. Scenarios of constraints for input 3123 and pair-wise coverage.

The ﬁrst example in Fig. 1 has no forbidden conﬁgurations (hard constraints) and there are 30 pairs to cover.
A solution for pair-wise testing can be achieved in six tests.
In the second example of Fig. 1, there are three forbidden
conﬁgurations and only 27 pairs need to be covered. The
reduction in the number of pairs to cover results in a reduction of test suite size to ﬁve tests. In the third example,
there are also three forbidden conﬁgurations and only 27
pairs to cover. However, a larger test suite is needed to cover all pairs. Indeed, at least three rows must contain (5, 7);
at least three rows must contain (5, 7); and at least one
row cannot contain either levels 5 or 7 for a total of at least
seven rows. Finally, the 4th example includes 12 constraints and only 18 pairs to cover. However, there is no
feasible solution at all. No matter which values are selected
for f1 and f2, no valid selections for f3 remain.
3.3.2. Soft constraints: avoids and neutral combinations
Avoids are combinations that are permitted but are
undesirable in a test. Our algorithm negatively weights
avoids so that if they are included, if at all, they only
appear in the last tests of a test suite. Neutral interactions
are those for which there is no preference whether the interaction is covered or not. This can arise, for example, when
extending a seed; interactions covered in the seed are thereafter neutral. In Table 4, the combination (8, 11) is speciﬁed
as neutral and consequently is included only in the last test
(since no beneﬁt arises from its coverage).
3.3.3. The combinatorial requirements
In the setting of hard constraints, soft constraints, and
seeds, our deﬁnition of biased covering arrays is insuﬃcient. Suppose that S is a set of rows corresponding to
seeded tests, A is a set of pairs to be avoided, and C is a
set of pairs that cannot appear. Then an ‘-biased covering
array with respect to (S, A, C ) is an N · k array in which
all pairs not in A [ C appear in at least one row, no pair

in C appears in a row, all rows in S are included in the
array, and in which the ﬁrst ‘ rows form tests whose total
beneﬁt is as large as possible. The array formed is not necessarily a covering array, since pairs in A need not be covered and pairs in C cannot be.
Only soft constraints (avoids and neutral positions) are
addressed by our method. The reason is simple. In speciﬁc
instances, it may not be possible to determine whether
every pair (tuple) that is to be covered occurs in a test that
contains no forbidden conﬁguration, and this is a basic
necessary condition for the construction of a test suite. This
is a ‘‘constraint satisfaction’’ problem, and these are known
to be NP-complete in general [20]. Even when we treat only
pair-wise coverage and assume that every factor takes on
only three values, it is NP-complete to decide whether there
is even a single test that violates none of the constraints; to
see this, consider a graph G = (V, E). Treat vertices as factors; vertex x 2 V can take on one of three possible values,
{x0, x1, x2}. For each edge e = {x, y} 2 E, the constraints
are that factors x and y cannot be assigned the values xi
and yi together, for i 2 {0, 1, 2}. A test violating no constraints is equivalent in this way to a proper 3-vertexcolouring of G, and determining 3-colourability is a
well-known NP-complete problem [24].
4. An algorithm for prioritization
We consider the construction of a test suite with k factors, adapting the deterministic density algorithm (DDA)
[4,9]. We ﬁrst describe DDA at a high level and then provide a modiﬁcation of the algorithm that adapts to
prioritization.
In the deterministic density algorithm (DDA), one row
is constructed at a time and new rows are generated until
all t-tuples are covered. Each factor is assigned a level value
one-at-a-time. A factor that has been assigned a value is
referred to as ﬁxed; one that has not, as free. For each
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factor, the level value that covers the largest density is selected. This density is calculated in one of three ways: (1) for each
new tuple that is covered in relation to ﬁxed factors, density
increases by 1.0, or (2) when no new tuples are covered, density does not change, and (3) for each new partial tuple that
may be covered with free factors, a density formula calculates the likelihood of covering future tuples.
Consider the latter case of calculating density, but for
the special case of pair-wise coverage. The number of levels
for factor i is denoted by ‘i and the maximum number of
levels for any factor is denoted as ‘max. For factors i and
ri;j
j, the local density is di;j ¼ ‘max
where ri,j is the number of
uncovered pairs involving a value of factor i and a value
of factor j. In essence, di,j indicates the fraction of pairs
of assignments to these factors which remain to be tested.
To modify DDA to account for prioritization, the density formula is modiﬁed. Instead of computing the ratio of
uncovered pairs to be covered, the amount of weight to be
covered
computed. For factors i and j, the total beneﬁt
Pis
‘i P‘j
bi,j is a¼1
b¼1 xi;a xj;b , while the remaining beneﬁt qij is
the same sum, but of the incremental beneﬁts. Deﬁne the
q
local density to be di;j ¼ bi;jij . In essence, di,j indicates the
fraction of beneﬁt that remains available to accumulate
in tests
P to be selected. We deﬁne the global density to be
d = 16i<j6k di,j Since the densities di,j and dj,i are equal,
we sum only those with i < j. At each stage, we endeavor
to ﬁnd a test whose incremental beneﬁt is at least d.
To select such a test, we repeatedly ﬁx a value for each
factor, and update the local and global density values. At
each stage, some factors are ﬁxed to a speciﬁc value, while
others remain free to take on any of the possible values.
When all factors are ﬁxed, we have succeeded in choosing
the next
P test. Otherwise, select a free factor fs. We have
d = 16i<j6k di,j which we separate into two terms:
X
X
d¼
di;j þ
di;s .
16i<j6k

16i6k

i;j6¼s

i6¼s
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We iterate this process until every factor is ﬁxed. The
factors could be ﬁxed in any order at all, and the ﬁnal test
has density at least d. Of course, it is possible to be greedy
in the order in which factors are ﬁxed. Fig. 2 provides
pseudocode for this algorithm.
This method ensures that each test selected furnishes at
least the average incremental beneﬁt. This may seem to be a
modest goal, and that one should instead select the test
with maximum incremental beneﬁt. However, even when
all importance values are equal, it is NP-hard to select such
a test (see [9]).
The run time for the algorithm is greatly inﬂuenced by
the characterization of the input. For instance, more factors or more levels can exponentially increase the number
of calculations required to compute density. An exact
method to generate a solution would take O (‘Nk), whereas,
our method is in line with the AETG method. In our algorithm, there are O (Nk) times that a level is selected for a
factor, O (‘) possibilities for a level value, and O (k) computations to compare the possibilities, for total of O (Nk2‘).
4.1. Algorithm Walk-through
In this section, we illustrate the algorithm with a small
example of building a row for a test suite. Consider the input
in Table 5 with three factors. The ﬁrst factor (f0) has four levels, the second (f1) has three levels, and the third (f2) has two
levels. Each level value is labeled in Table 5 with a unique ID,
and a weight for each in parentheses.
4.1.1. Step 1 – Identify the order to assign levels to factors
As mentioned earlier, factors may be assigned levels in
any order at all. We instantiate a factor ordering base on

Whatever level is selected for factor fs, the ﬁrst summation
is not aﬀected, so we focus on the second.
Write qi,s,r for the ratio of the sum of incremental beneﬁts of those pairs involving some level of factor fi, and
level r of factor fs to the sum of (usual) beneﬁts of the same
set of pairs. Then, rewrite the second summation as
X

di;s ¼

16i6k

‘s
X
1 X
q .
‘s r¼1 16i6k i;s;r

i6¼s

i6¼s

For
P

prioritization,P we choose
P r to maximize
Then,
16i6k qi;s;r P
16i6k di;s . We then ﬁx

16i6k qi;s;r .
i6¼s

i6¼s

Fig. 2. Pseudocode for a greedy algorithm to generate biased covering
arrays.

i6¼s

factor fs to have value r, set vs = 1, and update the local densities setting di,s to be qi,s,r. In plain terms, this
means that we choose the level for a factor that oﬀers
the largest incremental beneﬁt of density. In the process, the density has not been decreased (despite some
possible – indeed necessary – decreases in some local
densities).

Table 5
Input of three factors and their levels and weights
Factor

v0

v1

v2

v3

f0
f1
f2

0 (.2)
4 (.2)
7 (.1)

1 (.1)
5 (.3)
8 (.9)

2 (.1)
6 (.3)
–

3 (.1)
–
–
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Table 6
Factor interaction weights

Table 7
Output of the prioritized greedy algorithm for the case study example

Factor interaction weight

f0

f1

f2

Total weight

Row number

f0

f1

f2

f0
f1
f2

–
.4
.5

.4
–
.8

.5
.8
–

.9
1.2
1.3

1
2
3
4
5
6
7
8
9
10
11
12

0
1
2
3
0
0
1
2
3
2
1
3

5
6
4
5
6
4
5
5
6
6
4
4

8
8
8
8
7
7
7
7
7
7
7
7

weighted densities here. Factors are assigned values one at
a time in order of decreasing factor interaction weights.
Factors that have been assigned values are ﬁxed while
those that have not been assigned values are called free.
Factor interaction weights are calculated between two factors by multiplying the weights between all levels of the two
factors. The maximum weight is denoted as wmax.
Table 6 shows the factor interaction weights for the
input from Table 5. The algorithm assigns levels for factors
in decreasing order of their factor interaction weights: f2, f1,
and f0.
4.1.2. Step 2 – Assign levels for each factor
To select a value for f2, either of its two levels s0 or
s1 may be selected. The ﬁrst level, s0, has a value of 7 in
Table 5, while the second (s1) has a value of 8. There are
two scenarios to calculate the weighted density for level
selection. If a level is being selected in relation to a factor
that has already been ﬁxed, then the contributing weight
of selecting the new level is 0.0 if no new weight is covered;
otherwise the contributing weight is the product of the current level under evaluation’s weight and the ﬁxed level’s
weight. However, when selecting a level value in relation
to free factors, weighted density is calculated for a level,
‘, and
a
factor
i that has a number of levels called smax,
Psmax
wf ij w‘
as:
. We refer to this calculation as factorj¼1
wmax
level interaction weight.
For instance, the factor-level interaction weights used to
select a value for f2 are:
f2s0 ¼ ð:05=1:3Þ þ ð:08=1:3Þ ¼ :1;
f2s1 ¼ ð:45=1:3Þ þ ð:72=1:3Þ ¼ :9.
According to the level selection criteria, the one with the
largest factor-level interaction weight is chosen, so level
s1 (8) is selected for factor f2.
The second factor to receive a value is f1 since it has the second largest factor interaction weight. Factor f1 has three levels to choose from. For each of these levels, weighted density
is calculated in relation to the other factors. Since f2 has
already been ﬁxed with a value, density is increased by the
product of the weight of f2’s ﬁxed level and the weight of
the level being evaluated for selection. Factor f0 on the other
hand has not yet been ﬁxed with a level so weighted density is
increased by the formula that includes the likelihood of covering weight with this factor in the future.
f1s0 ¼ ð:1=1:3Þ þ ð:2  :9Þ ¼ :2569;
f1s1 ¼ ð:15=1:3Þ þ ð:3  :9Þ ¼ :38538;
f1s2 ¼ ð:15=1:3Þ þ ð:3  :9Þ ¼ :38538.

In this case, there is a tie between s1 and s2, broken here by
taking the lexicographically ﬁrst, s1.
Finally, the third factor to ﬁx is f0. The weighted density
for f0’s levels is straightforward as it is the increase of
weight oﬀered in relation to the other ﬁxed factors.
f0s0 ¼ ð:2  :3Þ þ ð:2  :9Þ ¼ :24;
f0s1 ¼ ð:1  :3Þ þ ð:1  :9Þ ¼ :12;
f0s2 ¼ ð:1  :3Þ þ ð:1  :9Þ ¼ :12;
f0s3 ¼ ð:1  :3Þ þ ð:1  :9Þ ¼ :12.
Level s0 oﬀers the largest increase in weight and is assigned
to f0 in this test.
When the algorithm is given the opportunity to complete, the output is shown in Table 7.
5. Empirical results
Weights may be applied to factors, levels, or directly to
individual tuples. We ﬁrst experiment with weights applied
to levels, and then to individual tuples.
5.1. Weighting experiments
The weighted density algorithm generates test suites that
order rows (in general) in decreasing order of importance.
Two algorithms are compared using the data in Table 9.
The ﬁrst utilizes unweighted density and the second uses
weighted density to construct a biased covering array.
The amount of weight covered in each row is shown in
Table 8. Weighted density covers more weight earlier.
Fig. 3 shows the diﬀerence in cumulative weight covered
after each row.
Initially, one may have thought that the prioritization
would result in a signiﬁcant increase in the number of tests.
For instance, in one example we ran 78 with half of the factors assigned the highest priority and the other half a low
priority. This resulted in 85 tests as opposed to 77 when
everything is weighted equally. Remarkably, though,
unequal weights in Table 9 did not adversely aﬀect the
overall size of the test suite. We explore this further, considering several schemes for assigning weights.
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Table 8
Weight covered in each row using Unweighted and Weighted density
Unweighted density (%)

Weighted density (%)

1
2
3
4
5
6
7
8
9
10
11
12

4.71
4.12
4.12
17.06
30.00
22.94
6.47
2.35
3.53
1.18
1.76
1.76

30.00
22.94
17.06
7.06
6.47
3.53
4.12
2.35
2.35
1.76
1.18
1.18

Cumulative Weight Covered Using
Four Weight Distributions
Cumulative Weight Covered

Row number

967

100%
90%
80%
70%
60%
50%
40%
30%
20%
10%
0%

Distribution 1
Distribution 2
Distribution 3
Distribution 4

1 2 3 4 5 6 7 8

9 10 11 12 13 14 15 16 17 18 19 20
Test Number

Fig. 4. Cumulative weight covered in the ﬁrst 20 tests using input
2021023100.

Weight Covered using
Weighted and Non-Weighted Density Algorithms

Cumulative Weight Covered

120%
100%
80%
60%
40%

Weighted

20%

Non-weighted

0%
1

2

3

4

5

6

7

8

9

10

11

12

Test Number

Fig. 3. Cumulative weight covered using Unweighted and Weighted
density.
Table 9
Input of three factors and their levels and weights

f0
f1
f2

v0

v1

v2

v3

0 (.2)
4 (.2)
7 (.1)

l (.1)
5 (.3)
8 (.9)

2 (.1)
6 (.3)
–

3 (.1)
–
–

Consider the input 2021023100 (this is a shorthand for 2
factors of 20 values each, 2 of 10 each, and 100 of 3 each),
with four diﬀerent weight distributions:
• Distribution 1 (Equal weights). All levels have the same
weight,
• Distribution 2 (50
split). Half of the weights for each fac50
tor are set to .9andthe other half to .1,
2
1
• Distribution 3 ( vmax
split). All weights of levels for a
 2
1
factor are equal to vmax
, where vmax is the number
of levels associated with the factor,
• Distribution 4 (Random). Weights are randomly
distributed.
The rate of cumulative weight coverage for an input
depends on the associated weight distribution. Fig. 4 shows
the percentage of cumulative weight covered in the ﬁrst

20 tests for each of the four distributions. When all weights
are equal, the result is a (non-biased) covering array. This
exhibits the slowest growth of weight coverage early on.
However, when there is more of a diﬀerence in the distribution of weights, a biased covering array can often amass
split
more weight in the earliest rows. For instance, the 50
50
shows the most rapid coverage of growth earliest. This
may be expected because half of the levels with a weight
of .9 comprise the majority of the weight and are quickly
 2
1
covered in the early rows. The vmax
split and random
are similar to each other, and intermediate between the
two extremes considered.
The size of the test suites generated also varies. For the
four distributions, the ﬁnal test suite has 401, 400, 416, or
405 rows, respectively. Distribution 3 emphasizes the
importance of pairs involving factors with few levels, and
in this example yields a larger covering array than
unweighted density. In a more extreme example, we distrib 10
1
uted weight as vmax
, producing a result of 433 rows.
This suggests that weighted density does generate tests
of greater weight early, and that the weights themselves
cause substantial variation in the ultimate size of covering
array produced. We consider several more scenarios to
examine this further. Table 10 shows the results in seven
cases: three have all factors with the same number of levels
and four are mixed-level. Unweighted density usually produces the smallest sized covering array. Figs. 5–8 show
results of the cumulative weight distribution for each
Table 10
Sizes of biased covering arrays with diﬀerent weight distributions
Weighting
4

3
1020
3100
1019181716151413121
82726224
151105514
350250

Equal

1 2
vmax

50
50

9
206
32
94
70
175
28

13
314
38
125
98
238
35

9
225
31
98
77
185
28

Split

Random
13
223
32
101
81
188
28
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Cumulative Weight Covered using
Four Weight Distributions

100%
90%
80%
70%
60%
50%
40%
30%
20%
10%
0%

Cumulative Weight Covered

Cumulative Weight
Covered

Cumulative Weight Covered Using
Four Weight Distributions
Distribution 1
Distribution 2
Distribution 3
Distribution 4

1

2

3

4

5

6

7

8

9

100%
90%
80%
70%
60%
50%
40%
30%
20%
10%
0%

Distribution 1
Distribution 2
Distribution 3
Distribution 4

1

10

2

3

4

5

6

7

8

9

10

Test Number

Test Number

Fig. 8. Cumulative weight covered in the ﬁrst 10 tests using input 3100.
Fig. 5. Cumulative weight covered in the ﬁrst 10 tests using input
1019181716151413121.

and 99% of the total weight; and in 350250, the ﬁrst half of
tests covers over 95% of the total weight. When simply generating a covering array, we can control the weights used to
minimize the size of covering array generated. The variation in sizes is reported in Table 10.

Cumulative Weight Covered Using
Four Weight Distributions
60%
Distribution 1

50%

Weight

Distribution 2

40%

Distribution 3

30%

Distribution 4

5.2. Avoids: an example

20%
10%
0%

1

2

3

4

5

6

7

8

9

10

Test Number
Fig. 6. Cumulative weight covered in the ﬁrst 10 tests using input
82726224.

Cumulative Weight Covered

Cumulative Weight Covered Using
Four Weight Distributions
120%
100%

Consider a small component-based system with three
components, as in Table 11. There are 16 pair-wise interactions; weights are shown in Table 12. Three of the pairs are
neutral, and two are avoids, so only 11 pairs are required to
be covered. Table 13 shows the output of a test suite that
covers all pairs using a prioritized ordering.

Table 11
A small component-based system, 3122
Component

f0

f1

f2

Option 1
Option 2
Option 3

0
1
2

3
4
–

5
6
–

80%

Table 12
Weights of component pairs

60%
Distribution 1

40%

Distribution 2
Distribution 3

20%

Distribution 4

0%

1

2

3

4

5

6

7

8

9

10

Test Number

Fig. 7. Cumulative weight covered in the ﬁrst 10 tests using input 350250.

weight distribution. Naturally, in a typical application we
cannot specify the weights, and hence these ﬁgures merely
illustrate the algorithm’s ability to accumulate large weight
early. For instance, the ﬁrst half of tests using any of the
four weight distributions for 3100, over 90% of the weight
is covered; the ﬁrst half of tests using any of the four weight
distributions for 101918171615141312111 covers between 75%

fx

fy

w

0
0
1
2
3
4
0
1
1
2
3
0
1
2
2
4

3
6
5
4
5
6
4
3
6
5
6
5
4
3
6
5

0.5
0
0.375
0.5
0.75
0
0
0.5
0.125
.75
0.25
0.375
0.025
0.5
0.125
0.0375
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Table 13
A prioritized test suite for pair-wise coverage
Test no.

f0

f1

f2

1
2
3
4

0
1
2
1

3
4
3
3

5
5
6
6

All required pairs have been covered; the highest priority pairs are covered earliest. In this case, none of the two
avoids or three neutral positions are covered.
In the next example, we generate c = {0, 10, 20, 30, 40,
50, 60, 70, 80, 90, 100, 150, 200, 250, 300, 350, 400} avoids
at random. When there are no avoids, there are 448
required pairs to cover for an input of eight factors that
each have four levels (denoted as 48). As the number of
avoids increases, the number of required pairs correspondingly decreases. In this example, all required pairs are
weighted at 1.0 and the avoids are weighted at 1.0. Note
that we do not use a uniform distribution on a non-biased
covering array here as this reduces to the well-studied case
of unordered covering arrays [5,9].
For each setting of c, we run our algorithm 20 times and
plot the data. Fig. 9 shows the sizes of the covering arrays
generated for the input 48 with varying numbers of avoids.
The horizontal axis represents the number of avoids that
are generated for input and the vertical axis indicates the
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sizes of the solutions. The sizes of solutions usually decrease
when larger numbers of avoids are input. Fig. 10 shows that
the percentage of avoids that ended up in solutions is small
at 0–3.36%. This indicates that the algorithm does not
include many avoids in end solutions.
6. Conclusions
Independently, test prioritization and interaction testing
have been widely studied. This paper describes a method
to combine ideas from each. Algorithms to generate software interaction test suites have been evaluated on the
basis of accuracy, execution time, consistency, and adaptability to seeding and constraints. This paper discusses a
further criterion: prioritization based on user speciﬁed
importance. An algorithm is described, and shown to be
extensible to allow seeds and avoids. Computational
results suggest that the method provides a useful and simple mechanism for generating prioritized test suites.
Empirical studies are needed to identify the best prioritization criteria for test suites designed for interaction testing.
In addition, eﬀective heuristics for handling hard constraints (forbidden conﬁgurations) are sorely needed; constraint satisfaction methods [16] may oﬀer an appropriate
mechanism.
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