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ABSTRACT
With growing popularity of digital imaging devices and low-cost image editing software, the integrity of image
content can no longer be taken for granted. This paper introduces a methodology for forensic analysis of
digital camera images, based on the observation that many in-camera and post-camera processing operations
leave distinct traces on digital images. We present methods to identify these intrinsic fingerprint traces of
the various processing operations and employ them to verify the authenticity of digital data. We develop
an explicit imaging model to characterize the properties that should be satisfied by a direct camera output,
and model any further processing applied to the camera captured image by a manipulation filter. Utilizing
the manipulation filter coefficients and reference patterns estimated from direct camera outputs using blind
deconvolution techniques, the proposed methods are capable of detecting manipulations made by previously
unseen operations and steganographic embedding.

1. INTRODUCTION
Over the last decade, digital images have become increasingly popular and have been used in a growing number
of applications, from military and reconnaissance to medical diagnosis and consumer photography. With such
widespread popularity and the advent of low-cost and sophisticated image editing softwares, the integrity of
image content can no longer be taken for granted and a number of forensic related questions arise amidst such
widespread use. For example, given the final digital image after a chain of processing, can we determine how the
image was created? What technology(s) were used? What processing/alterations were done to the image content
after capture? Is the image tampered or manipulated in some way? Does it contain any hidden information?
Some of these forensic questions are related to identifying the source of the digital image, and determining
possible tampering. Evidence obtained from such forensic analysis would provide useful forensic information
to law enforcement and intelligence agencies as to if the given image was actually captured with a camera (or
generated by other means) and to establish the authenticity of the digital image. Techniques such as semifragile image watermarking and robust image hashing [1] have been proposed to establish the authenticity of the
data. However, these methods require that an external watermark or signature, also referred to as an extrinsic
fingerprint, be inserted at the time of creation of multimedia data. This imposes several restrictions on its usage
as many digital cameras and video recorders in the market still do not have the capabilities to add a watermark
or a hash at the time of image creation. Hence, there is a strong motivation as a part of the emerging field of
image forensics to devise non-intrusive methods to distinguish authentic images from manipulated ones.
In this work, we develop a novel methodology for forensic analysis. Our proposed techniques are based on
the observation that each in-camera and post-camera processing operation leaves some inherent traces on the
final output image that are characteristic of the processing block. We shall refer to these traces as the intrinsic
fingerprints as they directly capture the changes made to the image by the various processing operations during
acquisition and after it has been shot by a camera. By characterizing the properties of a direct camera output
using an image acquisition model, we present methods to derive the intrinsic fingerprints of in-camera and postcamera processing operations. The presence or absence of possible post-camera manipulations is then detected by
examining the similarities between the intrinsic fingerprints estimated from the test image and the ones obtained
from direct camera outputs. The proposed algorithm does not require any prior knowledge of the nature of
the processing operation. Thus, it can identify previously unseen manipulations and can act as a front-end for
detecting digital forgeries.

Related prior works fall into two main categories. In the tampering detection literature, there have been
works that try to identify inauthentic manipulations by defining the properties of a tampered image in terms
of the distortions it goes through. In doing so, some works assume that creating a tampered image involves a
series of processing operations, which might include resampling, JPEG compression [2], lens distortions, gamma
correction [3], inconsistent noise patterns [4], and alternations in correlations introduced by color interpolation [5].
Based on this observation, they propose techniques to identify such manipulations by extracting certain salient
features that would help distinguish such tampering from authentic data [4]. Although these methods can be
employed to identify the type, and the parameters of the post-processing operation, it would require an exhaustive
search over all the numerous kinds of post-processing operations to detect tampering. Unlike the existing work
that aims to derive intrinsic fingerprints of each processing module separately, the proposed forensic analysis
methodology does not distinguish between different types of processing, and thus provides a universal framework
to identify a several possible tampering operations.
Image manipulations such as watermarking and steganography can also be considered as post-processing
operations applied to camera outputs. A steganographic system embeds hidden messages into the host image
by performing appropriate modifications on the data. Over the past decade, with the growth of internet and
widespread popularity of multimedia data, digital images have been used as a common medium for conveying
secret information. A large number of steganographic embedding methods [6, 7] have been proposed to enable
covert communication. At the same time, numerous steganalysis techniques [8–12] to identify hidden messages
have also been developed to counter steganography. While embedding-specific steganalysis algorithms [8–10]
target specific steganography methods, universal steganalysis techniques [11, 12] aim to detect covert communication independent of the embedding algorithm. With an increasing number of new evolving steganographic
embedding algorithms, there is a strong need for robust methods for blind steganalysis. Proposed techniques
using intrinsic fingerprints help identify the traces left behind by such post-camera manipulations, and provides
an universal methodology for blind steganalysis.
The paper is organized as follows. In Section 2, we present the system model and problem formulation. Section
3 introduces the proposed methodology to estimate the intrinsic fingerprints. We show that the proposed method
is universal and can distinguish genuine photographs from manipulated images. Detailed simulation results are
presented in Section 4, and the final conclusions are drawn in Section 5.

2. SYSTEM MODEL AND PROBLEM FORMULATION
In this section, we discuss the image acquisition model for direct camera outputs and present our problem
formulation. The imaging process in digital cameras is shown in Fig. 1. The light from the scene pass through
the lens and the optical filters and is finally recorded by the detectors. Most digital cameras use a color filter
array (CFA) on top of the sensors to capture the real-world scene. The CFA enables the sensors to sample a
particular color component of visible light from the real-world scene S. Assuming a CFA pattern p, the sampled
image Sp can be represented as

S(x, y, c) if p(x, y) = c,
Sp (x, y, c) =
(1)
0
otherwise.
After the data obtained from the CFA are recorded, the intermediate pixel values (corresponding to the points
(I)
where Sp (x, y, c) = 0 in (1)) are interpolated using its neighboring pixel values to obtain Sp . This interpolated
(I)
color image Sp goes though a post-processing stage which might include operations such as white balancing,
color correction, and compression [13] to form the camera output Sd at the point A in the information processing
chain as shown in Fig. 1.
In our recent work [14], we propose component forensics as a methodology to reverse-engineer the imaging
process and to estimate the algorithms employed in various components inside the digital camera. We show that
the parameters of such important camera components as color filter array and color interpolation can be robustly
estimated solely using output images [15]. Our algorithm estimates the color interpolation coefficients through
texture classification and linear approximation, and finds the CFA pattern that minimizes the interpolation
errors.
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Figure 1. System Model for Image Authentication. Point A corresponds to a direct camera output and point B represents
a manipulated image.

In this work, we build upon component forensics to develop robust image authentication systems for verifying
if a given digital image is a direct camera output (corresponding to point A in Fig. 1) or if it has undergone further
processing (as in point B in Fig. 1). Using the test image, we estimate the camera model parameters employing
component forensic methodologies [14]. We represent any further processing on the camera outputs (if any) as
a manipulation filter, and find its coefficients using blind deconvolution. The estimated intrinsic fingerprints are
then compared to an identity transform (corresponding to the fingerprints of a direct camera output with no
additional processing), and a high similarity verifies that the test image is an unmanipulated camera output. The
proposed algorithm does not require any prior knowledge about the nature of the processing block, and therefore
provides a universal technique to distinguish authentic camera outputs from tampered pictures, watermarked,
and stego data.

3. ESTIMATING INTRINSIC FINGERPRINTS
In this section, we present methods to estimate the intrinsic fingerprints. Given a test image St , we consider
it to correspond to the point B in Fig. 1, and obtained by filtering the actual camera output Sd (point A in
Fig. 1) by the manipulation filter. We estimate the inverse of the manipulation filter coefficients, u, using blind
deconvolution techniques, and a high similarity of u with the identity transform suggests that the test image is
not manipulated [16].
The inverse of the manipulation filter coefficients u can be obtained by formulating it as a constrained
optimization problem. Let Ste represent the estimate of the camera output obtained by passing St through the
inverse manipulation filter u, i.e.,
X
Ste (x, y, c) =
u(m, n, c)St (x − m, y − n, c), for 1 ≤ c ≤ 3.
(2)
m,n

The coefficients of the inverse filter are obtained by minimizing the overall camera model fitting error,
E(u) =

3 X
X
c=1 x,y

(Ŝte (x, y, c) −

X

u(m, n, c)St (x − m, y − n, c))2 ,

(3)

m,n

where Ŝte denotes the image formed from Ste by imposing camera constraints. To impose camera constraints, the
camera component parameters such as the interpolation coefficients αℜi in each of the three texture based regions
ℜi ∗ are estimated† from Ste using component forensic methodologies [15] , and the image Ste is re-interpolated
using these coefficients as
 P
∀{x, y} ∈ ℜi , and 1 ≤ c ≤ 3,
m,n αℜi (m, n, c)Ste (x − m, y − n, c)
(4)
Ŝte (x, y, c) =
Ste (x, y, c)
otherwise.
∗

In [15], we consider three types of texture based regions such as regions with significant horizontal gradient, vertical
gradient, and smooth regions. The image pixels are classified into these three regions ℜi based on the gradient values in
the local neighborhood.
†
The estimated camera model parameters obtained from the test image would be close to the actual parameters because
the estimation algorithm is robust to moderate levels of post-camera processing [15]
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Figure 2. A recursive algorithm to estimate the coefficients of the manipulation block

P
In general, we may assume that m,n u(m, n, c) = K for c = 1, 2, 3, where K is a constant. A value of K = 1
ensures that the original image and its manipulated version have similar brightness levels. Incorporating this
constraint into the minimization problem, we solve for u by minimizing a modified cost function J given by
J(u) =

3 X
X

(Ŝte (x, y, c) −

X

u(m, n, c)St (x − m, y − n, c))2 + η

(5)

c=1 m,n

m,n

c=1 x,y

3 X
X
u(m, n, c) − 1)2 ,
(

where the value of η is chosen to adjust the weights of the relative individual costs.
The filter coefficients can be obtained through a recursive procedure presented in Fig. 2. In the k th iteration,
(k)
we obtain an estimate of the camera output Ste by passing the test image St though the estimate of the inverse
(k)
manipulation filter u(k) . We then impose camera constraints given by (4) to obtain Ŝte and find the camera
model fitting error. The inverse filter coefficients are then updated by [17],
u(k+1) = u(k) + tk dk ,

where

−∇J(u(k) )
−∇J(u(k) ) + βk−1 dk−1

dk

=



βk−1

=

< ∇J(u(k) ) − ∇J(u(k−1) ), ∇J(u(k) ) >
,
||∇J(u(k−1) )||2

if k = 0,
otherwise,

(6)

(7)
(8)

and the step sizes tk are chosen as the one that minimizes J(u(k) + tk dk ) ≤ J(u(k) + tdk ) for all t. The recursive
procedure is repeated until convergence. It can be shown in theory that the optimization problem is convex and
converges to a unique solution.

4. SIMULATION RESULTS AND DISCUSSIONS
In this section, we present experimental results to validate the performance of the proposed algorithms.

4.1. Applications to Identifying Image Manipulations
Most often, creating a realistic tampered image involves a series of post-camera processing operations such as
filtering, compression, resampling etc. Such processing operations leave distinct intrinsic fingerprint traces in
the final processed image, which when analyzed provide evidence to detect tampering. In this subsection, we
study the performance of our proposed authentication techniques for different types of image manipulations and
compare our results with existing work. For our study, we collect a total of 100 representative images from Canon
Powershot A75. These images are captured under completely random conditions − different scenes, different
lighting conditions, and compressed under different JPEG quality factors as specified by default values used in
the camera. These images form our camera data set. These images were then processed to generate 22 different
tampered versions per image as shown in Table 1 to obtain 2200 manipulated versions.

Table 1. Set of Tampering Operations Considered

Manipulation Operation
Spatial Averaging
Rotation
JPEG compression
Resampling
Total

Parameters of the Operation
Filter orders 3-11 in steps of 2
Degrees 1, 5, 10, 20
Quality factors {30, 40, . . . , 80, 95}
Scale factors 0.5–1.5

Number of Images
5
4
7
6
22

We run the proposed blind deconvolution methods on all the images and compute the coefficients of the
manipulation block in each case. Fig. 3 shows the variation of the modified cost function J given by (5) as
a function of the number of iterations for a sample unmanipulated image. We notice that the cost function
converges in 10 iterations to a value very close to zero. The final estimated inverse filter coefficients u for the
green color channel are very close to a delta function, and the frequency response of the estimated manipulation
filter is almost a constant as shown in Fig. 4(a). The corresponding estimated frequency response when tested
with an image filtered with a 5 × 5 averaging filter is shown in Fig. 4(b). The similarity among the estimated
and the actual coefficients (shown in Fig. 4(c)) suggests that the proposed techniques can efficiently estimate the
inverse filter coefficients quite accurately, and this result justifies the performance of the the blind deconvolution
algorithms.
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Figure 3. Convergence of the cost function for unmanipulated image

We design a threshold based classifier to distinguish direct camera outputs from manipulated ones. Given
the test input St , we find the frequency domain coefficients of the manipulation filter Ht and compare it with
the spectral response Href obtained from a reference direct camera output to measure the similarity among the
coefficients. A similarity value greater than a chosen threshold indicates that the image satisfies the camera
model. More specifically, we first find LHt = log(Ht ) and re-scale it to a [0, 1] range to obtain the normalized
logarithm of the frequency response Θt . The similarity score between the coefficients of the test input and the
reference image is then found by comparing the corresponding normalized values
X
(Θt (m, n) − µt ) × (Θref (m, n) − µref ) ,
(9)
d(Θt , Θref ) =
m,n

where µt denotes the mean of the Θt and so on. The test input is then classified as unmanipulated if the similarity
to the reference pattern is greater than a suitably chosen threshold.
We examine the performance of the threshold based classifier in terms of the receiver operating characteristics
(ROC). For each original image, we compute the frequency response of the equivalent manipulation filter and

Figure 4. (a) Frequency response of the manipulation filter for an unmanipulated camera output. The figure shows
that the frequency response is almost flat indicating that the corresponding impulse response is a delta function, (b)
Estimated frequency response of the manipulation filter for an image low-pass filtered with a 5 × 5 averaging filter, (c)
Actual frequency response of a 5 × 5 average filter shown for comparison. The frequency responses are shown in the log
scale and appropriately scaled for display.
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Figure 5. Performance results for Spatial Averaging (a) Variation of the similarity score as a function of the order of
averaging filter, (b) Receiver Operating Characteristics.

measure its similarity with the reference filter pattern. The fraction of original images with a similarity score
lower than a threshold η is found to give the false alarm probability PF . Similarly, we record the fraction of
manipulated images with a similarity score less than η to give the probability of correct decision PD . We repeat
this process for different decision thresholds η, and arrive at the ROC.
We test the performance under various types of manipulations in Table 1 and find the ROC in each case.
Fig. 5(a) shows the average variation of the similarity score as a function of the order of the averaging filter.
We observe that the similarity score reduces as the filter order increases. Further, the score is less than (−40)
for all filtered images. This low value is because of the distinct nulls in the spectral response of the manipulated
filter, estimated from filtered images, making it very different from the flat reference pattern. The ROC curve
for filtering distortions is shown in Fig. 5(b), and it shows close to 100% classification accuracy with a PD close
to 1 for PF ≈ 0.01.
The performance of the threshold based classifier for image rotations is shown in Figs. 6(a) and 6(b). Rotations in image domain involves resampling the image on a rotated lattice followed by subsequent interpolation.
Such manipulations can be equivalently modeled as a filtering operation with a significant linear component and
its coefficients can be estimated using blind deconvolution. Thus, our proposed system model fits well for these
distortions, and the detection algorithm efficiently identifies even minor degrees of rotation as demonstrated by

ROC curve for Rotation
1

8

0.9

7

0.8

6

0.7
0.6
D

5
P

Similarity Score

9

0.5

4
0.4
3
0.3
2

0.2

1
0

0.1
0

5

10
Angle of roation in degrees

15

0

20

0

0.2

0.4

0.6

0.8

1

P

F

Figure 6. Performance results for Rotation (a) Variation of the similarity score as a function of angle of rotation in
degrees, (b) Receiver Operating Characteristics.
ROC curve for JPEG compression
8.5

1

8

0.9
0.8
0.7

6.5

0.6
D

7

6

P

Similarity Score

7.5

0.5

5.5

0.4

5

0.3

4.5

0.2

4

0.1

Quality Factor

3.5
30

40

50

60
70
JPEG Quality Factor

80

90

100

0

30
50
60
70

0

0.2

0.4

0.6

0.8

1

P

F

Figure 7. Performance results for JPEG compression (a) Variation of the similarity score as a function of JPEG Quality
factor, (b) Receiver Operating Characteristics.

the superior performance in terms of the ROC curve shown in Fig. 6(b). The performance results for different
levels of JPEG compression are shown in Figs. 7(a) and 7(b). We notice that as the quality factors decrease
and the distortion levels increase, the similarity reduces and the performance improves. The results in Figs. 5-7
justify that most image manipulations can be analyzed by modeling it as a linear post-camera processing block,
and by examining the similarity of its estimated coefficients with a reference pattern. Further, the value of the
similarity score can also be used as a metric to measure and quantify the degree of distortion applied to the
image.
We compare our proposed tampering detection algorithm with our implementation of the wavelet statistics
based classifier approach presented in [18]. Here, the authors create a statistics vector by first extracting higher
order moments from multiple level wavelet decompositions of the image. A linear predictor is then used to
capture correlations that exist across orientation, space, and scale. An additional set of features is computed
from the prediction error and the combined statistics vector is used in classification. In our experiments with [18],
we calculate the statistics vector for the entire set of 100 original images and the corresponding 2200 manipulated
ones. A support vector machine (SVM) with a radial basis function (RBF) kernel is used for classification [19].
We train the SVM with the data obtained from ten sample original images and its corresponding processed
versions. From each manipulation type as listed in Table 1, we choose one processed version (for every original
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Figure 8. Performance of the Farid-Lyu’s scheme [18] under various image manipulations when trained with ten sets of
training images

image) with maximum amount of distortion for training the classifier, e.g., 11 × 11 spatial averaged image, 20
degrees rotated image, and so on. This gives us a total of 10 original images and 40 processed pictures in the
training set. The remaining 90 images and its 22 manipulated versions are used in testing and the experiment is
repeated 100 times by choosing a different training image each time. Fig. 8(a) shows the average performance
of the Farid-Lyu’s scheme. The results indicate that the proposed scheme can perform better that the method
in [18], and can attain a higher PD for the same PF for distortions such as filtering, compression, and resampling.
For the case of detecting image rotations, the performance of the proposed methods is still good, while [18] does
better. Moreover, it is to be noted that while the SVM classifier in [18] requires processed images under all
possible types of manipulations for training, it is not necessary for the proposed technique as the decision
is made just by comparing the estimated coefficients from the test image with a reference pattern obtained
from the camera output. Thus, the suggested method is more universal as it can more efficiently classify even
tampering distortions that are not previously considered.

4.2. Applications to Blind Steganalysis
Image manipulations such as watermarking and steganography can be considered as post-processing operations
applied to camera outputs. Such embedding algorithms leave behind statistical traces on the digital image
that can be detected by analyzing the coefficients of the manipulation filter. We test the performance of the
threshold based detector in distinguishing authentic camera outputs from stego data. In our experiments, we
use the same camera data set with 100 color images of size 512 × 512 as our authentic set. Stego images are
then generated by embedding random messages of different sizes into the cover images. Generally speaking, the
maximum embedding capacity depends on the nature of the cover image and the data hiding algorithm. For our
simulations, we first find the average of the maximum embedding capacity across 100 images and then embed
messages at 100%, 75%, and 50% of this value.
For our study, we consider two popular steganographic embedding methods – Least Significant Bit (LSB)
and spread spectrum. LSB embedding methods have been widely used for hiding data. Steghide [6] employs
LSB embedding and a graph-theoretic approach to hide the secret messages on multimedia data. The message
is hidden by exchanging rather than overwriting pixels. In our studies with steghide, we estimate the average
maximum capacity across 100 color images to be around 32 KB for a 512 × 512 color image. The stego images
are then generated by embedding secret messages of size 32 KB, 24 KB, and 16 KB using the software [20]. The
detection results are shown in Fig. 9(a) for different embedding rates. We notice that the proposed algorithms
can efficiently identify steghide at 100% and 75% embedding rates with the probability of identifying stego
data close to 100% for false alarm probabilities around 1%. However, the performance reduces when the secret
message length is reduced to 50% capacity at 16 KB. These results are better than the wavelet statistics based
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steganalysis technique [12], which reports average accuracies of 77% and 60% at 100% and 78% embedding rates,
respectively. While the results presented in [12] are for 32000 images with 30000 images used for training a SVM
classifier with RBF kernel, our proposed methods employ only one reference pattern to distinguish between stego
images and authentic camera outputs.
Next, we study the performance for spread spectrum embedding methods. Block-DCT based spread spectrum
embedding have been widely used in literature for data hiding, watermarking, and steganography for a wide
variety of applications. Detecting spread spectrum steganography has been a challenging problem, and statistics
based schemes typically do not perform well in distinguishing original cover data and stego pictures. To our
best knowledge, the only work that addresses spread spectrum steganalysis is [11], where they show that image
quality metrics could be used as features to identify such embedding. In their work, the authors show that
they can attain an average probability of correct decision of 80% with 40% false alarm probability when tested
with 10 images. We test the performance of our authentication system for spread spectrum embedding. In
our experiments, we use the same camera data set with 100 images of size 512 × 512 from four cameras as our
authentic set. Stego images are then generated by adding pseudo-random watermarks at different peak signalto-noise ratios (PSNR) of 38dB, 40dB, and 42dB. The manipulation block coefficients are estimated for the cover
and the stego data, and classified with the threshold based classifier. Fig. 9(b) shows the performance results
for different PSNRs. We note that the average identification accuracy is close to 100% for PSNRs of 38dB and
40dB, and reduces to 91% for 42dB PSNR at PF ≈ 0. These results demonstrate the superior performance of
our proposed techniques.

5. CONCLUSIONS
In this work, we propose a set of forensic signal processing techniques to estimate the intrinsic fingerprint traces
left behind in the digital image after it goes through various manipulation operations in information processing
chain. We introduce a new formulation to study the problem of image authenticity. We characterize the properties
of a genuine photograph by modelling the imaging process, and estimate its parameters by component forensic
analysis. We consider any further post-camera processing as a manipulation block, and find the coefficients
of its linear part using blind deconvolution. A high similarity of the estimated coefficients and the reference
pattern, corresponding to no manipulations, certifies the integrity of the given image. We show through detailed
simulation results that the proposed techniques can be used to identify different types of post-camera processing,
such as filtering, compression, resampling, rotation, etc. Evidence obtained from such forensic analysis is used
to build a blind steganalyzer to determine the presence of hidden messages in multimedia data. Our results
suggest that we can efficiently identify different types of embedding methods such as least significant bit (LSB)

and spread spectrum techniques with a high accuracy. Thus, our proposed techniques provides a more general
framework for verifying the authenticity of images.
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