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ABSTRACT
During the past twenty-one years, over seventy- ve papers
and nine Ph.D. theses have been published on pointer analysis. Given the tomes of work on this topi one may wonder,
\Haven't we solved this problem yet?" With input from
many resear hers in the eld, this paper des ribes issues related to pointer analysis and remaining open problems.

1.

INTRODUCTION

Analyzing programs written in languages with pointers requires knowledge of pointer behavior. Without su h knowledge, onservative assumptions regarding pointer a esses
must be made, whi h an adversely a e t the pre ision and
eÆ ien y of any analysis that requires this information, su h
as an optimizing ompiler or a program understanding tool.
A pointer analysis attempts to stati ally determine the
possible runtime values of a pointer. As su h an analysis is,
in general, unde idable [51, 49, 70, 42℄, a large olle tion of
approximation algorithms have been published that provide
a trade-o between the eÆ ien y of the analysis and the
pre ision of the omputed solution. The worst- ase time
omplexities of these analyses range from almost linear [94℄
to doubly exponential [88℄. To ompli ate matters, worstase behavior is often not indi ative of typi al performan e.
Given the long history of pointer analysis resear h, it is
appropriate to take sto k of the urrent eld and to outline
those problems that remain open. This paper, with valued
input from many pointer analysis resear hers, attempts to
serve this role, as well as ategorizing existing work.

2.

BACKGROUND

A pointer alias analysis attempts to determine when two
pointer expressions refer to the same storage lo ation. A
points-to analysis [27, 22, 2℄, or similarly, an analysis based
on a \ ompa t representation" [13, 5, 38℄, attempts to determine what storage lo ations a pointer an point to. This
information an then be used to determine the aliases in the
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program.1 Alias information is entral to determining what
memory lo ations are modi ed or referen ed.
There are several dimensions that a e t the ost/pre ision
trade-o s of interpro edural pointer analyses. How a pointer
analysis addresses ea h of these dimensions helps to ategorized the analysis. An empiri al omparison with a di eren e in more than one dimension an limit the usefulness of
the omparison. Some of the dimensions are
Flow-sensitivity: Is ontrol- ow information of a pro edure used during the analysis? By not onsidering ontrol
ow information, and therefore omputing a onservative
summary, ow-insensitive analyses ompute one solution for
either the whole program (su h as [2, 94, 108, 91℄) or for
ea h method (su h as [5, 38, 55℄), whereas a ow-sensitive
analysis omputes a solution for ea h program point. Flowinsensitive analyses thus an be more eÆ ient, but less preise than a ow-sensitive analysis. Flow-insensitive analyses
are either equality-based [94, 108℄, whi h treat assignments
as bidire tional and typi ally use a union- nd data stru ture, or subset-based [2, 5, 38℄, whi h treat an assignment as
a unidire tional ow of values.
Context-sensitivity: Is alling ontext onsidered when
analyzing a fun tion or an values ow from one all through
the fun tion and return to another aller?
Heap modeling: Are obje ts named by allo ation site,
or is a more sophisti ated shape analysis performed?
Aggregate modeling: Are elements of aggregates distinguished or ollapsed into one obje t?
Whole program: Does an analysis require the whole
program or an a sound solution be obtained by analyzing
only omponents of a program?
Alias representation: Is an expli it alias representation [51, 64℄ or a points-to/ ompa t representation used?

3. GENERAL ISSUES
Before dis ussing open problems, we rst address some
more general issues that plague the eld of pointer analysis.

3.1 Terminology
The pointer analysis ommunity has sometimes done a
disservi e to its audien e by using di erent terminology to
refer to the same on epts. For example, ontext-sensitive/
insensitive analysis are also known as poly/mono-variant
analyses. Uni ation-based ow-insensitive analyses are also
known as Steensgaard-style analyses and similarly, in lusionbased ow-insensitive analyses are also known as Andersen1
The point at whi h su h information is inferred an a e t
the pre ision and eÆ ien y of the analysis [61, 6, 38, 86℄.

style analyses. When these analyses are formulated as onstraint-based analyses, they are referred to as term or equality -based and in lusion onstraints, respe tively. This dihotomy of terminology an be attributed to work in the
related eld of type inferen e [93, 37, 17, 65℄, whi h itself is
also known as ontrol- ow analysis and lass analysis .2
Pointer analysis, (pointer) alias analysis, and points-to
analysis are often used inter hangeably. We prefer to use
pointer analysis as a general term for an analysis that analyzes pointers and alias (points-to ) analysis for analyses that
produ e alias (points-to ) relations.

3.2 Metrics
How does one measure the pre ision of a pointer analysis?
A popular metri , whi h we de ne as the dire t metri , is
to re ord the average number of obje ts aliased to pointer
expressions appearing in the program [52℄. Although this
ould be a dire t indi ation of the pre ision of an analysis,
there are several aws with this metri [20℄.
 Be ause an analysis models an unbounded number of

dynami obje ts (due to re ursive lo als and dynami
allo ation), the number of obje ts aliased to a pointer
expression an be greatly skewed depending on the
model hosen [80℄. For example, an analysis that models the heap as one obje t will report a (low) average
of one obje t (the whole heap!) for all heap-dire ted
pointers, in orre tly suggesting a pre ise analysis.

 Pointer information is usually the input to other lient

analyses, and as su h the pre ision of a pointer analysis
an depend on how it a e ts the lient. For example,
it may take only one extra alias to reate a dependen e
that prevents ode motion in a time- riti al loop. In
ontrast, adding additional aliases to a pointer dereferen e that already is fully dependen e onstrained will
have no e e t for a dependen e-based lient.

 Even with a onsistent modeling s heme, a parti ular

value is not meaningful in isolation be ause the program may ontain pointers that an point to di erent
obje ts at runtime, su h as the SPEC95 program go,
whi h ontains a fun tion with a pointer parameter
that an be aliased to 100 distin t global arrays [39℄.

There are three alternative ategories of metri s, two stati
and one dynami . The rst metri ompares the stati
pre ision to worst- ase assumptions, be it using the dire t
method [51℄ or the results of dependen e-based queries [31℄.
This metri will be parti ularly useful in evaluating analyses
for strongly-typed languages su h as Java, where worst- ase
assumptions are not as bad as in C. The se ond alternative
stati metri is to implement a pointer analysis lient and
report its pre ision [90, 63, 3, 30, 20, 86, 95, 55, 57, 40, 60,
31, 77℄. The advantage of this metri is that it more learly
as ertains the e e tiveness of a pointer analysis for a parti ular lient analysis. The limitation is that it only measures
one lient, and again, the importan e of the stati measure
of the lient may be questioned.
2
Type inferen e attempts to as ertain the runtime types of
pointer values, whereas points-to analysis uses a ner level
of granularity and tries to determine the (named) obje ts
held in a pointer. The type inferen e literature, although
ertainly worth exploring, is beyond the s ope of this paper.

The third approa h dynami ally measures how pointer information a e ts a runtime property, su h as program performan e [14, 105, 20, 30, 12, 31℄, dynami points-to relations [20, 62℄, or a dynami hara terization of the lient
analysis [20, 30, 12, 31℄. Su h metri s are limited to a single
exe ution of the program, and thus, represent a lower bound
on their stati ounterparts. Be ause all metri s have their
strengths and weaknesses a ombination should be used [20℄.

3.3 Reproducible Results
In most s ien es a result is not a epted until it an be
independently veri ed. Unfortunately, this pra ti e is not
well a epted in pointer analysis. Furthermore, when one
does undertake su h a veri ation, it is diÆ ult to publish
su h results, unless it disputes ommon wisdom, su h as [80℄.
Susan Horwitz e hoes this sentiment: \Improvements proposed by resear hers seem promising, but seldom are laims
independently veri ed, and often promising leads are abandoned. It seems that dupli ating others' results is onsidered very important in the physi al s ien es, but gets short
shrift in omputer s ien e. Should we/ an we hange that
attitude?"
Even if publishability issues are left aside, it an be diÆult to reprodu e a result be ause of di erent intermediate
representations, ben hmark suites, or ben hmark versions.
For example, some intermediate representations de ompose
all assignments into anoni al forms to limit the number of
pointer dereferen es in a statement with the goal of simplifying the exposition and implementation of the analysis.
However, this an in rease the number of program variables
and pointer dereferen e expressions, making omparisons to
results that do not perform this simpli ation meaningless.
However, some progress has been made on this topi beause many resear hers share the ben hmarks used in their
studies and in some ases make their implementations publi ly available [4, 69, 15℄.

4. OPEN QUESTIONS

This se tion dis usses open questions in pointer analysis.

4.1 Scalability
Equality-based ow-insensitive analyses [94℄ an analyze
million-line programs qui kly. Although re ent work [15, 55,
59℄ has improved the pre ision of equality-based analyses, it
is still not lear if the pre ision is suÆ ient. Meanwhile,
signi ant work [23, 97, 76, 24, 72, 34℄ has in reased the
eÆ ien y of the more pre ise subset-based ow-insensitive
analyses. Studies [12, 40℄ suggest that subset-based analyses
may provide suÆ ient pre ision for some lients. Thus, the
onvergen e of these two e orts may result in a reasonably
pre ise analysis that an be e e tive on very large programs.
However, even the pre ision of subset-based analyses may
not be suÆ ient for all lients. Clearly, more studies need
to be ondu ted in this area.
Tom Reps asserts, \Various lients of pointer-analysis algorithms an produ e poor results due to inherent impreisions in the pointer-analysis phase. However, there are
some interesting pre ision/eÆ ien y trade-o s: for instan e,
it an be the ase that a more pre ise pointer analysis runs
more qui kly than a less pre ise one. Moreover, even when
a more pre ise pointer analysis is less eÆ ient per se, in the
ontext of the pro essing arried out by the lient(s) of the
analysis, the overall ost may de rease [90℄. Thus, is it pos-

sible to understand what should go into a pointer analysis
a ording to the needs of the lient of the analysis? Present
studies of `s alable' analyses have not had mu h to say about
more pre ise approa hes: is there a `s alable' analysis that
provides ontext-sensitivity? ow sensitivity? some degree
of these properties?"
Amer Diwan adds, \It is easy to make a pointer analysis that is very fast and s ales to large programs. But are
the results worth anything? While more people have done
work in the area [14, 30, 20, 40, 41℄, we still need a better
understanding of what pointer analysis one should use."

4.2 Improving Precision
How an we improve the pre ision of an analysis without
sa ri ing s alability? Bill Landi and Manuvir Das provide
some interesting ideas for loosening the soundness/safety
onstraint on pointer analysis. Bill Landi writes, \One analysis that sparks interest is the dete tion of bugs in an R&D
setting with, for example, a use-before-de ne (UBD) analysis on 20+ million LOC appli ations. The only way I have
been able to address this situation is to re onsider the notion
of safety. Clearly, if an analysis is to be used in program optimization, the roots of su h analyses, safety is an essential
on ept. However, this does not mean that it is essential for
all appli ations of analyses. My experien e with unsafe analyses have led to some surprising observations. First, when
I removed from my ontext- and ow-sensitive alias analysis algorithm [51, 48℄ a step that was essential to ensure
safety, but did not seem to me to be ne essary in almost all
ases, a mu h faster analysis was possible. In one ase runtime went from several days to several minutes. Further, in
all the tests I did using this new al ulation for omputing
MOD (about 20 programs), I only found one ase of a missing modi ation. Se ond, when UBD results are reported
to a user as potential bugs, both false-positives and falsenegatives an be tolerated if they are within reason. If my
analysis an nd 90%, or even 25%, of the users bugs this is a
vast improvement over using nothing. If there are too many
false-positives, users will reje t the analysis as they must
spend too mu h time pursuing false leads. However, I was
told the users a tually liked the false-positives in my analysis be ause they laimed when my analysis got onfused
it was a good indi ation that the ode was poorly written
and likely to have other problems. This ame as a omplete
surprise. While additional study is needed to laim these
observations to be valid in a broader sense, they lead me to
on lude that the notation of safety should be re onsidered
for many appli ations of stati analysis."
Manuvir Das adds, \Pro le-dire ted optimizations do not
need sound pointer information. Re ent work [62℄ shows
how dynami points-to data an be used to perform optimization with he ks to ensure safety, with the usual tradeo s. More interestingly, error dete tion doesn't have to be
sound at all! Consider a tool that examines some ode paths
and reports errors along those paths. Su h tools do not nd
pointer analysis useful be ause it makes analysis too onservative. Here, we an use pro le pointer data to let the
tools know about only the pointer values that a tually arise
during test exe utions. It leads to in omplete overage, but
that's ok sin e the tool is not meant to nd every error."
Another way to improve pre ision without sa ri ing s alability is to limit the program s ope where high-pre ision is
required [79℄. Susan Horwitz writes, \A potentially impor-

tant area of resear h would address determining where a ura y is vital (e.g., ertain regions of ode, ertain pointer
variables) and nding ways to improve results just for those
riti al regions. Another idea is to nd spe ial ases where
ertain te hniques work well (even if they don't work in general). An example is re ent work [85℄ on te hniques for symboli bounds analysis for divide-and- onquer programs."
Bjarne Steensgaard observes, \There are also opportunities for nding as-yet undis overed opportunities for improvements by simply looking at existing programming patterns. For example, Manuvir Das looked at several large
C programs and found that passing the address of a variable as a fun tion parameter was a large ontributor to the
loss of pre ision for ow-insensitive, ontext-insensitive algorithms. He found a way to add `one level ow' to an otherwise uni ation-based algorithm to a hieve results omparable with ow-sensitive, ontext-insensitive algorithms."

4.3 Designing an Analysis for a Client’s Needs
One approa h to determining appropriate pre ision and
s alability is to onsider the lient problem's needs.
Barbara Ryder expands on this topi : \Pointer analyses
should be designed to be appropriate in ost and pre ision
for spe i groups of lient problems. What is pra ti al and
a eptably pre ise for one usage, may be impra ti al and too
approximate for another. There is no one lass of problems
(e.g., all C programs over 1 million lines of ode) that should
de ide the eÆ a y of a pointer analysis. We do not need a
di erent pointer analysis per lient problem, but rather we
should look for lasses of lient problems with similar needs,
and design analyses for these lasses, he king performan e
in the ontext of these usages. We an all write an unbounded number of papers that ompare di erent pointer
analysis approximations in the abstra t. However, this does
not a omplish the key goal, whi h is to design and engineer pointer analyses that are useful for solving real software
problems for realisti programs."
Manuel Fahndri h dis usses lient problems: \I think there
are two distin t uses of pointer analysis, 1) optimizations,
and 2) error dete tion/program understanding. These two
uses have vastly di erent requirements on pointer analysis. For optimizations, there seems to be some upper bound
on how mu h pre ision is useful be ause taking advantage
of more pre ision usually translates into spe ializing more
ode, whi h needs to be bounded. In my opinion, the spe trum of analyses mostly overs the needs for optimizations.
For error dete tion and program understanding, the pi ture
is di erent. For these appli ations, there seems to be a
lower bound on pre ision, below whi h, pointer information
is pretty useless. Gearing pointer analysis towards error dete tion requires more work on pre ision and s aling issues."
Manuvir Das dis usses orre tness in the ontext of debugging tools: \All of the ow-insensitive pointer algorithms
an be used to produ e ow-insensitive versions of rea hing
de nitions, whi h, assuming the analysis is ontext-sensitive,
an be used in orre tness and debugging tools. In fa t, I
believe that orre tness (the elimination of ertain kinds of
errors, not the extreme step of veri ation) is the `killer app'
for pointer analysis. Although the hardware ompanies have
made ompiler optimizers look bad, there is nothing they
an do about ensuring ode orre tness, whi h will matter
more and more."

4.4 Flow-Sensitivity
Empiri al studies [38, 40, 41℄ suggest that for ontextinsensitive analyses, a ow-sensitive analysis does not offer mu h pre ision improvement over a subset-based owinsensitive analysis. Manuvir Das provides some intuition:
\Flow-sensitivity is all about strong update. A spurious
ow of pointer values produ ed by a ow-insensitive ontextinsensitive analysis o urs be ause su h an analysis la ks
strong update through two kinds of assignments: expli it
assignments and parameter passing. As long as the analysis
is ontext-sensitive, it e e tively treats parameter passing as
strong updates and only loses on the expli it assignments.
At least for C programs, most expli it assignments updates
of pointers deal with traversing data stru tures, for whi h
pointer analysis is no good anyway. Although I don't believe a ow-sensitive pointer analysis is of any use above
a ow-insensitive ontext-sensitive pointer analysis, a pathsensitive pointer analysis an be very useful in error dete tion tools. Be ause omputing path-sensitive pointer information would be extremely expensive, we need to investigate
ways to obtain this information."

4.5 Context-Sensitivity
Be ause a ontext-sensitive analysis an be exponential in
the worst ase, the eÆ ien y of su h analyses has been addressed [22, 105, 104℄. However, another question is whether
ontext-sensitivity improves pre ision. So far the results
have been mixed: ontext-sensitivity did not improve preision for a ommon ow-sensitive analysis [80℄ and a similar result has been shown for subset-based ow-insensitive
analysis [26℄ and an extension of the equality-based owinsensitive analysis [16℄. However, ontext-sensitivity has
been shown to be bene ial for simpler equality-based owinsensitive analysis [26℄. This latter result seems to validate
the re ent a tivity in partially ontext-sensitive equalitybased analysis [55, 24, 72, 16℄. Other work [56, 58℄ attempts
to re over additional ontext in lient analyses.
The papers above used the dire t pre ision metri , whi h
has the limitations des ribed in Se tion 3.2. Although these
studies are extremely valuable, their generality should be
on rmed in di erent environments, sele ting di erent pointer analysis dimensions, using di erent programs.
Manuvir Das adds his opinion about whether ontextsensitivity is useful: \The answer is de nitely a yes, even
though re ent studies [26, 16℄ suggest otherwise. First, a
more general use of pointer analysis is to develop tools that
tra k the ow of values or information in programs. Here,
ontext-sensitivity is ru ial to avoid spurious ow of values. Se ond, if the lient optimization or error dete tion
is willing to be ontext-sensitive or to spe ialize opies of
pro edures, ontext-sensitive pointer analysis an produ e
mu h more pre ise information. Unfortunately, there is no
hard eviden e of this, but we're working on it."
Erik Ruf writes, \One of the big issues/sour es of onfusion in most points-to analysis lies in the idea of omputing a points-to solution and then using it for some purpose.
Usually, a xed ontext-sensitivity strategy (and a orresponding xed naming strategy) is used, whi h may or may
not orrespond to what's appropriate for the lient. For
example, the traditional approa h of performing a ontextsensitive ow with respe t to allees a e ting allers, but
not with respe t to allers a e ting allees (as o urs when
no loning is performed) an yield bad ode (or, in software

engineering appli ations, a worst- ase view for the user). On
the other hand, eagerly building lones inside a stand-alone
pointer analysis is undesirable be ause of the potential exponential work, mu h of whi h may not be useful. Even
highly parameterized standalone analyses pay osts for representing ontexts not experien ed by the lient, yet annot
take full advantage of lient-level semanti information to
improve points-to information within spe ialized ontexts."
Erik Ruf ontinues, \I advo ate an approa h where pointer
analysis is integrated with the lient analysis. Allowing
the lient's generation and onsumption of information to
drive the pointer analysis has the potential to improve both
pre ision and performan e. A simple example of this approa h is the in orporation of lient analysis information
into pro edure-level pointer/alias summaries [81℄. Clientdriven pointer analyses may also be able to sele tively apply
more aggressive approa hes to obtaining pre ision, su h as
those of [68℄."

4.6 Heap Modeling
Shape analysis algorithms [53, 43, 9, 19, 36, 35, 18, 74, 28,
29, 87, 88, 89, 103, 21, 54℄ have demonstrated high pre ision,
over s hemes that name obje ts based on allo ation site (as
in [47, 44, 83, 43, 9℄), but their s alability to even medium
programs is un ertain. Mooly Sagiv summarizes the urrent
state of the eld: \Although I believe we are making good
progress, in all honesty, we should say that we are not there
yet."
Tom Reps observes, \We have ertainly not ome to the
end of the line in resear h on shape analysis. There are all
sorts of interesting issues here, ranging from a better understanding of how to identify the important ingredients of
an analysis (the `instrumentation predi ates') to eÆ ien y
questions. The approa h is also yielding insights into problems that are not what you would ordinarily think of as
pointer problems or shape-analysis problems; however, `shape'
serves as a kind of metaphor for many kinds of properties
of system and/or memory on gurations that an arise as a
omputation evolves."
Manuvir Das adds, \One suggestion is to develop shape
analyses that work well on the ommon ase, but may lose
pre ision in the general ase. Another suggestion is to ombine a heap global pointer analysis with a lo al shape analysis. This approa h relies on the fa t that heap traversal
ode is lo al, and pointer analysis an be used to ensure
that non-lo al ode is not modifying the heap stru ture being traversed."
A similar approa h was expressed by Laurie Hendren's
group in analyzing C [22℄. This approa h rst distinguishes
sta k and heap-dire ted pointers and then performs a simple shape analysis [28, 29℄ on just the heap-dire ted pointers.
An alternative line of resear h attempts to ompensate for
the loss of pre ision experien ed by the allo ation site naming s heme in the presen e of user-de ned memory allo ation
routines [13, 1, 34℄.

4.7 Modeling Aggregates
A key implementation detail is whether aggregate omponents are distinguished or summarized into one obje t.
C/C++'s weak typing makes this diÆ ult to address orre tly. Thus, most published work does not distinguish aggregates. However, this diÆ ulty does not exist in a stronglytype language like Java, and therefore, omponents should

be distinguished in su h languages [77℄. Most re ent work
has hosen to distinguish omponents [105, 71, 84, 106, 60,
33, 34, 31, 77℄. Unfortunately, few resear hers [106, 86, 60,
77℄ have studied the impa t of this de ision.
Rakesh Ghiya states, \We need to fo us more energy on
improving the basis information for pointer analysis (espe ially mallo -site identi ation in the presen e of userde ned memory management, and handling of elds), as
opposed to solely fo using on in remental improvements in
the propagation te hniques."

4.8 Demand-Driven/Incremental Analyses
Be ause the eÆ ien y of pointer analysis is often a onern, it would seem that a demand-driven or in remental approa h would be useful. To date, only limited progress has
been made on in remental analysis [107, 98℄ and all demanddriven analyses are ow-insensitive [73, 75, 15, 33, 24, 72,
16℄. It remains an open question as to whether the pre ise
ow-sensitive analyses, su h as those that use ontext-sensitivity or perform shape analysis, an be performed in a
demand-driven manner.

4.9 Java and Object-Oriented Languages
There has been little work done in the area of pointer
analysis for obje t-oriented programs. Some have modi ed
pointer analyses to handle dynami dispat h in C++ [67, 8,
66℄, while others have developed new modular algorithms [11,
10℄. Others have fo used on Java [102, 25, 96, 60, 77℄. In
Java all referen es are heap-dire ted, and thus, distinguishing the heap is even more important than it is in C. This
may raise the importan e of simpler shape analysis te hniques [28, 29℄.
Jong-Deok Choi raises another issue: \Must-alias analysis
is very important for Java be ause must alias information
an help avoid re-a essing the same memory lo ation. Also,
we have found that must alias information an redu e the
overhead for deterministi replay on SMP systems. However, not mu h work has been done for must-alias analysis."
Bjarne Steensgaard looks to the future: \I believe pointer
analyses will ontinue to adapt to hanges in both their input (programming languages and programming styles) and
their output (tools and other analyses). It is fairly obvious
that many of the pointer analysis algorithms that worked
reasonably well on programs written in the C style of languages perform poorly on programs written in the Java style
of languages. New algorithms will be reated to deal with
the spe i issues and take advantage of the opportunities
reated by hanges in programming paradigms, programming languages, and programming styles."
Although C will remain an important domain for pointer
analysis in the ontext of program understanding tools, mostly
be ause of lega y ode, it is important to look at new languages, su h as Java. In addition to o ering new features
over C, the eÆ a y of the te hniques developed for C need
to be revalidated in these languages.

4.10 Incomplete Programs
Most pointer analyses require the whole program. However, Mi hael Burke notes, \Component programming and
the use of library ode are be oming more prevalent. These
trends will ontinue, making whole program analysis less
useful. We need pointer analyses of omponents and libraries that are parameterized with respe t to how they are

on gured in a full appli ation. Although there has been
some work in this area [79, 78℄, I haven't seen a full solution
to this problem."
Amer Diwan adds, \There has been relatively little work
understanding how to perform pointer analysis in a really
`real' environment. Components of a real environment inlude very large programs, programs that use threads, inomplete programs | libraries et ., in remental ompilation and fast turn-around times, dynami linking, and ugly
programs. Although there has been some work in these area
(e.g., [15, 34℄, et . on very large programs, [84℄ on threads,
and [79, 78℄ on in omplete programs) there hasn't been anywhere near enough. In parti ular, a pointer analysis that
analyzes threads or in omplete programs is still a novelty
and we do not understand how the pre ision of analyses is
a e ted. Maybe an analysis that is right on the `sweet spot'
in an ideal world situation (whole program, no threads, . . . )
may be the worst one to use in a real world situation. Regarding ugly programs, many real world programs (parti ularly for unsafe languages) have features that are pra ti ally
impossible for a pointer analysis to get. For example, onsider the C program li that in ludes a garbage olle tor.
If a pointer analysis is unfortunate enough to analyze the
garbage olle tor it will most likely determine that everything aliases everything else. I think that we will need to
learn some lessons from the parallelization ommunity: for
the most part (in my biased opinion) most of the parallelization folks do not believe anymore that fully automati
parallelization is doable in general, and are resorting to getting feedba k from the user or requiring ertain kinds of
programming styles. Maybe pointer analysis needs to do
similar things."
Manuel Fahndri h expands on the idea of programmer involvement: \Modular analysis addresses both the problem of
analyzing in omplete programs and the problem of s aling
an analysis to large programs. Interfa e de larations that
des ribe sharing and non-sharing relationships between data
stru tures (shape des riptions) ould be a way towards getting more pre ise pointer information for error dete tion and
optimizations at the ost of programmer annotations. I'm
ex ited by re ent progress in the area of type systems [99,
100℄ and formal logi s [46℄ that provide languages in whi h
to express su h interfa e de larations."

4.11 Engineering Insights
A signi ant hara teristi of a pointer analysis is both its
time and memory eÆ ien y. Most onferen e papers do not
allow suÆ ient room to des ribe an algorithm, an empirial omparison of its pre ision and eÆ ien y, related work,
and implementation details. Unfortunately, this last se tion rarely gets written. However, areful engineering of a
pointer analysis, parti ularly a ow-sensitive analysis, an
dramati ally improve its performan e and s alability [82,
104, 109, 110, 39℄. If we expe t that produ tion systems
will use a new algorithm, we must en ourage the implementors to des ribe the engineering of their analysis.

5. CONCLUSIONS
In summary, it is lear that many open pointer analysis
problems remain. Be ause lient problems have di erent
s alability and pre ision requirements, future work should
identify the lient problems they are addressing, su h as optimizations or program understanding tools. Furthermore,

the metri s used to evaluate su h analysis should be appropriate for the lient problems.
One possible dire tion for future resear h is to require the
programmer to aid the analysis with assertions or additional
type information as dis ussed in Se tions 4.10. An example
of this is the pointer type quali er restri t introdu ed in
the re ent ANSI standard for C [7℄. When su h a keyword is
used for a pointer, the programmer asserts that the pointer
will not point to a global or lo al that is dire tly a essed
during the s ope of the pointer. The net e e t is that su h
pointers no longer require sta k-based pointer analysis. Similar suggestions have been proposed for C pointers [45, 35℄
and for Java olle tion lasses [60℄.
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