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ABSTRACT

Resear h in digital watermarking has progressed along two paths. While new watermarking te hnologies are being
developed, some resear hers are also investigating di erent ways of atta king digital watermarks. Common atta ks
to watermarks usually aim to destroy the embedded watermark or to impair its dete tion. In this paper we propose
a on eptually new atta k for digitally watermarked images. The proposed atta k does not destroy an embedded
watermark, but opies it from one image to a di erent image. Although this new atta k does not destroy a watermark
or impair its dete tion, it reates new hallenges, espe ially when watermarks are used for opyright prote tion and
identi ation. The pro ess of opying the watermark requires neither algorithmi knowledge of the watermarking
te hnology nor the watermarking key. The atta k is based on an estimation of the embedded watermark in the
spatial domain through a ltering pro ess. The estimate of the watermark is then adapted and inserted into the
target image. To illustrate the performan e of the proposed atta k we applied it to ommer ial and non- ommer ial
watermarking s hemes. The experiments showed that the atta k is very e e tive in opying a watermark from one
image to a di erent image. In addition, we have a loser look at appli ation dependent impli ations of this new
atta k.
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1. INTRODUCTION

About 700 years after the invention of the well known paper watermarks in Fabriano,3 Italy, a similar on ept was
applied to digital media, su h as images, audio and video. Resear h e orts in the eld of digital watermarking are
in reasing fast all over the world. Furthermore, people su h as ontent providers and intelle tual property owners
are more and more in need for eÆ ient solutions to prote t, tra k, and monitor digital media.
Sin e the beginning of the digital watermarking area the te hnologies have evolved in an impressive way, resulting
in very eÆ ient ommer ial solutions. Furthermore, besides the idea of hiding information in digital data in a robust
manner, the on ept of fragile digital watermarks for the veri ation of data integrity emerged. For an introdu tion
to digital watermarking and an overview of di erent te hnologies the reader is referred to Hartung and Kutter.3
Similar to the paper watermark industry, the invention of digital watermarks not only triggered worldwide resear h
on digital watermarking te hnologies, but also ways of atta king, ounterfeiting and falsifying digital watermarks
with the goal of making illegal pro t or bypassing laws. The resear h on watermark atta ks has the positive side
e e t that it en ourages people doing resear h on digital watermarking te hnologies to develop new methods whi h
are resilient to the atta ks. In this arti le we fo us on atta ks on robust digital watermarking s hemes. We will
introdu e a new atta k, alled the watermark opy atta k, whi h has an important impa t on urrent overall digital
watermarking solutions for a variety of appli ations su h as opyright prote tion, monitoring and tra king.
Before we have a loser look at the proposed atta k, we give an overview in Se tion 2 of urrent atta ks. In
Se tion 3 we present the new atta k and then outline the on eptual parts of the atta k, that is watermark predi tion
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Types of atta ks on digital watermarking systems.

in Se tion 4, and opy insertion in Se tion 5. To test the eÆ a y of the atta k we applied it to two publi ly available
watermarking tools. The results of these atta ks are presented in Se tion 6. Before drawing the nal on lusions in
Se tion 8 we will dis us some impli ations of the atta k in Se tion 7.
2. ATTACKS ON WATERMARKING SYSTEMS

A loser look at mali ious atta ks on robust digital watermarking s hemes shows that there are mainly four inherently
di erent atta king on epts: removal atta ks, geometri al atta ks, ryptographi atta ks, and proto ol atta ks. We
will now brie y look at ea h on ept. In addition, Figure 2 shows a summary of the di erent atta ks.
Removal atta ks aim at ompletely removing a watermark from the over data. These approa hes onsider the
inserted watermark as noise with a given statisti and try to estimate the original, non watermarked over data
from the stego, that is watermarked, data. EÆ ient removal atta ks based on denoising have for example been
proposed by Langelaar et al.8 They propose to apply a sequen e operations to the watermarked image, in luding
median ltering, highpass ltering, and non-linear trun ation. Voloshynovskiy et al.15 propose a spatial watermark
predi tion trough a ltering pro ess based on a maximum a posteriori (MAP) watermark estimation with following
remodulation to reate the least favorable noise distribution for the watermark dete tor.
In ontrast to removal atta ks, geometri al atta ks intend not to remove the embedded watermark, but distort
it through spatial or temporal alterations of the stego data. The atta ks are usually su h that the watermark
dete tor looses syn hronization with the embedded information. The result is the failure of the watermark dete tion
pro ess, and this although the watermark is still in the data. First atta ks based on geometri al alterations have been
proposed for digital images. Here mainly two utilities are to mention, Unzign and Stirmark. Unzign13 introdu es lo al
pixel jittering and is very eÆ ient in atta king spatial domain watermarking s hemes. Stirmark5,6 introdu es lo al
geometri al bending in addition to a global geometri al transformation. For natural images this atta k introdu ed
barely noti eable artifa ts and at the moment of writing this arti le no known watermarking te hnology is resilient
to it.
Cryptographi atta ks are very similar to atta ks used in ryptography and may be of di erent nature. There are
the brute forth atta ks whi h aim at nding a se ret through an exhaustive sear h. Sin e many watermarking s hemes
use a se ret key it is very important to use keys with a se ure length. Another atta k is the so alled Ora le10,2,1
atta k whi h an be used to reate a non-watermarked image when a watermark dete tor devi e is available. Other
atta ks in this group are statisti al averaging, and ollusion atta ks. The former des ribes an atta k in whi h many
instan es of a given data set, ea h time signed with a di erent key or di erent watermark, are averaged to ompute
the atta ked data. If the number of data sets is large enough, the embedded watermark may no be dete ted anymore.
In the ollusion atta k, again many instan e of the same data are available, but this time the atta ked data set is
generate by ta king only a small part of ea h data set and rebuilding an new atta ked data set from these parts.
The atta ks in the last group, the proto ol atta ks, do neither aim at destroying the embedded information nor
disable the dete tion of the embedded information through lo al or global data manipulation. The goal of these
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The building blo ks of the watermark opy atta k.

atta ks is to atta k the on ept of the watermarking appli ation. The rst proto ol atta k was proposed by Craver
et al.16 They introdu ed the on ept of invertible watermarks and showed that for opyright prote tion purpose
watermarks need to be non-invertible. This requirement on the watermarking te hnology means that it should not
be possible to extra t a watermark from a non-watermarked image.
Although the presented lassi ation allows for a lear separation between the atta ks, it should be noted that
very often a mali ious atta ker applies not only one single atta k at the moment, but rather a ombination of two
or more atta ks.
The watermark opy atta k proposed in this arti le belongs to the last group, the proto ol atta ks. The goal of
the atta k it to opy a watermark from stego data to the target data without having any spe i knowledge about
the watermarking te hnology. As we will see in Se tion 7, depending on the appli ation of the digital watermarking
te hnology, this atta k may have very serious impli ations.
3. THE WATERMARK COPY ATTACK

As mentioned above, the idea of the watermark opy atta k belong to the group of proto ol atta ks, whi h means
the goal of the atta k is not to destroy the embedded watermark, but jeopardize the appli ation for whi h digital
watermarks are used. The basi idea of the atta k is to opy a watermark from one image to another image, and this
without an prior information about the watermarking te hnology and additional information su h as the se ret key.
Figure 2 shows the fun tional blo ks of the atta k. The inputs to the system are the stego image, whi h ontains
the watermark to be opied, and the target image, into whi h the watermark form the stego image is to be opied.
From a te hni al point of view the atta k onsist of three main steps. In the rst step the watermark in the stego
image is predi ted, resulting in w^. The predi tion is then pro essed in the next step. The goal of this pro essing
is to adapt the watermark to the target image in order to maximize its energy under the onstraint of keeping it
imper eptible after insertion in the target image. In the last step, the predi ted and pro essed image is added to the
target image.
4. WATERMARK PREDICTION
4.1. Introdu tion

Predi ting the embedded watermark is the key operation in the watermark opy atta k and to a large extend
in uen es the e e tiveness of the atta k. Predi ting the embedded watermark an be performed in two ways: 1)
dire t predi tion, 2) denoising. In this work we fo us on watermark predi tion through denoising as it allows us to
use the well developed apparatus of the denoising theory.
Independent of the watermarking te hnology employed, we an model the watermarking pro ess as an addition
of a watermark to the over image in the spatial domain:

y = x + w;

(1)

where y is the stego image, x the original/ over image and w the watermark. Considering the stego image as a noisy
image, then the watermark is the noise and we an ompute an estimate of the noise/watermark w^ by taking the
di eren e between the estimate x^ of the over image and the stego image:

w^ = y x^:
3
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This approa h of predi ting the embedded watermark through denoising is illustrated in Figure 3.
If assume to have no prior information about the statisti s of the stego image we an use a maximum likelihood
(ML) -estimate of the watermark. On the other hand, a Maximum a posteriori Probability (MAP) estimate an
be used if we assume to have prior information about the image statisti s.4 Depending on the statisti s, losed
form solutions exist in ertain ases for both approa hes. An overview of the solutions for spe ial ases is shown in
Figure 4.
4.2. ML-estimate

If we assume to have no prior information on the statisti s of the image and prior information about the statisti s
of the noise/watermark, we an use a ML-estimator. The estimator is given by:

x^ = arg maxN fln pw (yjx~)g ;
(3)
x~2R
where pw (:) is the probability density fun tion of the watermark.
The ML-estimate has a losed form solution for the two ases when the watermark has either a Gaussian or a
Lapla ian distribution. If the watermark has a Gaussian distribution the ML-estimate is given by the lo al mean of
y:
x^ = lo almean(y); Gaussian watermark:
(4)
On th other hand, if the watermark features a Lapla ian distribution the solution of the ML-estimate is given by
the lo al median:

x^ = lo almedian(y); Lapla ian watermark:

(5)

Computing the ML-estimate of the over image therefore redu es to omputing the lo al mean or lo al median.
To do so, several approa hes exist su h as simply omputing the average or median in a square window. However, if
we assume to work with natural images then we an ompute more a urate estimates of the lo al mean or median
by onsidering only pixel in a ross-shaped neighborhood. This is due to the fa t that natural images feature a higher
orrelation in horizontal and verti al dire tion.
4.3. MAP-estimate

If we assume to have a prior information about the statisti s of both the over image and the watermark/noise, then
we an use an MAP-estimator. The MAP-estimator is given by:

x^ = arg maxN fln pw (yjx~) + ln px(~x))g ;
x~2R

(6)

where px (:) is the probability density fun tion of the over image.
It is not possible to nd a losed form solution for the MAP-estimate in all ases. We model the image as
stationary generalized Gaussian distribution and the watermark as Gaussian. The generalized Gaussian model is
given by:
!N
( ) 2
1
(7)
px(x) =

 expf ( )(jx xj 2 )T Rx 2 jx xj 2 g;
1
2 ( )
j det Rx j 21
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r

R1 u t 1
(3)
where ( ) =
( 1 ) and (t) = 0 e u du is the gamma fun tion. Rx is a diagonal auto ovarian e fun tion of
dimension N . For the stationary model the elements of Rx are equal and onstant. is alled the shape parameter
of the generalized Gaussian distribution. For = 2 the generalized Gaussian distribution redu es to the normal
Gaussian distribution and for ( = 1) it redu es to the Lapla ian distribution. For real images the shape parameter
is in the range 0:3   1.
For our approa h, that is Gaussian watermark and stationary generalized Gaussian over image, there exists no
losed form solution for the MAP-estimate of the over image. Therefore, we propose to reformulate it as a reweighted
least squares (RLS) problem, whi h allows us to derive an iterative optimal solution.14 Then equation (6) is redu ed
to the following minimization problem:
where

1
2
2
x^k+1 = arg minNf 2 ky x~k k + wk+1 krk k g;
x~2R 2n

wk+1 =
rk =

1 0 k
 (r );
rk

xk

xk

0 (r) = [( )℄

xk

(8)
(9)

;

(10)

r

jrj2

;

(11)

where k is the number of iterations, and is again the shape parameter of the generalized Gaussian distribution. In
this ase, the penalty fun tion is quadrati for a xed weighting fun tion w.
Assuming w is onstant for a parti ular iteration step, one an write the general RLS solution in the next form:

x^ =

wn2
2
x + 2 x 2 y:
2
2
wn + x
wn + x
5

(12)

This solution is similar to the losed form Wiener lter solution.9 The same RLS solution ould also be rewritten
in the form of Lee lter9 :
2
(13)
x^ = x + 2 x 2 (y x):
wn + x
The prin ipal di eren e with lassi al Wiener or Lee lters is the presen e of the weighting fun tion w. This
weighting fun tion depends on the underlying assumptions about the statisti s of the over image. In the rest of this
paper, we will only onsider the Lee version of the solution whi h oin ides with the lassi al ase of Gaussian prior
(shape parameter = 2) of the over image (w = 1). It is important to note that the shrinkage solution of image
denoising problem previously used only in the wavelet domain an easily be obtained from Equation 8 in the next
losed form:
x^ = x + max(0; jy xj T )sign(y x);
(14)
2

p

where T = nx 2 is the threshold for pra ti ally important ase of Lapla ian image prior. This oin ides with the
soft-thresholding solution of the image denoising problem.11
5. COPY INSERTION

The predi ted watermark from the previous se tion ould dire tly be added to the target image. However, this
solution is not optimal and would result in a variety of artifa t in the target image. Therefore, before adding the
predi ted watermark to the target image we need to pro ess it. As mentioned above, the goal of the pro essing is to
adapt the opy of the watermark to the target image in order to keep it imper eptible while maximizing its energy.
This pro ess is a tually the same as in a standard watermark embedding s heme. There are many ways to adapt the
watermark to the target image, su h as methods exploiting the ontrast sensitivity and masking phenomena of the
HVS.7,12 In this work we de ided to used the noise visibility fun tion (NVF) proposed by Voloshynovskiy et al.14
The noise visibility fun tion is de ned as:
!
;
(15)
NV F =
! + x2 
where x2 the over image varian e, and ! is a lo al weighting fun tion de ned by:

! = [( )℄
where r =

x x .
x

jrj

1

2

;

(16)

 is a tuning parameter de ned by:
=

100
2
max

(17)

There NVF an be used for two di erent models. In the rst model we assume a non-stationary Gaussian over
image. In this ase the NV F in Equation 15 redu es to:

NV F (i; j ) =

1
;
1 + x2 (i; j )

(18)

where x2 (i; j ) denotes the lo al varian e of the image in a window entered at the oordinates (i; j ). In the se ond
model we assume a stationary generalized Gaussian over image. In this ase, the NV F de ned in Equation 15
redu es to:
!(i; j )
;
(19)
NV F (i; j ) =
!(i; j ) + x2
where !(i; j ) is the lo al weighting fa tor, and x2 is onstant. For the watermark opy atta k we will work with the
non-stationary Gaussian model, and therefore use Equation 18.
The NVF hara terizes the lo al texture of the image and varies between 0 and 1, where it is 1 for at areas
and 0 for highly textured areas. It an therefore be used to des ribe the lo al texture masking phenomena for the
watermark, that is in ares with high a tivity the watermark strength may be in reased due to the masking e e t. In
addition to the masking e e t, we will also take the ontrast sensitivity into a ount and ombine it with the noise
6

visibility fun tion. The ontrast sensitivity is des ribed by the Weber-Fe hner law, whi h says that the dete tion
threshold of noise is approximately proportional to the lo al luminan e. The nal weight is then given as:

W = ((1 NV F ) + NV F (1

)) lum;

(20)

where = (0; : : : ; 1) des ribes the relation between the watermark strength in textured areas and at areas, and
lum the lo al luminan e. If we set = 1, the watermark will be on entrated on textured areas, that is edges and
orners. If the set = 0, the watermark will mainly be put into at areas.
The fake watermarked image is then generated by s aling the weighting fun tion W , multiplying it by the sign
of the predi ted watermark, and then adding the result to the target image:

t~ = t + W sign(w^);
where

(21)

is the overall watermark strength.
6. RESULTS

To test the proposed watermark opy atta k we applied it to two publi ly available watermarking tools for still
images. We refer to these tools as software A and B. The watermarking te hnologies in the atta ked tools have the
following properties:




Software A: spatial domain spread spe trum based watermarking with a frequen y template for geometri al
referen e, 64 bits payload.

: spatial domain spread spe trum based watermarking s heme with weighting mask based on the
human visual system, 64 bits payload.

Software B

The atta k was tested on the two gray s ale images lena and ameraman, both of size 256256. For the watermark
predi tion we used a standard adaptive Wiener lter with a window size of 5  5. The tests were as follows. First,
we signed the lena image using one of the mentioned watermarking tools. Then we opied the watermark from the
watermarked lena image to the ameraman image and tried to extra t the watermark form the ounterfeit image.
The top two images in Figure 6 show the watermarked images orresponding to the two watermarking tools A) and
B). The se ond row of the same gure shows the predi ted watermark from the stego images in the top row. It is
interesting to note the di erent hara teristi s for the predi ted watermarks. The last row of Figure 6 shows the
target images after inserting a s aled version of the sign of the predi ted watermark.
In both ases we were able to retrieve the watermark form the ounterfeit images. We made additional test with
di erent images and su eeded ea h time to opy the watermark from the original stego image to the target image.
7. DISCUSSION

Independent of the appli ation of the digital watermarking te hnology, the proposed atta k puts in question the
link between the over data and the embedded information. Let us onsider one spe i appli ation of digital
watermarking and look at the weakness aused by the proposed atta k. We onsider the ase where the watermark
has an identi ation or authenti ation purpose in a passport pi ture. The idea of this appli ation is to embed
information about the owner of the passport, su h as the name or so ial se urity number, into the image. The goal
of the watermark is to uniquely link the image to the legal owner of the passport. If someone hanges the image in a
passport, the new image would not ontain the required watermark and hen e allow for the dete tion of the falsi ed
do ument. However, if we an show that the watermarking te hnology used to prote t the passport images does
not resist the watermark opy atta k, then the watermark is useless be ause anyone ould easily repla e the original
image by a new image and opy the original watermark to the new image.
Similar s enarios are possible if the watermark is used for opyright prote tion or data monitoring. If a watermark
does not resist the watermark opy atta k, then a user an newer be sure if a dete ted watermark really belongs to
the data under inspe tion. As a result, in many appli ations the use of a watermark would be useless.

7

(a)

( )

Watermarked with Software A

(b)

Predi ted watermark Software A

(e)

(d)

Counterfeit image Software A

Figure 5.

Watermarked with Software B

Predi ted watermark Software B

(f)

Counterfeit image Software A

Watermark opy atta k applied to two watermarking tools.

8

8. CONCLUSIONS

The watermark opy atta k is a new atta k belonging to the group of proto ol atta ks. The on ept of the atta k
onsists in opying a watermark from a stego image to a target image without using any spe i information about
the watermarking te hnology. The atta k onsist of three main steps. In the rst step we ompute a predi tion of
the watermark in the stego data. Instead of dire tly predi ting the embedded watermark, we propose to ompute
the predi tion through a denoising pro ess. In other word, the watermark predi tion is omputed by taking the
di eren e between the stego image and a denoised version of the stego image. To perform the denoising we looked
at ML-estimates and MAP-estimates of the over image and propose losed form and iterative solutions for spe ial
ases of noise and over image statisti s. In the se ond step the predi ted watermark is pro essed. The goal of the
pro essing step is to maximize the energy of the watermark under the onstraint of imper eptibility. To adapt the
watermark to the target image we propose to use a noise visibility fun tion. In the last step the pro essed predi tion
of the watermark is added target image.
The e e tiveness of the atta k was tested by applying it to two publi ly available watermarking tools. We have
shown that for both tools it was possible to opy the watermark from the stego image to the target image. This
new atta k has several important impli ations depending on the appli ation of digital watermarking. If a te hnology
does not resist to the opy atta k, a user may not be sure if a dete ted watermark really belongs to the data under
inspe tion. This is a big problem for may appli ations. New watermarking te hnologies should therefore take the
watermark opy atta k into a ount during the te hnology design pro ess. We are urrent working on optimized
versions of the atta k for a variety of media. Furthermore, we are investigating solutions to make watermarking
te hnologies resilient to the watermark opy atta k.
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