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Abstract

Computationalmodelingtools are critical to engineer-
ing. In the absenceof a sufficiently complete, mathemati-
cally precise, abstract specificationof thesemanticsof the
modelingframeworksupportedbysuch a tool, rigorousval-
idationof theframework andof modelsbuilt usingit is im-
possible;there is no soundbasisfor programimplementa-
tion, verificationor documentation;the scientificfounda-
tion of the framework remainsweak; and significantcon-
ceptualerrors in framework definitionand implementation
are likely. Yet such specificationsare rarely defined. We
presentan approach basedon the useof formal specifica-
tion and denotationalsemanticstechniquesfrom software
engineeringand programminglanguage design. To illus-
tratetheapproach,wepresentelementsof a formal seman-
tics for a dynamicfault tree framework that promisesto
aid reliability analysis.No such specificationof themean-
ing of dynamicfault treeshasbeendefinedpreviously. The
approach revealedimportantshortcomingsin theprevious,
informal definitionsof the framework, and thusled to sig-
nificant improvements,suggestingthat formally specifying
framework semanticsis critical to effectiveframework de-
sign.

1. Intr oduction

Computationalanalysisof systemmodelsis fundamen-
tal to engineering.A model representsa systemin some
modelingframework thatcomprisesa setof modelingcon-
structsandcompositionmechanisms.A modelis analyzed
to produceinformationaboutthemodeledsystem.For ex-
ample,fault treemodels[10] areoftenanalyzedto estimate
systemreliability.

A seriousrisk createdby our growing dependenceon
modelingtools is that engineerswill make adversedeci-

sionsbasedon computedresultsthat arenot valid. If the
costof sucha decisionis potentiallylargeandif thereis no
soundbasisfor assessingvalidity, thenit is uninformedand
evenunethicalfor anengineerto acceptsuchresults.

For the resultsproducedby suchan analysisto be val-
idated,four conditionsmustbe satisfied.First, the mean-
ing of the framework, andthusof modelsexpressedin it,
must be specified: completelyin all areasof uncertainty,
abstractly, and with mathematicalprecision. Second,the
specificationmustbe validatedby domainexperts. Third,
thesoftwareimplementingtheframework mustbeverified
againstthe specification.Finally, any modelin the frame-
work mustbe validatedagainstthe systemmodeled. The
first conditionis themostcritical, becauseframework val-
idation, programverificationand model validationall re-
quirea precisedefinitionof framework semantics.

Techniquesfor specifying complex logical structures
have beendeveloped,mainly in the software engineering
andlanguages(SEL) researchcommunity. However, they
are rarely applied, either in industry or by non-SEL re-
searcherswho designmodelingframeworks. SEL research
hasshown that in theabsenceof suchspecification,impor-
tant conceptualerrorsin designaregenerallyoverlooked.
As aconsequence,many modelingframeworksandtool im-
plementationsarenotsuitablefor usein critical engineering
contexts. Many engineersareunawareof thisdifficulty and
the risks that it presents;nor do SEL researchersfully un-
derstandhow to disseminatethe techniquesthathave been
developedfor rigorousspecification.

We presentresults from a multi-disciplinary collabo-
ration betweensoftware engineeringresearchersand re-
searcherswho are designinga new modelingframework.
Thecollaborationinvolvestheuseof formalsoftwarespec-
ification to definethesemanticsof a framework for there-
liability analysisof computer-based,fault-tolerantsystems.
In essenceit is a traditional fault treeframework [10] ex-
tendedwith new constructsfor expressingorder-dependent



failures,sharedpools of spares,imperfectcoverage,and
common-causefailures[5]. Therearetwo primarycontri-
butionsof thiswork. First,wearedefiningapreciseseman-
ticsfor animportantmodelingframework,establishingit on
a firmer scientificfoundation.Second,our casestudysug-
geststhat multi-disciplinarycollaborationsbetweenspeci-
ficationanddomainexpertscansignificantlyhelp to over-
comeimpedimentsto theuseof formal specificationtech-
niques.

The restof this paperis organizedas follows. Section
2 introducesthe dynamic fault tree modeling framework
informally. Section3 describesdynamicfault treesinfor-
mally andsomeof complexitiesin definingtheirsemantics.
Section4 providesanoverview of thespecification,Section
5 providesan introductionto theZ specificationlanguage,
andSection6 presentsanabstractionof realnumbers.The
next fivesections(7, 8,9,10,and11)describethekey com-
ponentsof thespecification,andhow thespecificationad-
dressesthe complexities describedin Section3. Section
12 discussesrelatedwork. Section13 summarizesandde-
scribesfuturework.

2. The Dynamic Fault TreeFramework

Thetraditionalstaticfault treemodelingframework [10]
allows one to model how boolean combinations of
component-level failure events producesystemfailures.
Fault treesare useful in part becausethey have intuitive
graphicaldepictions. Figure 1 depictsa static fault tree.
The interior nodesare called gates. They representfail-
ure eventsthat occur if their input eventsoccur in certain
combinations. The gatePhysicalDamage to the Core is
an OR gate. The event correspondingto this gateoccurs
if theMechanicalDamage or theExplosiveDamage event
occurs.Theotheressentialgatetype in staticfault treesis
AND. Thecorrespondingeventoccursif all inputeventsoc-
cur. Theleavesof a treearecalledbasicevents. Their fail-
urecharacteristicsaremodeledby probabilitydistributions
andfailurecoveragemodels.Thetop-mosteventrepresents
system-level failure. Giventhetreeandthebasiceventpa-
rameters,a systemlevel probabilityof failureis computed.

Figure 1. Example Fault Tree

Dynamic fault tree (DFT) modeling frameworks aug-
mentstaticfault treeswith constructsthatareimportantfor
modelingfault-tolerantsystemswith complex redundancy
management[3, 5]. Most fundamentally, DFTs include
constructsfor modelinghow sequencesof failure events
causesystemfailures. Other constructsmodel imperfect
coverage,dynamic allocation of sparesfrom pools, and
common-causefailures(or functionaldependencies).

The traditionalapproachto reliability analysisof such
systemsis basedon Markov models. However, Markov
modelsof complex systemsareoftenunmanageablein size.
DFTsarecompactrepresentationsthatin many casescanbe
mappedautomaticallyto Markov models,relieving theana-
lyst of thetediousanderror-pronetaskof developingthose
modelsby hand.At a high level, then,someDFTsclearly
have semanticsthat areexpressiblein termsof underlying
Markov models.

However, no precisespecificationof DFT semanticsof
hasbeendevelopedbefore.Theproblemis thattheseman-
tics turnour to bemuchmoresubtleandcomplex thanthey
appearat first. Thespecificationsto date[2, 3, 5, 6, 8] are
inadequateto handlethis complexity. Informal prosede-
scriptionsexist, but they areincompleteandinherentlyam-
biguous. Mappingsof DFTs to Markov chainshave been
definedfor specialcases,but they do not capturethe gen-
eralcase.Sourcecodeandexecutableimplementationsex-
ist andareprecise,but proceduralcodeis resistantto val-
idation, andin the absenceof a high-level specificationis
therenobasisfor rigorousprogramverification[7].

We presenta precise,reasonablycomplete,abstractse-
manticsfor DFTs. We do soemploying methodsof formal
specificationanddenotationalsemantics.We usethe for-
mal specificationnotationZ [9], which supportsstructured
specificationsbasedon predicatelogic and typedset the-
ory. Fromdenotationalsemanticsweadoptthegeneralidea
thatonespecifiessemanticsin termsof amappingbetween
two domains:a syntacticdomain(DFTs), a semanticdo-
mainwhoseobjectsembodymeanings,anda mappingthat
associatesto eachsyntacticobjecta semanticobject. The
objectsof our semanticdomainarecalledfailure automata
(FA). They arecloselyrelatedto Markov chains;anda se-
manticsfor suchautomatais definedin preciselythesame
style. Spacelimitationsrequirethatwe we elideaspectsof
our specification.A completespecificationis forthcoming
asa technicalreport.

3. Subtle Issuesin the Modeling Framework

In thissectionwe introduceDFT modelingconstructsin
moredetail, but still informally. We alsoshow how such
an informal specificationcanleave importantsemanticis-
suesunresolved.ThemainDFT modelingconstructsareas
follows.



� ReplicatedBasicEvents: Basiceventsmodelunelab-
oratedeventsusingprobability distributionsandcov-
eragemodels. As a convenienceto the user, basic
eventscan have a replication value, which allows a
basicevent to representseveral identicaleventscon-
nectedto the samelocationsin the fault tree. This is
particularlyusefulin conjunctionwith thespare gate,
wherereplacementcomponentscan be taken from a
poolof identicalcomponentsuntil thatpoolof compo-
nentsis exhausted.Basiceventsalsohaveadormancy
factor, whichattenuatesthefailureratewhenthebasic
eventis usedasawarmspare(seebelow).

� AND: The outputevent occursif all the input events
haveoccurred.

� OR: Theoutputeventoccursif any of theinputevents
haveoccurred.

� KOFM : Theoutputeventoccursif at least
�

outof �
of theinputeventshaveoccurred.

� Priority AND (PAND): Theoutputeventoccursif all
theinputeventshaveoccurredandthey occurredin the
orderin which they appearasinputs.

� Cold, Warm, Hot Spare Gates (CSP, WSP, HSP):
When the primary input fails, available spareinputs
areusedin orderuntil noneareleft, at which time the
gatefails. Sparescan be sharedamongsparegates,
in which casethe first sparegateto utilize the spare
makesthe spareinaccessibleto the othersparegates.
The “temperature”of a sparegateindicateswhether
unusedsparescannot fail (cold), fail at a rateatten-
uatedby thedormancy factorof thespare(warm),or
fail at their full rates(hot).

� SequenceEnforcer(SEQ): Assertsthateventscanoc-
curonly in agivenorder. This is notagatein thesense
thatit hasnooutputevent.

� Functional Dependency (FDEP): Asserts a func-
tionaldependency—thatthefailureof thetrigger event
causesthe immediateandsimultaneousfailure of the
dependentbasicevents. This is not a gatein thesense
thatit hasnooutputevent.

Informal definitionssuchastheonesabovearelikely to
containerrors.In fact,theabovedefinitionsdohaveerrors.
Considerthe fault tree in Figure2. Here, the FDEPgate
modelsasystemin whichtheoccurrenceof EventA causes
EventB andEventC tooccur. Theeventassociatedwith the
PAND gateoccursif EventB andEventC occurin order.
The questionsconcernthe meaningof the FDEP and the
PAND. Do EventB andEventC occursimultaneously?Do

they occursimultaneouslywith, or after, EventA? If simul-
taneouslywith eachother, will the PAND event occur, or
doesit occuronly if EventB occursbeforeEventC?Such
questionsmustbeanswerableon thebasisof a precise,ab-
stractspecificationif sucha DFT is to have a well defined
meaning.

Thesequestionsactuallyarosefrom amodelconstructed
by anengineeratLockheed-Martinin ourDFT framework.
Therewasno specification,andsono way for theengineer
to validatehis model. He couldnot eveninfer a specifica-
tion from the tool behavior becausethe tool did not treat
simultaneityconsistentlyin all cases.Thereasonis thatthe
implementorhadno specificationto meet,andthuswasat
liberty to makedecisionsabouttheframework semantics.
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Figure 2. A subtlety concerning simultaneity

A key point is that it is inadequateto specify the
meaningsof individual modelingconstructsin isolation—
whetherinformally or not. What is neededis thedefinition
of the meaningof an arbitrary DFT in which thesecon-
structsmight interact in subtleways. The next example
illustratesthis point. Considerthe portion of a fault tree
depictedin Figure 3. The sparegates,SpareGate1 and
SpareGate2, areusingEventB andEventC, respectively,
asindicatedby heavy lines. They alsosharea spareevent,
EventD, that is not currentlyin use. The FDEPindicates
thatif EventA occurs,EventB andEventC occursimulta-
neouslywith it. In thiscase,SpareGate1 andSpareGate2
have to contendfor thesinglesharedspare,EventD. There
are two possibleoutcomes. Developing the specification
showedthatnext-staterelationis non-deterministic.
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Figure 3. A subtlety concerning non-
determinism

The non-determinismin this examplewas recognized
only whenwe specifiedthe framework with mathematical



precision.Evenrecognizingsuchconceptualdifficultiesap-
pearsto requiretheapplicationof formalspecificationtech-
niques.Oureffortsrevealedmany suchsubtleissues,which
we now enumerate.In presentingour formal specification
in the following sections,we will refer back to someof
theseissues,showing how we identifiedandresolvedsome
of them.

f Issue #1: Replication, althoughseeminglyinnocu-
ous,causesproblemsbecausebasiceventreplicatesare
anonymouswith respectto order. If a replicatedbasic
event is connectedto a PAND gate,for example,it is
not clearwhetherthe failure of a replicateshouldbe
consideredto bein-orderor out-of-order.

f Issue#2: Two sparegatescanexperiencecontention
for a singlesharedspareif both their currentlyused
componentsarefailedsimultaneouslyby a functional
dependency.

f Issue #3: Cold, warm, and hot sparegatesnot only
modelsparingbehavior, but alsoaffectthefailurerates
of basiceventsattachedto them. As a result, basic
eventscannot beconnectedto sparegatesof different
types,becausetheattenuationof thefailureratewould
notbedefined.

f Issue#4: Fault treesmustmaintaina historyof event
occurrences,becausethespecificationof gatessuchas
the PAND dependon the pastorder of event occur-
rences.

f Issue#5: A dependentinput to anFDEPcouldbethe
trigger to anotherFDEP, which meansthat theoccur-
renceof a singleeventcancausea cascadingseriesof
eventsto occur.

f Issue #6: Functionaldependency gatesraisesimul-
taneity issuesrelevant to the semanticsof gatessen-
sitive to theorderof eventoccurrences.

f Issue #7: FDEPscan be cyclicly dependent,which
meansthat any basicevent in the cycle cancauseall
the othersto occur. This meansthat more than one
basiceventcanresultin thesametransformationof a
fault treefrom onestateto another.

4. SpecificationStrategy

Therestof this paperpresentsour specification.In this
section,we introduceour approachto specificationandthe
overall structureof our specification.Subsequentsections
delvedeeperinto selecteddetails.

Theoverallstructure,whichis basedonideasfromdeno-
tationalsemantics,is depictedin Figure4. First, we define

a syntacticdomainof DFTs. Second,we definea semantic
domainwhoseobjectsarefailure automata. Third, we for-
malizethesemanticsof DFTsbyspecifyingamappingfrom
theDFT domainto theFA domain.We thenapplythis ap-
proachto FAs by mappingthemto othersemanticdomains,
suchasMarkov chainsandmodelsbasedon Booleandeci-
siondiagrams(BDDs). This specificationapproachcanbe
repeateduntil mathematicallywell defineddomains,such
asMarkov chains,arereached.We partitionDFTsandFAs
into severaltypes,for whichsuchmappingscanbedefined.
In this paperwe addressthesubsetof DFTswhoseseman-
ticscanbedefinedin termsof Markov chains,namelyDFTs
whosebasicevent probability distributionsareWeibull or
exponentialonly (asindicatedby thedark lines in the fig-
ure).
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Figure 4. Specification strategy

Ignoringmany importantsubtleties,thecorrespondence
betweena dynamicfault treeandits Markov chainis intu-
itive. The statesof the Markov chainroughly correspond
to sequences,or histories,of eventoccurrences.Theinitial
stateof theMarkov chainrepresentsasituationin whichno
eventshave yet occurred.Transitionsin theMarkov chain
correspondto basiceventoccurrencesthatextendthesehis-
tories,andtheratesonthesetransitionsarederivedfrom the
probabilitydistributionsof the triggeringevents. A subse-
quentstatediffersfrom a prior stateboth in theoccurrence
of thebasiceventandin additionalconsequencesthat fol-
low from thestructureof thefault tree,suchasoccurrences
of eventsassociatedwith gates. Our framework doesnot
supportthe modelingof repair, so event historiesincrease
monotonicallyasoneprogressesthrougha Markov chain,
andtherearenocycles.

The computationof thesystem-level failureprobability
is thenstraightforward. The fault treedefineswhich states
in theMarkov chainaresystem-level failurestates:namely
thosein which thetop-level eventhasoccurred.Onecom-
putesthe stateprobabilitiesfor all statesin the Markov
chainby solvingasystemof differentialequations,andthen
onesumsuptheprobabilitiesof beingin any of thesystem-
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Figure 5. Example Failure Automaton

level failurestates.
We defineDFT semanticsin termsof an intermediate

representation,the FA. Like a Markov chain, an FA is a
state-transitiondiagram.It is not a Markov chain,although
in many casesit is isomorphictoone.FAs supportthespeci-
ficationof semanticsfor certainDFTsfor whichthereareno
correspondingMarkov chains,suchasDFTswith constant
probabilitydistributions,whichcanbemappedto BDDsin-
stead.

Figure5 illustratesaportionof theFA for asimpleDFT.
In our currentformulation,eachFA staterepresentsa fault
treestate. A stateof a fault tree representswhich events
have occurred,in what order (the event history), which
sparesare in use by which sparegates,and other infor-
mationdiscussedin moredetailbelow. We representevent
historiesin FA statesbecausetheorderin which eventsoc-
cur is importantin evaluatingdynamicconstructs,suchas
priority-andgates,andis thuscritical in computingthenext-
staterelationfor anFA. In the figure,eventsthathave oc-
curredarein gray. Theheavy line indicateswhich input to
thesparegateis in use.In the leftmoststate,only event ô
hasalreadyoccurred,andthe history at the bottomof the
stateillustrationthusreflectsonly thatevent.

An arc betweentwo FA statesindicatesthe basicevent
whoseoccurrencecausedthestatetransition.Thetransition
to the upperstatein the figure, labeledwith an “A”, indi-

catesthat theoccurrenceof basicevent õ causedthestate
change.In the resultingstate, õ is grayandthehistory is
augmentedaccordingly. In addition,thesparegateis now
usingthe basicevent ö 1 (ratherthan õ ) becauseõ is no
longeravailable.

Figure6 presentstheMarkov chainthatcorrespondsto
this portionof theFA. Eachstatein theMarkov chaincor-
respondsto statein theFA, and,in thiscase,transitionsalso
correspondoneto one.In general,anFA canhavemultiple
arcsbetweentwo states.A Markov chainwill haveasingle
transitioncorrespondingto suchasetof arcs.Thetransition
ratesbetweenstatesof theMarkov chaincorrespondto the
rateof occurrenceof thetriggeringbasicevents.
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Figure 6. Example Markov Chain

5. The Z Formal SpecificationNotation

In thissectionwepresentabrief overview of theZ (pro-
nouncedzed) formal specificationnotation[9], which we
usefor ourspecification.Thenotationsupportsthestructur-
ing andcompositionof complex expressionsin first-order,
typedset theory. We describeonly the key conceptsand
notationsusedin thispaper.

In Z, every valuehasexactly onetype. A type is a set
of elementsthatis disjoint from setsthatdefineothertypes.
Z hasa numberof primitive types,suchas naturalnum-
bers( K ) andintegers( L ). The specifiercandefinea new
typeof objectswithoutspecifyingany detailsof theobjects
usingagivensetin Z, whichis denotedusingsquarebrack-
ets(“ M�NPO	Q#R8S öTRVU%W ”). Z alsoprovidesseveralmechanismsfor
definingnew typesfrom existing ones. For example,if ö
is a type, thenseqö is a type that comprisesthe setof all
sequencesof itemsof type ö ; iseq ö is thesetof injective
sequences(without repeatedelements);X ö comprisesall
finite setsof elementsof type ö . Instancesof a typecanbe
declared.For example,a statementsuchas Y[Z�öTR+\ : iseq L
definesa stateelementnamed“mySeq” whosevalueis in
thesetof sequencesof integers.



Sequencesaresimplypartialfunctions(indicatedby ]^ )
from positive naturals( _ 1) to valuesof a particulartype,
wherethe domainof the functionsrangefrom 1 to some
value ` representingthenumberof itemsin thesequence.A
sequenceis afunction,andanexpressionsuchas a[bdcTe+fhg 2i
denotestheapplicationof the function to thevalue2, rep-
resentingthevalueof theseconditemin ajbdckelf . Thevalue
is undefinedif thereis no element2. # a[bdcTe+f denotesthe
lengthof thesequence.

Z has a rich collection of notationsfor defining rela-
tions over sets. Algebraicallydifferent kinds of relations
are indicatedby different typesof arrows. For example,m ^on is a type comprisingthe setof functionsfrom the
set

m
to the set n . Given p :

m ^qn , i.e., p is some
functionwhoseactualdomainis a subsetof

m
andwhose

co-domainis a subsetof n , ranp denotesthe rangeof p ,
anddomp its co-domain.Cross-producttypesaredenoted
by the crossoperator, r , appliedto the constituenttypes.
Givena value, s�tvuDw
e :

m r n , theelementsof sxtvuTw
e arede-
notedasy{z+|3s3g�s�tvuDw�evi and |8e+}l~5`D�kg�sxtvuTw
edi .

Z providesa mechanism,calledtheschema,which sup-
portsthe modularstructuringof specificationsof complex
types. In a nutshell,a schemadefinesa type by specify-
ing the statecomponentsof an elementof the given type
in termsof typesthat have alreadybeendefined,e.g.,by
givensetsor otherschemas;andby specifyinginvariantre-
lationsover thesestatecomponentsthataresatisfiedby all
elementsof thegiventype.Consideranexample.�D�8�.����� �

1�
�
: � 1 ��

: �
1 � ���

This schemadefinesa new type, ���h�#a�uDw�e 1. Itemsabove
themiddleline declarestatecomponents.Theschemasays
thatevery valueof the typehasthe specifiedstatecompo-
nents: a non-emptyfinite set of integers ��| and a natural
number � . Invariant relationsare stipulatedin the pred-
icate partsof schema,below the dividing line. Elements
of the ���h�#a�uDw�e 1 typearesuchthat 1 is in ��| . An expres-
sionsuchas el� : �{���5a�uTw
e 1 statesthat e�� is a valueof type���h�#a�uDw
e 1, whosenameis e���� Thestatecomponentsof el�
aredenotedby el������| and e���� � .

Z providesa schemacalculusthatallows schemasto be
composed.In thispaperwewill makeuseof schemainclu-
sion. Considertheschemabelow:�D�8�.����� �

2�D�8�.����� �
1�

: �
2 �� ���

Schemainclusionmeansthat thedeclarationsof the in-

cludedschemaare aggregatedtextually with the declara-
tions of the including schema.Statecomponentswith the
samenamemusthave the sametype andthey areunified.
Predicatesof the includedschemaareconjoinedwith the
predicatesof the includingschema. ���h�5a�uTw
e 2 is thusex-
actlyequivalentto thefollowing schema:

�=�8�.���5� �
2  5¡�¢ ��£�¤d��¥���

: � 1 ��
: ��
: �

1 � �
�
2 �� �
�

Setscanbe constructedusingsetcomprehension. The
following setcomprehensiondefinesthe setof all squares
of evennumbers:

¦ �
: �¨§ �ª©�«8¬ 2 ­ 0 ® � 2 ¯
e is declaredto be an integer suchthat the remainder

afterdividingby two iszero.Thestatementafter“ ° ” defines
the elementfor the constructedset. The setof squaresof
even numbers,as a type, can be namedin the following
way:

±³²�´ �.¥x���+µ³¶x�¸·l��¹#�¸º­ ¦ � : �¨§ �h©�«V¬ 2 ­ 0 ® � 2 ¯
Z alsosupportsthe definition of axioms,which pertain

globally to a specification.They aredeclaredin Z in the
following way:

¶��3»�£ ¡ ¥��
�3� : �½¼¾� 1¶��3»�£ ¡ ¥��
�3�	¿ 0À�­ 1Á �
: � 1 ®¶��8»�£ ¡ ¥����.�	¿Â� À5­ �3Ã8¶��8»�£ ¡ ¥����.�	¿Â�8Ä 1À

Herefactorialis definedasarecursivefunctionfrom nat-
ural numbersto positive naturalnumbers. The basecase
is definedasa predicateon the factorialfunction, andthe
factorialfunction is definedfor all non-zeronaturalsin the
normalway.

6. FinessingRealArithmetic

We now begin to presentessentialelementsof our spec-
ification. BecauseZ wasdesignedto specifydiscretestate
systems,it hasno supportfor continuousmathematicsor
real numbers. (The reasonsare beyond the scopeof this
paper.) However, it is important for us to representreal
numbersabstractly. Thuswe begin by defininganabstract
systemof realnumbersandoperationsin thissection.
Å ÆDÇ



0È : É
1È : É

WeintroduceÊ asagiventype,anddeclare0Ë and1Ë to
beelementsof thattype.

Ì�Í È : Î(ÉÐÏÑÉÌ È : ÉÐÒ�É½Ï¾ÉÓ È : É½Ò�É¨Ï¾ÉÍ È : ÉÐÒ�ÉÕÔÏ¾ÉÖ È : ÉÐ×ÑÉØ È : ÉÐ×ÑÉÙ
Ú#Û�Ü5ÝlÞ¸ß�à3á
: â�ÏÑÉ

We introducefunctionsthatabstractthecomputationof
the sumof a setof reals,aswell asthe sum,productand
quotientof two reals,andrealcomparison.We declarethe
typesof the functions,but do not constrainthemto satisfy
axiomsof real or floating point arithmetic. We alsointro-
ducethefunction ã	äDå+æ=çVè�élê5ë , which is usedto mapintegers
to reals.

7. Mark ov Chain

Thefirst majorcomponentof theDFT specificationthat
we presentis theMarkov chain. In this sectionwe specify
thoseaspectsof aMarkov chaintypethatweneedtoexpress
therestof our specification.
ì í à.î�ï3Ý.ð�ñ�Û�à3Û�ß�ò
í à3î�ï.Ý.ðdÜ#îxà3Ú#ó¸ôõ í à.î�ï.Ý3ðöñ�Û	à.Û	ß Ò í à3î�ï.Ý.ð�ñ�Û	à.Û	ß

We introducea givenset ÷øê#ù�ú³ç#ûVüDå%ê5å%é anda typealias÷ýê5ù�ú�ç5ûªæþù�ê5äþÿ , which is simply a relationbetweenMarkov
states. Thesetypesdefinethe statesand transitionsof a
Markov chain.
í à.î�ï3Ý.ð����và.Ù
Úó%Û	à.Û	ß�ó

: Î í à.î�ï.Ý3ðöñ�Û	à.Û	ßÛ�îxà3Ú#ó�Ù
Û�Ù
Ý.Ú#ó
: Î í à3î�ï.Ý.ðdÜ#îxà3Ú#óÙ
Ú#Ù�Û
ñ�Û��kî�Ý��öó
:
í à.î�ï3Ý.ðöñ�Û	à.Û	ß ÏÑÉ� Ú5à3á ñ�Û��¸îxÝ���ó
:
í à.î�ï3Ý.ð�ñ�Û	à.Û	ß ÏÑÉî�à.Û	ß�ó

:
í à.î�ï.Ý3ðvÜ#î�à.Ú#ó ÏÑÉ

dom
Û�î�à.Ú#ó%Ù�Û�Ù
Ý.Ú#ó õ ó�Û	à.Û	ß�ó 	

7 
 1�
ran

Û�îxà.Ú#ó%Ù�Û�Ù�Ý.Ú#ó õ ó%Û	à.Û	ß�ó
dom

Ù�Ú#Ù�Û
ñ�Û��¸îxÝ���ó õ ó%Û�à3Û�ß�ó 	
7 
 2�

dom
� Ú5à.á ñ�Û��¸îxÝ���ó õ ó%Û	à.Û	ß�ó��


: ran
Ù
Ú#Ù�Û
ñ�Û��kî�Ý��öó��

0È Ö È 
 Ö È 1È��

: ran

� Ú5à3á ñ�Û��¸îxÝ���ó��
0È Ö È 
 Ö È 1È

dom
îxà.Û	ß�ó õ Û�î�à.Ú#ó%Ù�Û�Ù
Ý.Ú#ó 	

7 
 3�� î
: ran

îxà.Û	ß�ó��kî Ø È 0È
A Markov chain(in our formulation)comprisesa setof

states,asetof transitionsbetweenstates,asetof initial state
probabilities,a setof final stateprobabilities,anda setof
transitionrates.Thefirst two predicates(7.1)statethat the

transitionsmustbe over the particularsetof statesÿ3å%ê5å%é.ÿ .
Thenext four predicates(7.2)statethattheinitial andfinal
stateprobabilityfunctionsmusthaveastheirdomainÿ3å%ê5å%é.ÿ ,
andthat theprobabilitiesmustrangefrom 0 to 1 inclusive.
Thefinalpairof predicates(7.3)statethatthe ù�ê�å�é3ÿ function
musthaveasits domainthetransitionsof theMarkov chain,
andtheratesmustbegreaterthanor equalto 0.

Thesemanticsof theMarkov chainareincomplete—we
havenotspecifiedhow thefinal stateprobabilitiesarecom-
putedfrom thetransitionratesandtheinitial stateprobabil-
ities. However, Markov chainsarewell enoughunderstood
thatwearewilling to elidethedetails.

8. Failur eAutomaton

Having specifiedtheMarkov chain,we now specifythe
failureautomaton.Our overall specificationwill make use
of an � ûdé8ä=å type to representeventsin a fault tree—basic
eventsor eventassociatedwith gates.We delayspecifica-
tion of thedetailsof eventsuntil Section10. However, one
detail, � ûdé8ä=å���� , is usedin this section.An �Pûdé8ä=å���� is a
uniqueidentifierfor aneventthatpertainsto thateventeven
asit undergoesstatechanges.
�hà.Ù
á �vîxß����VÛ	Ý�� à.Û	Ý.Úvñ�Û	à.Û	ß�ôõ �hà��Vá Û�Ü#îxß%ß

A failure automatonstateis a fault tree. In the current
versionof ourspecification,a fault treeconsistsbothof the
state-independentstructuralelementssuchasthe identities
of inputsto gates,aswell asthestate-dependentattributes
suchasspareallocationandeventhistories.
�hà.Ù
á �vîxß����VÛ	Ý�� à.Û	Ý.ÚþÜ#î�à.Ú#ó�ôõ	��hà3Ù�á �Vîxß����vÛ	Ý��Pà3Û�Ý3Úvñ�Û�à3Û�ß Ò! ð+ß�Ú#Û�"$# �5Ò �hà.Ù�á �vîxß%�&�VÛ	Ý�� à.Û	Ý.Úvñ�Û	à.Û	ß

We define a '�ê#ã	ë)(ªùlé+*,(þå%ç.- ê5å%ç#ä�æªù�ê5äþÿ as a map-
ping from '�ê5ã	ë)(ªù�é/*,(þå�ç0- ê�å�ç5äþüDå%ê5å%é and �Pûdé8ä=å���� to
'�ê5ã	ë)(ªù�é/*,(þå�ç0- ê�å�ç5äþüTå�ê�å�é . The � ûdé8ä=å���� is theidentifierfor
thebasiceventwhoseoccurrencecausesall othereventoc-
currencesin the destinationstatethat hadnot occurredin
theoriginatingstate.
�hà.Ù
á �vîxß����VÛ	Ý�� à.Û	Ý.Úó%Û�à3Û�ß�ó

: Î �hà.Ù
á �vîxß����vÛ�Ý��Pà.Û	Ý.Úvñ�Û	à.Û	ßÛ�îxà.Ú#ó%Ù�Û�Ù
Ý3Ú#ó
: Î �hà.Ù
á �vîxß����VÛ	Ý�� à.Û	Ý.ÚþÜ#î�à.Ú#óó21.ó3�ªà.Ù�á��(Ý.ð�ñ�Û	à.Û	ß�ó

: Î �hà3Ù�á �Vîxß����vÛ	Ý��Pà3Û�Ý3Úvñ�Û�à3Û�ßó21.ó3�ªà.Ù�á34ªÚ05%Ý.ð�ñ�Û	à.Û	ß�ó
: Î �hà.Ù�á �vîxß%�&�VÛ	Ý�� à.Û	Ý.Úvñ�Û	à.Û	ß

�76 à.ó
1 8 6 à.ó 2 :

ó%Û	à.Û	ß�ó9��hà.Ù
á �vîxß����vÛ�Ý��Pà.Û	Ý.Úvñ�Û	à.Û	ß�ó/�(Ý.Ú#ó%Ù�ó%Û	ß�Ú#Û%	 6 à.ó
1 8 6 à.ó 2 �ó21.ó3�ªà.Ù�á��(Ý.ð�ñ�Û	à.Û	ß�ó õ: ó

:
ó�Û	à.Û	ß�ó<;�ó 
 ó�Û	à.Û��vó õ 6 à.Ù�á ß2=.�(Ý.ð+ß�î�ß>=?�¸óA@ó21.ó3�ªà.Ù�á34ªÚ05%Ý.ð�ñ�Û	à.Û	ß�ó õ: ó

:
ó�Û	à.Û	ß�ó<;�ó 
 ó�Û	à.Û��vó õ 6 à.Ù�á ß2=74ªÚ05%Ý.ð+ß�îxß2=B�TóA@� Û

:
Û�îxà.Ú#ó%Ù
Û�Ù�Ý.Ú#ó��C ß�Û)�hîxÝ�� ñ�Û�à3Û�ßD	ÂÛ �FE ó%Û	à.Û	ß�ó9G C ß�Û%Ü�Ýlñ�Û	à.Û	ß�	ÂÛ �.E ó%Û	à.Û	ß�ó9G�hà.Ù
á �vîxß����vÛ�Ý��Pà.Û	Ý.ÚþÜ5îxà.Ú#ó%Ù�Û�Ù
Ý3ÚH�(Ý.Ú#ó%Ù�ó%Û	ß�Ú#Û%	xÛ �



A failure automatoncomprisesa setof states,someof
whicharesystemfailurestates,andasetof transitions.The
first predicatestatesthat any two statesin the failure au-
tomatonmustdescribethestateof thesamefault tree(i.e.,
the state-independentpartsmatch). The secondpredicate
usesset comprehensionto definethe coveredand uncov-
eredfailurestates,basedonwhetherthestateis failedasthe
resultof somesequenceof basiceventfailures,or whether
thestateis failedastheresultof thesinglepoint failureof a
basicevent.IKJDL�MON�P0QSRTL>UFL>J

and
IKJDL/V�PARTL>UFL>J

(not presentedhere)
computethe originatinganddestinationfailure automaton
states,respectively, for the transition. The third predi-
cateensuresthat thetransitionsmapfrom W L>UFL>J W to W L>UFL>J W ,
and that the transition is valid. In the interestof space,
weelidethe

MXU0Y[Z)\HN�J/],\�L>P0Q^UFL>P0_�R�L2U0L2JF`!P0_ W Y W L>J�_�L function.
However, we do elaborate

MXU0Y[Z)\HN�J.],\�L2P.QaU0L2P._KVHN�U0_ W Y3L$YbP._ -`!P0_ W Y W L>J�_�L :
cHd�e�f gDh$i%j�g�k[l�mnd�k[l�o�p.hbd�o.q2erk�e�l�oHs9l�o.q2erq>k[i�o.k

:t cHd�e�f gDh$i%j�g�k[l�mnd�k[l�o�p.hbd�o.q2erk�e�l�o
u k

:
c�d�erf g�hbi�j�g�k�l�mvd�k[l�o�p0hbd�o.q2e�k�erl�oxwy�z i�k)c�hbl�mB{Fk�d�k�i y k$|3|$} ~Derq2k�l�h%�&�K�2h$l�o.k yby�z i�k%p0l/{Fk�d�k�i y k$|3|$} ~Derq2k�l�h%��|A�{��Dd�h%eroD�.s�l�o.q2e�q2k[i�o.k y�z i�k�c�hbl�mB{Fk[d�k[i y k$|b� z i�k%p0l/{Fk�d�k�i y k$|3|F��2q$j�s9d�gDq%d�f ��d�q2er�%�<�/i�o.k y�z i�k%p0l/{Fk�d�k�i y k$|b� z i�k2s9d�g�q%d�f �O�/i�o.k��$� y k$|3|

Transitionsarevalid if threeconditionshold. The first
condition is that the destinationstatehasa history whose
prefix is thehistoryof thesourcestate.Thesecondcondi-
tion ensuresvalid spareallocation.

R0�9U.N�Y[_���`?P._ W Y W L2J�_�L , not
presentedhere,statesthat (1) a failedsparegatenot using
a sparecontinuesto not usea spare,(2) a sparegatewhose
sparebeinguseddid not fail continuesto usethatspare,and
(3) that if a sparewasin use,theneitherno spareis in use
in thenext state,or a laterspareis used.Furtherconstraints
on thesparesthatcanbeusedfor a givenfault treewill be
givenlaterin thespecificationof thesparegate.

Finally, �/W ]�`?U.\ W U.Z �,U W Yb�/�v�.J�_�L (specification not
shown) ensuresthattheeventwhose

�v�.J�_�L ��� is associated
with the transitionis onethatcould have causedall of the
newly occurredevents.

IKJDL�`?U.\ W U0Z �v�.J�_�L �+� computesthe
identifier of the “causalevent” that is responsiblefor the
changein thestatein thefailureautomata.Thesetof newly
occurredeventsis thetotal setof eventsthathave occurred
in the next stateof the fault treestatemachine,but which
werenot occurredin thepreviousstate.This aspectis im-
portantbecauseit saysthatnonew eventsoccurin thelatter
stateunlessthey werecaused,directly or indirectly, by the
triggeringevent.

This definition of
MXU0Y[Z)\HN�J.],\�L2P.QaU0L2P._KVHN�U0_ W Y3L$YbP._v`!P0_ -

W Y W L>J�_�L resolves Issue#5 by introducingnondeterminism
in the next state. Thereare possiblymultiple valid ways
to satisfythe

R0�9U.N�Y[_��9`?P.N�N�J/�DL
conditionfor a givensource

stateandcausalevent.

9. Semanticsof Failur eAutomata

Having specified
MXU0Y[Z)\HN�J/],\�L>P0Q^UFL>U

and � U0N��FP0�7`X�9U.Y[_
,

we now specify, in two parts,the semanticsof a particu-
lar subtypeof failureautomatain termsof Markov chains.
The subtype, � J�Yb��\HZ[Z3�nN��!���9P._�J�_�L$YbU.Z MXU0Y[Z)\HN�J/],\�L>P0Q^UFL>P0_

,
whoseprecisedefinition is elided,comprisesthosefailure
automatawhosebasic event probability distributions are
Weibull or exponentialonly. We begin by specifyingthe
generalconstraintson thefunctionsthatmapFA statesand
transitionsto Markov chainstatesandtransitions.

� i�e�¡�gDfrfr¢<h$��£%��l�o0i�o.k�e�d�f c�d�e�f g�hbi%j&gDk[l�mnd�k[l�o�p0l+¤Sd�h>¥�l���s�~�d�ero
1�$j�g�k[l�mnd�k[l�o

:
� i�e�¡�g�f�f�¢<h$��£%��l�o0i�o.k�e�d�f cHd�e�f gDh$i%j�g�k[l�mnd�k[l�om,sH~�d�e�o

:
¤Sd�h>¥�l���s�~�d�ero

d�g�k�{Fk%p0l/¤¦d�h>¥�{Fk
:
c�d�erf g�hbi�j�gDk[l�mnd�k[l�o�{Fk[d�k[iX§ ¨©¤Sd�h>¥�l���{Fk[d�k[id�g�k2p0h�p0l+¤Sd�h>¥0p.h
:
c�d�erf g�hbi�j�gDk[l�mnd�k[l�o�p.h$d�o.qT¨©¤Sd�h>¥�l��Ap.hbd�o.q

dom
d�g�k�{Fk%p0l/¤¦d�h>¥�{Fk7�,�$j�g�k[l�mvd�k�l�o�} q2k[d�k[i�q

ran
d�g�kr{Fk%p0l+¤Sd�h>¥+{Fk7�ªm,sH~�d�e�o�}«q2k[d�k[i�q

dom
d�g�k2p0h�p0l+¤Sd�h>¥0p.hT�K�>j�g�k�l�mvd�k[l�o�}«k�hbd�o.q2e�k�e�l�o.q

ran
d�g�k%p.h�p0l+¤Sd�h>¥0p.h��am,sH~�d�e�o�}«k�hbd�o.q2e�k�e�l�o.q

For a particularfailure automaton¬ ],\�L>P0Q^UFL>P0_ and its
correspondingMarkov chain

Q­`X��U.Y[_
, thereis a bijectionU.\�LbR�L�V9P � U.N��.R�L

which mapseachfailure automatonstate
to a uniqueMarkov state.

U.\�L�V�N7V9P � U0N���V�N
mapsoneor

morefailure automatontransitionsto a Markov transition.
As describedin Issue#7, differentevent occurrencescan
yield thesameresultingfailureautomatonstatefrom a par-
ticular failure automatonstate. As a result, theremay be
multiplearcsbetweentwo statesin thefailureautomaton.

We now specifythedetailedconstraintson thestateand
transitionmappings:

� i�e�¡�gDfrfr¢<h$��£%��l�o0i�o.k�e�d�f c�d�e�f g�hbi%j&gDk[l�mnd�k[l�o�p0l+¤Sd�h>¥�l���s�~�d�ero� i�e�¡�gDfrfr¢<h$��£%��l�o0i�o.k�e�d�f c�d�e�f g�hbi%j&gDk[l�mnd�k[l�o�p0l+¤Sd�h>¥�l���s�~�d�ero
1m®p�e�mni

:
¤¦e�q2q2erl�o�pHermviq2��q>k[i�m!cHd�e�f gDh$i2¯Ohbl�¡>d�¡�e�f e�k��

: °u �%d�k
: dom

d�g�k%p.h�p0l+¤Sd�h>¥0p.h
;

y
9
}
1
|�2q��bk�q

:
c�d�e�f g�hbi%j&gDk[l�mnd�k[l�o�{Fk[d�k[i!±�%q9� z i�k�c�h$l�m?{Fk[d�k[i y �%d�k$|0�²k�q9� z i�k%p0l+{Fk[d�k[i y �%d�k$|.w³ h%q>k y d�gDk%p.h�pFl+¤Sd�h>¥.p0h y ��d�k$|3|.�ad�gDkr{Fk%p0l+¤Sd�h>¥+{Fk y �2q�|0�q2i2�2l�o0´ y d�g�k%p.h�p0l+¤Sd�h>¥0p.h y �%d�k$|3|F�^d�g�k�{Fk%p0l/¤¦d�h>¥�{Fk y k�q�|

u q>k
:
m®s�~�d�ero�} q2k[d�k[i�q

;
e�q

: µ ¤Sd�h>¥�l���{Fk�d�k�i&± y
9
}
2
|e�q9��¶7q

:
m®s�~�d�ero�} q2k[d�k[i�qX±�q¸·¹ ran

m®s�~�d�e�o�}«k�h$d�o.q2e�k�erl�o.q7º�wq2k ¹ e�q9» y m,s�~Ad�e�o�}«e�o.erk�{Fk�¯Ohbl�¡�q�| y q2k$|F�
1¼ · ¼ e�o.k%p0l+½Oi2d�f y # e�q�|F�q2k<·¹ e�q9» y m,s�~Ad�e�o�}«e�o.erk�{Fk�¯Ohbl�¡�q�| y q2k$|F�
0¼u k

:
�>j�gDk[l�mnd�k[l�o�}«k�hbd�o.q2e�k�erl�o.qTw y

9
}
3
|m®s�~�d�ero�} hbd�k�i�q y d�g�k%p.h�p0l+¤Sd�h>¥0p.h y k$|3|7�s�l�m��FgDk[i�p.hbd�o.q2e�k�e�l�o�½<d�k�i y k>� �>j�gDk[l�mnd�k[l�o�}«k�hbd�o.q2e�k�erl�o.q��bm pHermvi�|

q2��q>k[i�m!cHd�e�f gDh$i2¯Ohbl�¡>d�¡�e�f e�k��¸� y
9
}
4
|¾ · ¼ ¶��2q :

c�d�erf g�hbi�j�gDk[l�mnd�k[l�o�{Fk[d�k[i!±�%q ¹ �>j�g�k�l�mvd�k[l�o�}«q2��qbc�d�e�f i2´.s9l���{Fk[d�k[i�q<¿�%q ¹ �>j�g�k�l�mvd�k[l�o�}«q2��qbc�d�e�f i2´7À�o0�>l���{Fk[d�k[i�qTwy m,sH~�d�e�o�} ³ o0d�f {Fk�¯<hblD¡�q�| y d�gDkr{Fk%p0l+¤Sd�h>¥+{Fk y �2q�|3|+º



ÁKÂDÃ�ÄnÅAÂ�Æ�Ã
(elided)computestheeventin afault treethat

correspondsto aneventidentifier.
Predicate9.1statesthateachtransitionin thefailureau-

tomatonthat mapsfrom Ç+È to
Ã È must correspondto the

Markov transition that mapsstatesin the Markov chain
whichcorrespondto Ç+È and

Ã È .
Predicate9.2 assignsinitial stateprobabilitiesfor the

Markov chain. É�È is thesetof initial states—thosethataren’t
thedestinationstateof a transition. If È Ã is an initial state
in theMarkov chain,thenit hasan initial stateprobability
equalto onedividedby thetotalnumberof startingstates.If
È Ã is notaninitial state,thenit hasaninitial stateprobability
equalto zero.

Predicate9.3 specifiesthat the rates for the Markov
chain arecomputedfrom the failure automatonusing theÊ!Ë0ÌKÍTÎ�Ã>Â�Ï�Ð�Ñ.Æ È/É Ã É Ë.ÆHÒKÑFÃ>Â functiondescribedbelow. Predi-
cate9.4statesthatthesystemfailureprobabilityis equalto
thesumof thefinal stateprobabilitiesfor all of thesystem
failurestates.Ê?Ë0ÌKÍTÎ�Ã>Â�ÏHÐ+Ñ.Æ È�É Ã É Ë.ÆHÒKÑ0Ã2Â , notdescribedhere,computes
the transitionratefor eachMarkov transitionbasedon the
characteristicsof the failure automatontransitionsandthe
missiontime. Thereare four componentsof the Markov
transitionrate.Thefirst is thehazardrateof thebasicevent,
which is computedbasedon the basicevent’s failure dis-
tribution. Thesecondis thesparingscalefactor, which ac-
countsfor multiple non-deterministicstatesresultingfrom
sparegatecontentionfor spares(Issue#2). The sparing
scalefactorevenlydistributestherateof transitionby divid-
ing thetransitionrateby thenumberof (non-deterministic)
next states.The third aspectof the transitionratecompu-
tationis thecoveragefactor, which accountsfor uncovered
failures,wherebasiceventscanhave a smallprobabilityof
causingsystemfailure irrespective of the failure relation-
shipsmodeledby the fault tree. The final componentis a
replicationscalefactor that both adjustsfor the increased
rateresultingfrom additionalcomponents,andadjustsfor
basicevent replicateswhich may be unusedsparesfailing
ata reducedrate.

10. Fault Tree

In this sectionwe provide the specificationof AND,
PAND, andsparegates,aswell asthespecificationof basic
events. We elide the specificationof the OR, KOFM, and
FDEPconstructs.Lastly, wespecifythefault treeitself.

10.1. Eventsand BasicEvents

An eventcaneitherbea gateor abasicevent.Therepli-
cationfor gateswill be constrainedto 1. Note that in the
faceof replication,a basicevent can be “not occurred”,
where

Æ�ÎHÌ^Ó/Â�Ð.ÔxÕ/Õ�ÎHÐ�Ð�Â/Öa×
0, “partially occurred”,where

0 Ø Æ�ÎHÌ^Ó/Â�Ð.ÔKÕ+Õ�ÎHÐ�Ð�Â/Ö Ø Ð�Â%Í�Ù É Õ+ÑFÃ É Ë0Æ , or “fully occurred”,
where

Æ�ÎHÌ^Ó/Â�Ð.ÔKÕ+Õ�ÎHÐ�Ð�Â/Ö ×ÚÐ�Â%Í�Ù É Õ+ÑFÃ É Ë0Æ .

Û<Ü/Ý�Þ.ßàrá
:
ÛOÜ/Ý�Þ.ß�â$ã

ä Ý$å0æ à�ç2è�ß�àré�Þ : ê 1 ë 10ì 1íÞ.îDïxð>Ý ä�ñ ç2ç�î ä%ä Ý>á : ê
Þ.îDïxð>Ý ä�ñ ç2ç�î ä%ä Ý>áBò ä Ýbå0æ àrç2è�ß�à�é�Þ

This schemaformalizesthe notion of an event, which
hasanidentifier, a replicationvalue(Issue#1),anda state-
dependentcomponentfor the numberof occurredrepli-
cates.

ó�è�ô2àrç%Û<Ü/Ý�Þ.ß�ôð>è�ô2àrç%Û<Ü/Ý�Þ.ß�ô
: õ ÛOÜ+Ý�Þ.ßá�é ä ïnè�Þ0ç�àrÝ�ô :
ÛOÜ+Ý�Þ.ßSö÷ùøç2é�Ü+Ý ä è�ú�Ý�ô :

ÛOÜ+Ý�Þ.ß¦ö÷üû é�Ü+Ý ä è�ú�Ý%ýSé�á�Ý�æá�à�ô2ß ä à�ð�î�ß�à�é�Þ.ô :
ÛOÜ/Ý�Þ.ßSö÷ ã?àrô>ß ä à�ð�î�ß�àré�Þ

dom
á�é ä ïnè�Þ0ç�àrÝ�ô�það>è�ô2àrç%Û<Ü/Ý�Þ.ß�ô

dom
ç2é�Ü+Ý ä è�ú�Ý�ô�það>è�ô2àrç%Û<Ü/Ý�Þ.ß�ô

dom
á�à�ô2ß ä à�ð�î�ß�à�é�Þ.ô�það>è�ô2àrç%ÛOÜ+Ý�Þ.ß�ô

ÿ ð$Ý
:
ð$è�ô>à�ç2ÛOÜ/Ý�Þ.ß�ô��á�é ä ïnè�Þ0ç�àrÝ�ô ë ð>Ý í ���

0
�

The � Ñ È�É Õ/ÄvÅ.Â�Æ�Ã È schemamodularizesthe state and
predicatesof a fault tree that are relatedto basicevents.
In particular, thereis a setof eventsthat arebasicevents,
aswell asa dormancy, coverage,anddistribution for each
basicevent. The predicatesstatethat dormancy, coverage
modelsanddistributionsaredefinedonly for basicevents,
andthatall dormancy valuesarenon-negative.

10.2. AND Gates

Thegatesin a fault treearesimply a finite setof events
whosestateis specifiedin termsof anassociatedsequence
of inputs. For the combinatorialAND, OR, and KOFM
gateswe overspecifyby usinga sequenceof inputsinstead
of a setbecausethis allows us to treatinputsto gatesuni-
formly. Input orderingis strictly neededonly for dynamic
gates,likePAND, thatareorder-sensitive.

Below is thespecificationof theAND gate:

� Þ0á��Oè�ß[Ý�ôè�Þ0á��Oè�ß[Ý�ô
: õ ÛOÜ+Ý�Þ.ßà�Þ�å0î�ß�ô

:
ÛOÜ+Ý�Þ.ßSö÷ iseq1

ÛOÜ+Ý�Þ.ß
ÿ ú

:
è�Þ0á��Oè�ß�Ý�ô��ú ì ä Ýbå0æ àrç2è�ß�à�é�Þnþ 1 	 ë 10ì 2íú�

dom

à�Þ�å0î�ß�ô 	 ë 10ì 3í
ë ÿ Ý : ranë àrÞ�å0î�ß�ô ë ú í3í � ë 10ì 4íÝ ì Þ.îDïxð>Ý ä�ñ ç2ç�î ä%ä Ý2á?þ^Ý ì ä Ýbå0æ àrç2è�ß�à�é�Þ í
�ú ì Þ.î�ïnð>Ý ä�ñ ç>ç�î ä%ä Ý2á!þ 1 	� ë ÿ Ý : ranë àrÞ�å0îDß�ô ë ú í3í � ë 10ì 5íÝ ì Þ.îDïxð>Ý ä�ñ ç2ç�î ä%ä Ý2á?þ^Ý ì ä Ýbå0æ àrç2è�ß�à�é�Þ í
�ú ì Þ.î�ïnð>Ý ä�ñ ç>ç�î ä%ä Ý2á!þ 0



��������������� is the set of all AND gatesin a fault tree.� ������� � is a partial function from eventsto non-emptyse-
quencesof events that do not containrepeatedelements.� ������� � is a partial functionbecausebasiceventsareevents
but do not have inputs. Recall that becausewe are us-
ing schemasfor modularization,the

� ���!���"� functionin this
schemaandlatergateschemasare thesamewhenwe later
conjoin themin the # ���%$&�('%)*�+� specificationusingschema
inclusion. That is, thedomainof

� ���!���"� will be theunion
of all thegatesin thefault tree.

Predicate10.2 statesthat eachAND gatemust have a
replicationof 1. This is a requirementthatwe will impose
for all gates,in keepingwith the currentwidely accepted
definitions. However, this specificationaccommodatesthe
possibility of later expandingthe notion of replicationto
includegates.

Predicate10.3statesthatevery AND gatemusthave an
associatedsequenceof inputs. The last two predicatesde-
fine the stateof the AND gatewith respectto the inputs.
Predicate10.4statesthat anAND gateoccursif all of the
inputsare fully occurred,andpredicate10.5 statesthat it
doesnotoccurotherwise.

10.3. PAND Gates

In this sectionwe first formalizethenotionof a history
of events,and thenusethat specificationto provide a se-
manticsfor PAND gates.
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F �%)()*�;��� G��H���H��I!J4KMLN�;��� � representsthe stateof all the
eventsfor a fault tree. Note that this doesnot capturethe
entirestateof thefault tree;in particular, thestateof spare
gatesusingsparesis notmodeled.
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A h � ����i�)(j (Issue#4) is specifiedhereas a sequence
of

F �%)()*�����"G!��������I?J4KkL������"� (withoutrepeatedelements)that
representsthechangingstateof the fault treeover a setof
discretetime steps.Every stepin thehistoryhasthesame
setof events,althoughtheeventstatescanchange(theset
of eventidentifiersis constant,to beprecise).

Note that many historiesareinvalid in the context of a
particularfault tree,becausethefault treesemanticsimpose
certainconstraints.For example,an eventassociatedwith
an AND gatemust occur when all input eventshave oc-
curred. Valid historiesare also subjectto the constraints
imposedby spareallocationandfunctionaldependencies.

Wecannow specifythesemanticsof thePAND gatesin a
fault tree.Recallthattheinputsto a gatemaybereplicated
basicevents. We mustmake a distinctionbetweenthe in-
orderfailureof theinputs,versusthein-orderfailureof the

replicates.As mentionedearlier, Issue#1regardingthelack
of orderingof replicatescomplicatesthe semanticsof the
PAND.

Thereareseveralpossiblesemanticsthatcanbeusedin
this case.For example,the inputscouldbe consideredin-
order if the first failure of eachreplicatedinput occursin
order. Thesemanticswe have chosenis that the inputsfail
in orderif all the replicatesin position

�
fail in orderwith

respectto all thereplicatesin positionsafter
�
.

Anothercomplicationin the semanticsof the PAND is
whethertheterm“in order”meansstrictly in orderornot. In
this specificationandin the following discussionordering
is not strict. That is, the simultaneousfailure of any two
replicatesis consideredto be “in order”, even if the two
replicatesarein differentinputsto thegate.
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In the specificationabove, the gateoccursif the inputs
areall failed, and they all failed in order. The gatedoes
not occurotherwise. Note the additionalstatecomponent� � ���Hi�)(j , which is usedby � ������� ��I��q�;�%)()*�+�/���!� � ��IM)*���;) .
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Givenahistoryandasequenceof events,thevalueof the
� ������� �NI��+�;�%)()*�+�/����� � �zIk)q���;) function is true if the repli-
catesin eachpositionfail beforeor at thesametime asthe
replicatesin laterpositions.Predicate10.6statesthatall the
inputsmustbefully occurred,andpredicate10.7statesthat
the event at position

�
mustbe fully occurredat or before

thetimeatwhich thefirst replicateatposition
�
�

1 occurs.
ThisspecificationresolvesIssue#1involving thelackof or-
deringof basiceventreplicates,andIssue#6 involving the
caseof simultaneousfailureof replicatesof differentinputs.

10.4. SpareGates

In this sectionwe presentthegate-level specificationof
thesparegate,which specifiesthestateof thegateandin-



variantson the stateregardingthe useof spares,indepen-
dentof thestateof theoverall fault tree.
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Spare gates are events having associated inputs.Â2Ã�Ä�ÅqÆ*Ç�ÈdÉ�Â;Æ is a partial functionthatspecifieswhich spare
is in useby asparegate.Thefunctionis partialbecausenot
all eventsaresparegates,andsparegatesusenosparewhen
they arefailed. ÊEË%Ì¯Í ÃQÎ�Ä�Ï�Æ�ÂÐÉ�Â(Ñ9È�Ò Í Ã�Ä�ÅqÆ (elided)specifies
thenumberof sparegatesusingreplicatesof a givenrepli-
catedbasicevent.Thepredicatesareexplainedas:

Ó (10.8)Everysparegatehasareplicationof 1.

Ó (10.9) Only sparegatescan usesparesfrom a pool.
Thedomainof Â�Ã�Ä�Å*ÆqÇ(ÈTÉ�Â;Æ is notequalto Â�Ã�Ä�Å*Æ�Î�Ä�Ï�Æ�Â
becausefailedsparegatesdonotuseany spare.

Ó (10.10) Every sparegate that usesa spareusesone
from apool thatis in its inputsequence.

Ó (10.11)The numberof sparegatesusingany pool of
sparesmustbelessthanor equalto thenumberof op-
erationalreplicatesof thepool.

Ó (10.12)For every sparegatethat is usinga sparepool
in aparticularpositionin its input list, all poolsbefore
thatpool in the inputslist mustbe fully utilized. (All
replicatesarein useby othersparegatesor arefailed.)

Ó (10.13)For all sparegatesthatarenotusingany spare
from any pools,eachof the pools mustbe fully uti-
lized. (All replicatesarein useby othersparegatesor
arefailed.)

Ó (10.14)Thegateis operationalif aspareis beingused,
andfailedotherwise.

Therearetwo majordifferencesbetweenthesparegate
specificationpresentedhereandtheprevious,informaldef-
initions of the CSP, WSP, andHSPgates.The first is that
thepreviousdefinitionsof sparegatesstipulatedthata par-
ticular input, calledtheprimary, would beusedfirst. Con-
straintswereplacedon theprimary in orderto ensurethat
theCSP, WSP, or HSPwould alwaysbeoperationalin the
startingstateof the failure automaton. We removed this
restrictionin order to provide a more abstractsparegate
whoseinputsaretreateduniformly.

Thesecondchangeis that thereis no longera “temper-
ature” (cold, warm or hot) for the sparegate. Instead,the
attenuationof the failure rateof an unused,unfailedrepli-
cateof abasiceventis dictatedsolelyby thedormancy. This
changeresolvesIssue#3,providing moreorthogonalitybe-
tweensparegatesand basiceventsand removing restric-
tionsonsharingof sparesamongsparegates.

10.5. The Fault Tree

We now present the Ô Ä Ë%Õ Ï+Ö�Å*Æ+Æ specification, which
placesconstraintson thevalid integrationof fault treeele-
ments.Thisspecificationcompletesthespecificationof the
failureautomatondescribedearlier. Webegin by presenting
theconstraintson thegateeventsandbasicevents:
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The Ô Ä Ë%Õ Ï+Ö�Å*Æ+Æ 1 schemeusesschemainclusionto com-
bine the schemasfor the variouskinds of gatesandbasic
eventsinto anoverall specification.Identicallynamedstate
componentsin the includedschemasaremergedin there-
sultingschema,andall of thepredicatepartsof theincluded
schemasareimplicitly includedandconjoined. The addi-
tionalconstraintsstipulatedherestatethefollowing:

Ó (10.15)An eventis eithera basicevent,anAND gate,



an OR gate,a KOFM gate,a PAND gate,or a spare
gate.

ô (10.16)Gatesareall the eventsin a fault treeexcept
for thebasicevents.

ô (10.17)Eventidentifiersareunique

ô (10.18)Thesystemfailureeventmustbefrom theset
of events,andit cannotbeaninput to any gate.

ô (10.19)Thelastsystemstatein thehistorymustmatch
thecurrentstate.

We now presenttheremainderof thefault treespecifica-
tion, usingschemainclusionto extendthepreviousspecifi-
cation.
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Finally, Tthe 8:9�;=<.>�?=@�ABA schemaextendsthe 8:9�;=<.>�?=@�ABA 1
schemagivenabove.A fault treecanbein oneof threema-
jor states:operational,failedasaresultof theoccurrenceof
thesystem-level failureevent,andfaileddueto theoccur-
renceof anuncoveredfailure that “takesdown” thewhole
system. The statecomponentCBD�CE>�AEFHGJI)AEK�> identifiesthe
system-level failureevent,while CE>�9�>3;LC expresseswhichof
thethreepossiblemajorstatesa fault treeis in.

Thepredicatesareexplainedas:

ô (10.20) All gatesmust be connectedto the toplevel
gate. M�CNMEK)OP;Q>B?SR (elided)specifieswhetheroneevent
is aninput to another, whetherdirectlyor indirectly.

ô (10.21)The inputs to eachsparegatemust be basic
events. This is an areawherethe specificationcould
possiblybegeneralizedto allow any typeof gateasa
spare.

ô (10.22)Inputsto sparegatescannotbeinputsto other
gates. Note that inputs to sparegatesareallowed to
beinputsto othersparegates,andinputsto functional
dependencies.

ô (10.23)Theinputsto eachsequenceenforcermustbe
eventsin thefault tree.

ô (10.24)Thetriggersfor functionaldependenciesmust
beeventsin thefault tree.

ô (10.25)Thedependentinputsto thefunctionaldepen-
denciesmustbebasicevents.

ô (10.26)A faulttreecannotbeoperationalif thesystem
level eventhasoccurred.

11. Semanticsof Fault Trees

In this section,we completethe definition of the map-
ping from DFTs to FAs. Every valid fault treehasa cor-
respondingfailureautomata.In previoussectionswe have
specifiedthenotionsof 8T9);=<.>�?=@UAUA and 8:9�VW<X;=@�ABYZ;Q>0R�F[9�>0R�K .
Giventhesesemanticdomains,themappingbetweenthem
is straightforward:
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Becauseeachfailureautomatastateis simplyafault tree
in a particular failure configuration,we needonly estab-
lish thatthestate-independentcomponentsof thefailureau-
tomatonstatescorrespondto thestate-independentcompo-
nentsof theparticularfault treewhosesemanticswewishto
express.We usethe 8T9)VW<X;=@�ABYZ;Q>�R)F_9�>�R)KQ`P>09�>0AEC)a�R)KQC�V7CE>�AEK�>
relation to ensurethat the fault tree matcheseachof the
states,disregarding event failures, spareallocation, and
otherstate-dependentaspects.

12. RelatedWork

Thesemanticsof staticgatesandbasiceventshadprevi-
ouslybeendefinedinformally in termsof probabilitytheory
[10]; anddynamicgateshave beenspecifiedinformally in
termsof Markov chains[3, 5, 6, 8]. However, to the best
of our knowledge,our work is thefirst attemptto presenta
mathematicallyprecise,abstract,andreasonablycomplete
semanticsfor dynamicfault trees(or for static fault trees,
for thatmatter).

In earlierwork we usedZ to definepreciselythemean-
ing of certaindynamicfault treegates,andthestructureof
a dynamicfault tree[4]. However, we did not attemptto
formalizethesemanticsof a dynamicfault treeasa whole
in termsof an underlyingsemanticdomain(e.g.,Markov
chains)aswedo in thispaper.



Our work is analogousto that of Abowd, Allen, and
Garlan [1], who usedZ to formalize software architec-
tural diagrammingnotations. They useZ to formally de-
fine thecomponentsandconnectorstypically usedin such
diagrams.Using this formalism, the authorsthenusethe
framework to performanalysesboth within andacrossar-
chitecturalstyles.Weobservethatthereis aneedfor formal
semanticsfor modelingframeworksusedin a wide variety
of engineeringtools; andwe provide a semanticsfor one
suchframework in particular.

13. Conclusion

Mitigating the risk that adverseengineeringdecisions
will be madeon the basisof invalid resultsproducedby
computationalmodelingandanalysistoolsrequiresthatthe
semanticsof themodelingframeworks that suchtools im-
plementbedefinedprecisely, completelyin areasof uncer-
tainty, andabstractly. Theexistenceof suchspecificationsis
necessaryfor thevalidationof suchmodelingframeworks,
asabasisfor sounduserdocumentation,asa targetfor pro-
gram implementationand verification,and as a definitive
definitionof thescientificbasisof themodelingmethod.

Noneof the kinds of specificationsthat aremostcom-
monly used today—naturallanguage,semanticsfor se-
lectedspecialcases,andsourcecode—canadequatelymeet
theserequirements.Formal methodsfor precisespecifica-
tion exist; yet, formal semanticdefinitions for modeling
frameworks for engineeringare rarely presented.Nor do
software engineeringand languagesresearchersfully un-
derstandhow to createconditionsunderwhich thesetech-
niquescanbeusedprofitably.

We have presentedan approachto addressingthis
problembasedon multi-disciplinarycollaborationbetween
specificationanddomainexperts.Weusedthespecification
languageZ to definesemanticsin thedenotationalstylefor
a framework for dynamicfault treeanalysisthat supports
several subtlemodelingconstructs. An important future
taskis a rigorousreview of the specificationwith a group
of expertsin reliability engineeringto morefully validate
the specification.We alsoplan to undertake someformal
validationusingtheoremproving tools to aid in theformal
proof thatthespecificationhascertaindesiredproperties.

The resultsof this work fall into two categories. First,
wepresentthefirst fully formal semanticsfor animportant
new modelingframework, thusstrengtheningthescientific
foundationsfor thatwork,andprovidingabasisfor thecon-
structionof trustworthy software tools. Second,we have
shown that it is feasibleto employ existing formal spec-
ification techniquesto develop precise,abstractspecifica-
tionsfor practicalframeworks.Ourspecificationis notfully
complete.For example,we have no axiomatizationof real
or computerarithmetic. Nor have we fully specifiedim-

portantaspectsof amodularapproachto dynamicfault tree
analysisin which complex treesarebroken into partsand
analyzedseparately. However, ourwork appearsto demon-
strateboththeimportanceandthepracticalityof developing
suchaspecification.Wearenow developingthismorecom-
pletespecification.
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