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Abstract

Computationaimodelingtools are critical to engineer
ing. In the absenceof a suficiently complete mathemati-
cally precise abstiact specificationof the semanticof the
modelingframevork supportedy sud atool, rigorousval-
idation of the framavork and of modelsbuilt usingit is im-
possible;there is no soundbasisfor programimplementa-
tion, verificationor documentationthe scientificfounda-
tion of the framavork remainsweak; and significantcon-
ceptualerrors in frameavork definitionand implementation
are likely. Yet sudh specificationsare rarely defined. We
presentan apptoacd basedon the useof formal specifica-
tion and denotationalsemanticgecniquesfrom softwae
engineeringand programminglanguage design. To illus-
tratetheappmoad, we presentlement®f a formal seman-
tics for a dynamicfault tree framevork that promisesto
aid reliability analysis.No sud specificationof the mean-
ing of dynamicfault treeshasbeendefinedpreviously The
appmoad revealedimportantshortcomingsn the previous,
informal definitionsof the frameavork, and thusled to sig-
nificantimprovementssuggestingthat formally specifying
framevork semanticss critical to effectiveframewvork de-
sign.

1. Intr oduction

Computationahnalysisof systemmodelsis fundamen-
tal to engineering. A modelrepresentsa systemin some
modelingframework thatcomprisesa setof modelingcon-
structsandcompositiormechanismsA modelis analyzed
to produceinformationaboutthe modeledsystem.For ex-
ample faulttreemodels[10] areoftenanalyzedo estimate
systenreliability.

A seriousrisk createdby our growing dependencen
modelingtools is that engineerswill make adwersedeci-
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sionsbasedon computedresultsthat are not valid. If the
costof sucha decisionis potentiallylargeandif thereis no
soundbasisfor assessingalidity, thenit is uninformedand
evenunethicalfor anengineeto acceptsuchresults.

For the resultsproducedby suchan analysisto be val-
idated,four conditionsmustbe satisfied. First, the mean-
ing of the frameawork, andthus of modelsexpressedn it,
must be specified: completelyin all areasof uncertainty
abstractly and with mathematicaprecision. Second,the
specificationmustbe validatedby domainexperts. Third,
the softwareimplementingthe framework mustbe verified
againstthe specification.Finally, ary modelin the frame-
work mustbe validatedagainstthe systemmodeled. The
first conditionis the mostcritical, becausdramawvork val-
idation, programverification and model validation all re-
quireaprecisedefinitionof framevork semantics.

Techniquesfor specifying comple logical structures
have beendeveloped,mainly in the software engineering
andlanguage4SEL) researclcommunity However, they
are rarely applied, either in industry or by non-SEL re-
searchersvho designmodelingframenorks. SEL research
hasshawvn thatin the absencef suchspecificationjmpor-
tant conceptuakrrorsin designare generallyoverlooked.
As aconsequencenary modelingframenvorksandtool im-
plementationsrenot suitablefor usein critical engineering
contets. Many engineerareunavareof this difficulty and
therisksthatit presentsnor do SEL researcherfully un-
derstanchow to disseminatehe techniqueghathave been
developedfor rigorousspecification.

We presentresults from a multi-disciplinary collabo-
ration betweensoftware engineeringresearcherand re-
searchersvho are designinga new modeling framework.
Thecollaborationnvolvesthe useof formal softwarespec-
ification to definethe semanticof a framework for there-
liability analysisof computerbasedfault-toleransystems.
In essencaet is a traditionalfault tree framework [10] ex-
tendedwith new constructdor expressingorderdependent



failures, sharedpools of spares,imperfectcoverage,and
common-causéailures[5]. Therearetwo primary contri-
butionsof thiswork. First,we aredefiningapreciseseman-
ticsfor animportantmodelingframework, establishingt on
a firmer scientificfoundation. Second pur casestudysug-
geststhat multi-disciplinary collaborationsbetweenspeci-
fication anddomainexpertscansignificantly help to over-
comeimpedimentgo the useof formal specificationtech-
nigues.

The restof this paperis organizedas follows. Section
2 introducesthe dynamicfault tree modeling framework
informally. Section3 describesdynamicfault treesinfor-
mally andsomeof complexitiesin definingtheir semantics.
Sectiond providesanoverview of thespecificationSection
5 providesanintroductionto the Z specificationanguage,
andSection6 present@nabstractiorof realnumbers.The
next five sectiong7, 8,9, 10,and11) describeghekey com-
ponentsof the specificationand how the specificationad-
dresseghe compleities describedin Section3. Section
12 discusseselatedwork. Section13 summarizesandde-
scribeduturework.

2. The Dynamic Fault TreeFramework

Thetraditionalstaticfaulttreemodelingframevork [10]
allows one to model how boolean combinations of
component-leel failure events produce systemfailures.
Fault treesare useful in part becausehey have intuitive
graphicaldepictions. Figure 1 depictsa static fault tree.
The interior nodesare called gates They represenfail-
ure eventsthat occurif their input eventsoccurin certain
combinations. The gate PhysicalDamage to the Core is
an OR gate. The event correspondingo this gateoccurs
if the Mechanical Damage or the ExplosiveDamage event
occurs. The otheressentiabatetypein staticfault treesis
AND. Thecorrespondingventoccursif all inputeventsoc-
cur. Theleavesof atreearecalledbasicevents Their fail-
ure characteristicaremodeledby probability distributions
andfailurecoveragemodels.Thetop-mosteventrepresents
system-lgel failure. Giventhe treeandthe basiceventpa-
rametersa systemlevel probability of failureis computed.

Figure 1. Example Fault Tree

Dynamic fault tree (DFT) modeling framewvorks aug-
mentstaticfaulttreeswith constructghatareimportantfor
modelingfault-tolerantsystemswith complex redundang
managemeni3, 5]. Most fundamentally DFTs include
constructsfor modelinghow sequence®f failure events
causesystemfailures. Other constructsmodelimperfect
coverage,dynamic allocation of sparesfrom pools, and
common-caustailures(or functionaldependencies).

The traditional approachto reliability analysisof such
systemsis basedon Markov models. However, Markov
modelsof comple systemsareoftenunmanageablia size.
DFTsarecompactepresentationthatin mary casecanbe
mappedautomaticallyto Markov modelsyrelieving theana-
lyst of thetediousanderrorpronetaskof developingthose
modelsby hand. At a high level, then,someDFTs clearly
have semanticghat are expressiblen termsof underlying
Markov models.

However, no precisespecificationof DFT semanticof
hasbeendevelopedbefore. The problemis thatthe seman-
ticsturn ourto be muchmoresubtleandcomplex thanthey
appeatat first. The specificationgo date[2, 3, 5, 6, 8] are
inadequatdo handlethis compleity. Informal prosede-
scriptionsexist, but they areincompleteandinherentlyam-
biguous. Mappingsof DFTsto Markov chainshave been
definedfor specialcasesput they do not capturethe gen-
eralcase.Sourcecodeandexecutablémplementationgx-
ist and are precise but procedurakcodeis resistanto val-
idation, andin the absencef a high-level specificationis
thereno basisfor rigorousprogramverification[7].

We presenta precise reasonablycomplete abstractse-
manticsfor DFTs. We do so emplgying methodsof formal
specificationand denotationakemantics.We usethe for-
mal specificatiomotationZ [9], which supportsstructured
specificationshasedon predicatelogic and typed setthe-
ory. Fromdenotationakemanticsve adoptthegeneraldea
thatonespecifiessemanticén termsof amappingbetween
two domains: a syntacticdomain(DFTs), a semanticdo-
mainwhoseobjectsembodymeaningsanda mappingthat
associateso eachsyntacticobjecta semanticobject. The
objectsof our semantiadomainarecalledfailure automata
(FA). They arecloselyrelatedto Markov chains;anda se-
manticsfor suchautomatas definedin preciselythe same
style. Spacdimitationsrequirethatwe we elide aspect®of
our specification.A completespecifications forthcoming
asatechnicalreport.

3. Subtle Issuesin the Modeling Framework

In this sectionwe introduceDFT modelingconstructsn
more detail, but still informally. We alsoshav how such
aninformal specificationcan leave importantsemantids-
suesunresohed. ThemainDFT modelingconstructsareas
follows.



ReplicatedBasicEvents Basiceventsmodelunelab-
oratedeventsusing probability distributionsand cov-

eragemodels. As a corvenienceto the user basic
eventscan have a replication valug which allows a

basiceventto represenseveral identical eventscon-
nectedto the samelocationsin the faulttree. Thisis

particularlyusefulin conjunctionwith the spae gate

wherereplacementomponentgan be taken from a

poolof identicalcomponentsintil thatpool of compo-
nentsis exhaustedBasiceventsalsohave adormancy
factor, which attenuatethefailureratewhenthebasic
eventis usedasawarmspare(seebelow).

AND: The outputeventoccursif all the input events
have occurred.

OR: Theoutputeventoccursif any of theinputevents
have occurred.

KOFM: Theoutputeventoccursif atleast outof
of theinputeventshave occurred.

Priority AND (PAND): Theoutputeventoccursif all
theinputeventshave occurrecandthey occurredn the
orderin which they appeamsinputs.

Cold, Warm, Hot Spare Gates (CSP, WSP, HSP):

When the primary input fails, available spareinputs
areusedin orderuntil noneareleft, at which time the
gatefails. Sparescanbe sharedamongsparegates,
in which casethe first sparegateto utilize the spare
malkesthe spareinaccessibldo the othersparegates.
The “temperature”of a sparegateindicateswhether
unusedsparescan not fail (cold), fail at a rate atten-
uatedby the dormang factorof the spare(warm), or

fail attheirfull rates(hot).

Sequencénforcer (SEQ): Assertshateventscanoc-
curonly in agivenorder Thisis notagatein thesense
thatit hasno outputevent.

Functional Dependency (FDEP): Assertsa func-

tionaldependeng—thatthefailureof thetrigger event

causeghe immediateand simultaneoudailure of the

dependenbasicevents Thisis notagatein thesense
thatit hasno outputevent.

Informal definitionssuchasthe onesabore arelikely to
containerrors.In fact,theabove definitionsdo have errors.
Considerthe fault treein Figure 2. Here,the FDEP gate
modelsa systemin whichtheoccurrencef EventA causes
EventB andEventC to occur Theeventassociatewith the
PAND gateoccursif EventB andEventC occurin order
The questionsconcernthe meaningof the FDEP and the
PAND. Do EventB andEventC occursimultaneously®o

they occursimultaneouslyvith, or after, EventA? If simul-
taneouslywith eachother will the PAND eventoccur, or
doesit occuronly if EventB occursbeforeEventC? Such
guestiongmustbe answerabl®n the basisof a precise ab-
stractspecificationf sucha DFT is to have a well defined
meaning.

Theseguestionactuallyarosefrom amodelconstructed
by anengineeat Lockheed-Martirin our DFT framework.
Therewasno specificationandsono way for theengineer
to validatehis model. He could not eveninfer a specifica-
tion from the tool behaior becausahe tool did not treat
simultaneityconsistentlyin all casesThereasoris thatthe
implementorhad no specificatiorto meet,andthuswasat
liberty to make decisionsaboutthe framewvork semantics.

Figure 2. A subtlety concerning simultaneity

A key point is that it is inadequateto specify the
meaningf individual modelingconstructsn isolation—
whetherinformally or not. Whatis neededs the definition
of the meaningof an arbitrary DFT in which thesecon-
structsmight interactin subtleways. The next example
illustratesthis point. Considerthe portion of a fault tree
depictedin Figure3. The sparegates,SpareGatel and
SpareGate2, areusingEventB andEventC, respectiely,
asindicatedby heavy lines. They alsosharea spareevent,
EventD, thatis not currentlyin use. The FDEPindicates
thatif EventA occursEventB andEventC occursimulta-
neouslywith it. In this case SpareGatel andSpareGate2
have to contendfor the singlesharedspare EventD. There
are two possibleoutcomes. Developing the specification
shavedthatnext-staterelationis non-deterministic.

OO

Figure 3. A subtlety
determinism

concerning  non-

The non-determinismin this example was recognized
only whenwe specifiedthe framewvork with mathematical



precision.Evenrecognizingsuchconceptuatlifficultiesap-

peargo requiretheapplicationof formal specificatiortech-
nigues.Our effortsrevealedmary suchsubtleissueswhich

we now enumerateln presentingour formal specification
in the following sections,we will refer backto some of

theseissuesshaving how we identifiedandresohedsome
of them.

Issue #1. Replication, although seeminglyinnocu-
ous,causeproblemsecauséasiceventreplicatesare
anorymouswith respecto order If areplicatedbasic
eventis connectedo a PAND gate,for example,it is
not clearwhetherthe failure of a replicateshouldbe
consideredo bein-orderor out-of-order

Issue#2: Two sparegatescanexperiencecontention
for a single sharedspareif both their currently used
componentsarefailed simultaneoushby a functional
dependeng

Issue#3: Cold, warm, and hot sparegatesnot only
modelsparingbehaior, but alsoaffectthefailurerates
of basiceventsattachedio them. As a result, basic
eventscannot be connectedo sparegatesof different
types,becauseheattenuatiorof thefailureratewould
notbedefined.

Issue#4: Faulttreesmustmaintaina history of event
occurrencedhecausehe specificatiorof gatessuchas
the PAND dependon the pastorder of event occur
rences.

Issue#5: A dependeninputto an FDEPcouldbethe
triggerto another-DER which meanghatthe occur
renceof asingleeventcancausea cascadingeriesof
eventsto occut

Issue #6. Functionaldependeng gatesraise simul-
taneityissuesrelevant to the semanticof gatessen-
sitive to the orderof eventoccurrences.

Issue #7: FDEPscan be cyclicly dependentwhich
meangthat ary basiceventin the cycle cancauseall
the othersto occur This meansthat more thanone
basiceventcanresultin the sametransformatiorof a
faulttreefrom onestateto another

4. SpecificationStrategy

The restof this paperpresentour specification.In this
section,we introduceour approacho specificatiorandthe
overall structureof our specification. Subsequengections
delve deepeiinto selectedletails.

Theoverallstructurewhichis basednideasfrom deno-
tationalsemanticsis depictedn Figure4. First, we define

asyntacticdomainof DFTs. Secondwe definea semantic
domainwhoseobjectsarefailure automata Third, we for-
malizethesemantic®f DFTsby specifyingamappingrom
the DFT domainto the FA domain.We thenapply this ap-
proachto FAs by mappingthemto othersemanticdomains,
suchasMarkov chainsandmodelsbasedon Booleandeci-
siondiagramgBDDs). This specificatiorapproactcanbe
repeateduntil mathematicallywell defineddomains,such
asMarkov chainsarereachedWe partitionDFTsandFAs
into severaltypes,for which suchmappinganbedefined.
In this paperwe addresghe subsebf DFTswhoseseman-
ticscanbedefinedn termsof Markov chainshamelyDFTs
whosebasicevent probability distributions are Weibull or
exponentialonly (asindicatedby the darklinesin the fig-
ure).

Figure 4. Specification strategy

Ignoring mary importantsubtletiesthe correspondence
betweena dynamicfault treeandits Markov chainis intu-
itive. The statesof the Markov chainroughly correspond
to sequencesyr histories,of eventoccurrencesTheinitial
stateof the Markov chainrepresentsa situationin whichno
eventshave yet occurred. Transitionsin the Markov chain
correspondo basiceventoccurrenceghatextendthesehis-
tories,andtheratesonthesetransitionsarederivedfrom the
probability distributionsof the triggeringevents. A subse-
guentstatediffersfrom a prior statebothin the occurrence
of the basiceventandin additionalconsequencethat fol-
low from the structureof thefaulttree,suchasoccurrences
of eventsassociatedvith gates. Our framewvork doesnot
supportthe modelingof repait so event historiesincrease
monotonicallyas one progresseshrougha Markov chain,
andthereareno cycles.

The computationof the system-lgel failure probability
is thenstraightforvard. The fault treedefineswhich states
in the Markov chainaresystem-lgel failure statesnamely
thosein which the top-level eventhasoccurred.Onecom-
putesthe state probabilitiesfor all statesin the Markov
chainby solvingasystenof differentialequationsandthen
onesumsup the probabilitiesof beingin ary of thesystem-
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Figure 5. Example Failure Automaton

level failure states.

We defineDFT semanticsn termsof an intermediate
representationthe FA. Like a Markov chain,an FA is a
state-transitiomliagram.lt is nota Markov chain,although
in mary casest isisomorphido one.FAs supporthespeci-
ficationof semantic$or certainDFTsfor whichthereareno
correspondingviarkov chains,suchasDFTswith constant
probabilitydistributions,which canbemappedo BDDsin-
stead.

Figure5illustratesa portionof the FA for asimpleDFT.
In our currentformulation,eachFA staterepresents fault
tree state. A stateof a fault tree representsvhich events
have occurred,in what order (the event history), which
sparesare in use by which sparegates,and other infor-
mationdiscussedn moredetailbelon. We represengvent
historiesin FA statesbecausehe orderin which eventsoc-
curis importantin evaluatingdynamicconstructssuchas
priority-andgatesandis thuscriticalin computinghenext-
staterelationfor an FA. In the figure, eventsthat have oc-
curredarein gray. The heavy line indicateswhich input to
the sparegateis in use. In the leftmoststate,only event
hasalreadyoccurred,andthe history at the bottom of the
stateillustrationthusreflectsonly thatevent.

An arc betweenwo FA statesindicatesthe basicevent
whoseoccurrenceausedhestatetransition. Thetransition
to the upperstatein the figure, labeledwith an “A”, indi-

catesthatthe occurrenceof basicevent causedhe state
change.In theresultingstate, is gray andthe historyis
augmentedhccordingly In addition,the sparegateis now
usingthe basicevent 1 (ratherthan ) because is no
longeravailable.

Figure6 presentghe Markov chainthatcorrespondso
this portion of the FA. Eachstatein the Markov chaincor-
respondso statein the FA, and,in this casefransitionsalso
corresponaneto one.In generalan FA canhave multiple
arcsbetweertwo statesA Markov chainwill have asingle
transitioncorrespondingo suchasetof arcs. Thetransition
ratesbetweerstatesof the Markov chaincorrespondo the
rateof occurrencef thetriggeringbasicevents.

el

Figure 6. Example Markov Chain

5. The Z Formal SpecificationNotation

In this sectionwe present brief overview of theZ (pro-
nouncedzed) formal specificationnotation[9], which we
usefor our specificationThenotationsupportghestructur
ing and compositionof comple expressionsn first-order
typed settheory We describeonly the key conceptsand
notationsusedin this paper

In Z, every valuehasexactly onetype. A typeis a set
of elementghatis disjointfrom setsthatdefineothertypes.
Z hasa numberof primitive types, suchas naturalnum-
bers( ) andintegers( ). The specifiercandefinea new
typeof objectswithout specifyingary detailsof theobjects
usingagivensetin Z, whichis denotedusingsquarebrack-
ets(* "). Z alsoprovidessereralmechanisms$or
definingnew typesfrom existing ones. For example, if
is atype,thenseq is atypethat compriseghe setof all
sequencesf itemsof type ;iseq is thesetof injective
sequences$without repeatecelements);  comprisesall
finite setsof elementf type . Instance®f atypecanbe
declared.For example,a statemensuchas riseq
definesa stateelementhamed‘mySeq” whosevalueis in
thesetof sequencesf integers.



Sequencearesimply partialfunctions(indicatedby )
from positive naturals( 1) to valuesof a particulartype,
wherethe domainof the functionsrangefrom 1 to some
value representinthenumberof itemsin thesequenceA
sequences afunction,andanexpressiorsuchas 2
denoteghe applicationof the functionto the value 2, rep-
resentinghevalueof thesecondtemin . Thevalue
is undefinedf thereis no element2. # denoteghe
lengthof thesequence.

Z hasa rich collection of notationsfor defining rela-
tions over sets. Algebraically differentkinds of relations
are indicatedby differenttypesof arrons. For example,

is a type comprisingthe setof functionsfrom the
set to the set Given , i.e.,, is some
functionwhoseactualdomainis a subsetof andwhose
co-domainis a subsetof , ran denoteghe rangeof
anddom its co-domain.Cross-productypesaredenoted
by the crossoperator , appliedto the constituenttypes.
Givenavalue, , the elementof arede-
notedas and .

Z providesa mechanism¢alledthe schemawhich sup-
portsthe modularstructuringof specificationof comple
types. In a nutshell,a schemadefinesa type by specify-
ing the statecomponentof an elementof the given type
in termsof typesthat have alreadybeendefined,e.g., by
givensetsor otherschemasandby specifyinginvariantre-
lationsover thesestatecomponentshatare satisfiedby all
elementof the giventype. Consideranexample.

. 1

This schemadefinesa new type, 1. ltemsabove
themiddleline declarestatecomponentsThe schemasays
that every value of the type hasthe specifiedstatecompo-
nents: a non-emptyfinite setof integers anda natural
number . Invariantrelationsare stipulatedin the pred-
icate partsof schemapelown the dividing line. Elements
of the 1 typearesuchthatlisin . An expres-
sionsuchas 1 stateghat is avalueof type
1,whosenameis  Thestatecomponent®f

aredenotedby and

Z providesa schemacalculusthatallows schemago be
composedIn this papemwe will make useof schemanclu-
sion Considerttheschemaelow:

. 2
1

Schemanclusionmeansthatthe declaration®f thein-

cludedschemaare aggreyatedtextually with the declara-
tions of the including schema.Statecomponentsvith the
samenamemusthave the sametype andthey are unified.
Predicate®f the included schemaare conjoinedwith the
predicatef theincluding schema. 2 is thusex-

actly equialentto thefollowing schema:

Setscan be constructedising setcompehension The
following setcomprehensiomnlefinesthe setof all squares
of evennumbers:

2 0 2

is declaredto be an integer suchthat the remainder
afterdividing by two is zero. Thestatemenafter” ” defines
the elementfor the constructedset. The setof squaresof
even numbers,as a type, can be namedin the following
way:

2 0 2

Z alsosupportsthe definition of axioms,which pertain
globally to a specification. They aredeclaredin Z in the
following way:

1

Herefactorialis definedasarecursvefunctionfrom nat-
ural numbersto positive naturalnumbers. The basecase
is definedasa predicateon the factorialfunction, and the
factorialfunctionis definedfor all non-zeronaturalsin the
normalway.

6. FinessingReal Arithmetic

We now begin to presenessentiaklementsof our spec-
ification. Becaus&Z wasdesignedo specifydiscretestate
systemsjt hasno supportfor continuousmathematicsor
real numbers. (The reasonsare beyond the scopeof this
paper) However, it is importantfor us to representeal
numbersabstractly Thuswe begin by defininganabstract
systemof realnumbersandoperationsn this section.



Weintroduce asagiventype,anddeclared andl to
be elementf thattype.

We introducefunctionsthat abstracthe computatiorof
the sumof a setof reals,aswell asthe sum, productand
guotientof two reals,andreal comparison We declarethe
typesof the functions,but do not constrainthemto satisfy
axiomsof real or floating point arithmetic. We alsointro-
ducethefunction , whichis usedto mapintegers
to reals.

7. Mark ov Chain

Thefirst majorcomponentf the DFT specificatiorthat
we presenis the Markov chain. In this sectionwe specify
thoseaspectsf aMarkov chaintypethatwe needo express
therestof our specification.

We introducea given set andatype alias

, Whichis simply arelationbetweerMarkov

states. Thesetypesdefinethe statesand transitionsof a
Markov chain.

dom 71
ran
dom 72
dom
Jran 0 1
.ran 0 1
dom 73
ran 0

A Markov chain(in our formulation)comprises setof
statesasetof transitionshetweerstatesa setof initial state
probabilities,a setof final stateprobabilities,and a set of
transitionrates. The first two predicateg7.1) statethatthe

transitionsmustbe over the particularsetof states
Thenext four predicate47.2) statethattheinitial andfinal
stateprobabilityfunctionsmusthave astheirdomain ,
andthatthe probabilitiesmustrangefrom 0 to 1 inclusive.
Thefinal pairof predicate$7.3) statethatthe function
musthave asits domainthetransitionsof theMarkov chain,
andtheratesmustbe greatetthanor equalto 0.

The semantic®f the Markov chainareincomplete—we
have not specifiechow thefinal stateprobabilitiesarecom-
putedfrom thetransitionratesandtheinitial stateprobabil-
ities. However, Markov chainsarewell enoughunderstood
thatwe arewilling to elidethedetails.

8. Failur e Automaton

Having specifiedthe Markov chain,we now specifythe
failure automaton.Our overall specificationwill make use
of an typeto represeneventsin a fault tree—basic
eventsor eventassociatedvith gates. We delay specifica-
tion of the detailsof eventsuntil Section10. However, one
detail, , is usedin this section. An isa
uniqueidentifierfor aneventthatpertaingo thateventeven
asit undegoesstatechanges.

A failure automatorstateis a fault tree. In the current
versionof our specificationa faulttreeconsistsdoth of the
state-independemstructuralelementsuchastheidentities
of inputsto gates,aswell asthe state-dependetttributes
suchasspareallocationandeventhistories.

We define a as a map-
ping from and to
. The is theidentifierfor

the basiceventwhoseoccurrenceausesll othereventoc-
currencesn the destinationstatethat had not occurredin
theoriginatingstate.




A failure automatoncomprisesa setof states someof
whicharesystenfailurestatesandasetof transitions.The
first predicatestatesthat ary two statesin the failure au-
tomatonmustdescribethe stateof the samefault tree(i.e.,
the state-independemgartsmatch). The secondpredicate
usessetcomprehensiotio definethe coveredand uncov-
eredfailurestatespasednwhetherthestateis failedasthe
resultof somesequencef basiceventfailures,or whether
thestateis failedastheresultof the singlepointfailureof a
basicevent.

and (not presentedhere)
computethe originating and destinationfailure automaton
states,respectiely, for the transition. The third predi-
cateensureghatthetransitionsmapfrom to ,
and that the transitionis valid. In the interestof space,
weelidethe function.
However, we do elaborate -

Transitionsare valid if threeconditionshold. The first
conditionis that the destinationstatehasa history whose
prefix is the history of the sourcestate. The secondcondi-
tion ensurewalid spareallocation. , hot
presentedhere,stateshat (1) a failed sparegatenot using
a sparecontinuego notusea spare(2) a sparegatewhose
sparebeinguseddid notfail continuego usethatspareand
(3) thatif a sparewasin use,theneitherno spareis in use
in thenext state or alaterspares used.Furtherconstraints
onthe spareshatcanbe usedfor a givenfaulttreewill be
givenlaterin the specificatiorof thesparegate.

Finally, (specification not
shavn) ensureshattheeventwhose is associated
with the transitionis onethat could have causedall of the
newly occurredevents. computeghe
identifier of the “causalevent” thatis responsiblefor the
changen thestatein thefailureautomataThe setof newly
occurredeventsis thetotal setof eventsthathave occurred
in the next stateof the fault tree statemachine but which
werenot occurredin the previous state. This aspects im-
portantbecausd saysthatnonew eventsoccurin thelatter
stateunlessthey were causeddirectly or indirectly, by the
triggeringevent.

This definition of -

resohes Issue#5 by introducingnondeterminism
in the next state. Thereare possiblymultiple valid ways
to satisfythe conditionfor a givensource
stateandcausakvent.

9. Semanticsof Failur e Automata

Having specified and ,
we now specify in two parts,the semanticof a particu-
lar subtypeof failure automatan termsof Markov chains.
The subtype, ,
whoseprecisedefinitionis elided,compriseghosefailure
automatawhose basic event probability distributions are
Weibull or exponentialonly. We begin by specifyingthe
generakonstrainton the functionsthatmapFA statesand
transitiongo Markov chainstatesandtransitions.

_ 1
dom
ran
dom
ran
For a particularfailure automaton andits

correspondindvarkov chain , thereis a bijection
which mapseachfailure automatorstate
to a uniqgue Markov state. mapsone or
morefailure automatortransitionsto a Markov transition.
As describedn Issue#7, differentevent occurrencesan
yield the sameresultingfailure automatorstatefrom a par
ticular failure automatorstate. As a result,theremay be
multiple arcsbetweerntwo statesn thefailureautomaton.
We now specifythe detailedconstrainton the stateand
transitionmappings:

1
:dom ; 91
92

ran
1 #
0

93
94




(elided)computegheeventin afaulttreethat
correspondso aneventidentifier
Predicated.1 stateghateachtransitionin thefailureau-
tomatonthat mapsfrom to  mustcorrespondo the
Markov transition that maps statesin the Markov chain
whichcorrespondo and
Predicate9.2 assignsinitial state probabilitiesfor the
Markov chain. isthesetof initial states—thosthatarent
the destinatiornstateof a transition. If  is aninitial state
in the Markov chain,thenit hasaninitial stateprobability
equatlto onedividedby thetotalnumberof startingstates|f
is notaninitial state thenit hasaninitial stateprobability
equalto zero.
Predicate9.3 specifiesthat the ratesfor the Markov
chain are computedfrom the failure automatonusing the
functiondescribedelow. Predi-
cate9.4 stateghatthe systentailure probabilityis equalto
the sumof thefinal stateprobabilitiesfor all of the system
failurestates.

, hotdescribedere,computes
the transitionratefor eachMarkov transitionbasedon the
characteristic®f the failure automatortransitionsandthe
missiontime. Thereare four componentf the Markov
transitionrate. Thefirstis thehazardrateof the basicevent,
which is computedbasedon the basicevent's failure dis-
tribution. The seconds the sparingscalefactor which ac-
countsfor multiple non-determinististatesresultingfrom
sparegate contentionfor spares(issue#2). The sparing
scalefactorevenlydistributestherateof transitionby divid-
ing thetransitionrateby the numberof (non-deterministic)
next states.The third aspectof the transitionrate compu-
tationis the coveragefactor which accountgor uncovered
failures,wherebasiceventscanhave a small probability of
causingsystemfailure irrespectve of the failure relation-
shipsmodeledby the fault tree. The final componentis a
replicationscalefactor that both adjustsfor the increased
rateresultingfrom additionalcomponentsand adjustsfor
basicevent replicateswhich may be unusedsparedailing
atareducedate.

10. Fault Tree

In this sectionwe provide the specificationof AND,
PAND, andsparegatesaswell asthe specificatiorof basic
events. We elide the specificationof the OR, KOFM, and
FDEPconstructsLastly, we specifythefault treeitself.

10.1 Eventsand BasicEvents

An eventcaneitherbea gateor a basicevent. Therepli-
cationfor gateswill be constrainedo 1. Notethatin the
face of replication, a basic event can be “not occurred”,
where 0, “partially occurred”,where

0 , or “fully occurred”,
where

1 101

This schemaformalizesthe notion of an event, which
hasanidentifier, a replicationvalue(lssue#1), anda state-
dependentomponentfor the numberof occurredrepli-
cates.

dom
dom
dom

The schemamodularizesthe state and
predicatesof a fault tree that are relatedto basicevents.
In particular thereis a setof eventsthat are basicevents,
aswell asa dormang, coverage,anddistribution for each
basicevent. The predicatesstatethat dormang, coverage
modelsanddistributionsare definedonly for basicevents,
andthatall dormang valuesarenon-neyative.

10.2 AND Gates

The gatesin a faulttreearesimply a finite setof events
whosestateis specifiedn termsof anassociatedequence
of inputs. For the combinatorialAND, OR, and KOFM
gateswe overspecifyby usinga sequencef inputsinstead
of a setbecausehis allows usto treatinputsto gatesuni-
formly. Input orderingis strictly needecdbnly for dynamic
gateslike PAND, thatareordersensitve.

Below is thespecificatiorof the AND gate:

iseq
1 102
dom 103
ran 104
1
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is the setof all AND gatesin a fault tree.
is a partial function from eventsto non-emptyse-
guencesof eventsthat do not containrepeatedelements.
is a partialfunctionbecausdasiceventsareevents
but do not have inputs. Recall that becausewe are us-
ing schemagor modularizationthe functionin this
schemandlater gateschemasre the samewhenwe later
conjointhemin the specificationusingschema
inclusion. Thatis, the domainof will betheunion
of all thegatesn thefaulttree.

Predicatel0.2 statesthat eachAND gatemusthave a
replicationof 1. Thisis arequirementhatwe will impose
for all gates,in keepingwith the currentwidely accepted
definitions. However, this specificatioraccommodatethe
possibility of later expandingthe notion of replicationto
includegates.

Predicatel 0.3 stateshatevery AND gatemusthave an
associatedequenc®f inputs. Thelasttwo predicatesie-
fine the stateof the AND gatewith respectto the inputs.
Predicatel 0.4 stateshatan AND gateoccursif all of the
inputsarefully occurred,and predicatel0.5 statesthat it
doesnotoccurotherwise.

10.3 PAND Gates

In this sectionwe first formalizethe notion of a history
of events,andthen usethat specificationto provide a se-
manticsfor PAND gates.

representghe stateof all the
eventsfor a fault tree. Note that this doesnot capturethe
entirestateof thefaulttree;in particular the stateof spare
gatesusingsparess notmodeled.
tiseq
1 o#

A (Issue#4) is specifiedhere as a sequence
of (withoutrepeate@lementsjhat
representshe changingstateof the fault tree over a setof
discretetime steps.Every stepin the history hasthe same
setof events,althoughthe eventstatescanchange(the set
of eventidentifiersis constantto be precise).

Note that mary historiesareinvalid in the context of a
particularfaulttree,becaus¢hefaulttreesemanticsmpose
certainconstraints.For example,an eventassociateavith
an AND gatemustoccurwhenall input eventshave oc-
curred. Valid historiesare also subjectto the constraints
imposedby spareallocationandfunctionaldependencies.

We cannow specifythesemanticef thePAND gatesn a
faulttree. Recallthattheinputsto a gatemaybereplicated
basicevents. We mustmale a distinctionbetweenthe in-
orderfailure of theinputs,versushein-orderfailure of the

replicatesAs mentionecearlier Issue#lregardingthelack
of orderingof replicatescomplicatesthe semanticof the
PAND.

Thereareseveral possiblesemanticghat canbe usedin
this case.For example,the inputscould be consideredn-
orderif thefirst failure of eachreplicatedinput occursin
order The semanticave have chosens thattheinputsfail
in orderif all the replicatesn position fail in orderwith
respecto all thereplicatesn positionsafter .

Anothercomplicationin the semanticof the PAND is
whethettheterm*in order’meansstrictly in orderornot. In
this specificationandin the following discussiornordering
is not strict. Thatis, the simultaneoudailure of any two
replicatesis consideredo be “in order”, evenif the two
replicatesarein differentinputsto the gate.

iseq

dom

In the specificationabove, the gateoccursif the inputs
are all failed, andthey all failedin order The gatedoes
not occurotherwise. Note the additionalstatecomponent

, whichis usedby

_: iseq
siseq
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Givenahistoryandasequencef events thevalueof the
functionis trueif the repli-

catesin eachpositionfail beforeor atthe sametime asthe
replicatesn laterpositions.Predicatel 0.6stateghatall the
inputsmustbefully occurredandpredicatel0.7 stateshat
the eventat position mustbe fully occurredat or before
thetime atwhich thefirst replicateat position 1 occurs.
Thisspecificatiorresoheslssue#1 involving thelack of or-
deringof basiceventreplicatesandlssue#6 involving the
caseof simultaneousailureof replicateof differentinputs.

10.4 SpareGates

In this sectionwe presenthe gate-lerel specificationof
the sparegate,which specifieghe stateof the gateandin-



variantson the stateregardingthe useof sparesjndepen-
dentof the stateof theoverallfaulttree.
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Spare gates are events having associatedinputs.
is a partial functionthat specifieswhich spare
is in useby asparegate.Thefunctionis partialbecauseot
all eventsaresparegatesandsparegatesuseno sparewhen
they arefailed. (elided)specifies
the numberof sparegatesusingreplicatesof a givenrepli-
catedbasicevent. The predicatesreexplainedas:

(10.8)Every sparegatehasareplicationof 1.

(10.9) Only sparegatescan use sparesfrom a pool.
Thedomainof is notequalto
becausdailedsparegatesdo notuseary spare.

(10.10) Every sparegatethat usesa spareusesone
from apoolthatis in its input sequence.

(10.11) The numberof sparegatesusingary pool of
sparesnustbe lessthanor equalto the numberof op-
erationalreplicatesof thepool.

(10.12)For every sparegatethatis usinga sparepool
in aparticularpositionin its inputlist, all poolsbefore
thatpoolin the inputslist mustbe fully utilized. (All

replicatesarein useby othersparegatesor arefailed.)

(10.13)For all sparegateshatarenotusingany spare
from ary pools, eachof the pools mustbe fully uti-
lized. (All replicatesarein useby othersparegatesor
arefailed.)

(10.14)Thegateis operationalf asparéds beingused,
andfailedotherwise.

Therearetwo major differencesetweerthe sparegate
specificatiorpresentedhereandthe previous,informal def-
initions of the CSR WSRE andHSP gates. The first is that
the previousdefinitionsof sparegatesstipulatecthata par
ticular input, calledthe primary, would be usedfirst. Con-
straintswere placedon the primaryin orderto ensurethat
the CSR WSPR or HSPwould alwaysbe operationain the
starting stateof the failure automaton. We removed this
restrictionin orderto provide a more abstractsparegate
whoseinputsaretreateduniformly.

The secondchangeis thatthereis no longera “temper
ature” (cold, warm or hot) for the sparegate. Insteadthe
attenuatiorof the failure rate of an unusedunfailedrepli-
cateof abasiceventis dictatedsolelyby thedormang. This
changeesoleslssue#3, providing moreorthogonalitybe-
tweensparegatesand basic eventsand removing restric-
tionson sharingof spareamongsparegates.

10.5 The Fault Tree

We now presentthe specification, which
placesconstraintson the valid integrationof fault treeele-
ments.This specificatiorcompleteghe specificatiorof the
failureautomatordescribeckarlier We begin by presenting
theconstraintonthe gateeventsandbasicevents:

. 1
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1016
1 2 1 2 1 2 1017
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.ran ran
1
1019
The 1 schemausesschemanclusionto com-

bine the schemador the variouskinds of gatesand basic
eventsinto anoverall specificationldenticallynamedstate
componentsn the includedschemasarememgedin there-
sultingschemaandall of thepredicatepartsof theincluded
schemasreimplicitly includedandconjoined. The addi-
tional constraintstipulatedherestatethefollowing:

(10.15)An eventis eithera basicevent,an AND gate,



an OR gate,a KOFM gate,a PAND gate,or a spare
gate.

(10.16) Gatesareall the eventsin a fault tree except
for thebasicevents.

(10.17)Eventidentifiersareunique

(10.18)The systemfailure eventmustbe from the set
of events,andit cannotbeaninputto ary gate.

(10.19)Thelastsystenstatein the historymustmatch
thecurrentstate.

We now presentheremaindeiof thefaulttreespecifica-
tion, usingschemanclusionto extendthe previous specifi-
cation.
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Finally, Tthe schemaxtendsthe 1
schemaivenabove. A faulttreecanbein oneof threema-
jor statesoperationalfailedasaresultof theoccurrencef
the system-Ilgel failure event, andfailed dueto the occur
renceof an uncoveredfailure that“takesdown” the whole
system. The statecomponent identifiesthe
system-lgel failure event,while expressesvhich of
thethreepossiblemajorstatesafaulttreeis in.

Thepredicatesreexplainedas:

(10.20) All gatesmust be connectedo the toplevel
gate. (elided) specifieswhetherone event
is aninputto anotherwhetherdirectly or indirectly.

(10.21) The inputs to eachsparegate mustbe basic
events. This is an areawherethe specificationcould
possiblybe generalizedo allow ary type of gateasa
spare.

(10.22)Inputsto sparegatescannot beinputsto other
gates. Note that inputsto sparegatesare allowed to
beinputsto othersparegatesandinputsto functional
dependencies.

(10.23)Theinputsto eachsequencenforcermustbe
eventsin thefaulttree.

(10.24)Thetriggersfor functionaldependenciesiust
beeventsin thefaulttree.

(10.25)Thedependeninputsto the functionaldepen-
denciesmustbebasicevents.

(10.26)A faulttreecannotbeoperationaif thesystem
level eventhasoccurred.

11. Semanticsof Fault Trees

In this section,we completethe definition of the map-
ping from DFTsto FAs. Every valid fault tree hasa cor
respondingailure automata.ln previous sectionswe have
specifiedhenotionsof and .
Giventhesesemantiacdomains the mappingbetweerthem
is straightforvard:

Becauseachfailureautomatastateis simply afaulttree
in a particularfailure configuration,we needonly estab-
lish thatthe state-independenbmponentsf thefailureau-
tomatonstatescorrespondo the state-independerbmpo-
nentsof theparticularfaulttreewhosesemanticsve wishto
express.We usethe
relationto ensurethat the fault tree matcheseachof the
states, disregarding event failures, spareallocation, and
otherstate-dependeiaispects.

12. RelatedWork

Thesemanticof staticgatesandbasiceventshadprevi-
ouslybeendefinednformally in termsof probabilitytheory
[10]; anddynamicgateshave beenspecifiedinformally in
termsof Markov chains[3, 5, 6, 8]. However, to the best
of our knowledge,our work is thefirst attemptto presenta
mathematicallyprecise abstractandreasonablycomplete
semanticdor dynamicfault trees(or for staticfault trees,
for thatmatter).

In earlierwork we usedZ to definepreciselythe mean-
ing of certaindynamicfault treegatesandthe structureof
a dynamicfault tree[4]. However, we did not attemptto
formalizethe semanticof a dynamicfault treeasa whole
in termsof an underlyingsemanticdomain(e.g., Markov
chains)aswe doin this paper



Our work is analogougto that of Abowd, Allen, and
Garlan[1], who usedZ to formalize software architec-
tural diagrammingnotations. They useZ to formally de-
fine the componentand connectordypically usedin such
diagrams. Using this formalism, the authorsthen usethe
framework to performanalysedoth within and acrossar-
chitecturaktyles.We obsenethatthereis aneedfor formal
semanticgor modelingframewnorks usedin a wide variety
of engineeringools; andwe provide a semanticfor one
suchframework in particular

13. Conclusion

Mitigating the risk that adwerse engineeringdecisions
will be madeon the basisof invalid resultsproducedby
computationamodelingandanalysigoolsrequireghatthe
semanticof the modelingframavorks that suchtools im-
plementbe definedprecisely completelyin areasof uncer
tainty, andabstractly Theexistenceof suchspecificationss
necessaryor the validationof suchmodelingframeaworks,
asabasisfor sounduserdocumentationasatargetfor pro-
gram implementationand verification, and as a definitive
definitionof the scientificbasisof the modelingmethod.

None of the kinds of specificationghat are mostcom-
monly used today—naturallanguage,semanticsfor se-
lectedspecialcasesandsourcecode—caradequatelyneet
theserequirements Formal methodsfor precisespecifica-
tion exist; yet, formal semanticdefinitions for modeling
frameworks for engineeringare rarely presented.Nor do
software engineeringand languagesesearchersully un-
derstanchow to createconditionsunderwhich thesetech-
niguescanbe usedprofitably.

We have presentedan approachto addressingthis
problembasedon multi-disciplinarycollaboratiorbetween
specificatioranddomainexperts.We usedthe specification
languag€e’ to definesemanticsn the denotationaktyle for
a framework for dynamicfault tree analysisthat supports
several subtle modeling constructs. An importantfuture
taskis a rigorousreview of the specificationwith a group
of expertsin reliability engineeringo morefully validate
the specification. We also plan to undertale someformal
validationusingtheoremproving toolsto aid in the formal
proofthatthe specificatiorhascertaindesiredproperties.

The resultsof this work fall into two categories. First,
we presenthefirst fully formal semanticdor animportant
new modelingframework, thusstrengtheninghe scientific
foundationdor thatwork, andproviding abasisfor thecon-
structionof trustworthy software tools. Second,we have
shawvn that it is feasibleto employ existing formal spec-
ification techniquedo develop precise,abstractspecifica-
tionsfor practicalframeavorks. Ourspecificatioris notfully
complete.For example,we have no axiomatizatiorof real
or computerarithmetic. Nor have we fully specifiedim-

portantaspect®f a modularapproacho dynamicfaulttree
analysisin which comple treesare brokeninto partsand
analyzedseparatelyHowever, our work appearso demon-
strateboththeimportanceandthe practicalityof developing
suchaspecificationWe arenow developingthismorecom-
pletespecification.
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