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Abstra t

In the mid 1980's, Yao presented a onstant-round proto ol for se urely omputing any twoparty fun tionality in the presen e of semi-honest adversaries (FOCS 1986). In this paper, we
provide a omplete des ription of Yao's proto ol, along with a rigorous proof of se urity. Despite
the importan e of Yao's proto ol to the theory of ryptography, and in parti ular to the eld of
se ure omputation, to the best of our knowledge, this is the rst time that an expli it proof of
se urity has been published.

1 Introdu tion
In the setting of two-party omputation, two parties with respe tive private inputs x and y, wish
to jointly ompute a fun tionality f (x; y) = (f1 (x; y); f2 (x; y)), su h that the rst party re eives
f1 (x; y) and the se ond party re eives f2 (x; y). This fun tionality may be probabilisti , in whi h
ase f (x; y) is a random variable. Loosely speaking, the se urity requirements are that nothing
is learned from the proto ol other than the output (priva y), and that the output is distributed
a ording to the pres ribed fun tionality ( orre tness). The de nition of se urity that has be ome
standard today [10, 11, 1, 4℄ blends these two onditions. In this paper, we onsider the problem of
a hieving se urity in the presen e of semi-honest (or passive) adversaries who follow the proto ol
spe i ation, but attempt to learn additional information by analyzing the trans ript of messages
re eived during the exe ution.
The rst general solution for the problem of se ure two-party omputation in the presen e of
semi-honest adversaries was presented by Yao [15℄. Later, solutions were provided for the multiparty and mali ious adversarial ases by Goldrei h et al. [9℄. These ground-breaking results essentially began the eld of se ure multiparty omputation and served as the basis for ountless papers.
In addition to its fundamental theoreti ontribution, Yao's proto ol is remarkably eÆ ient in that
it has only a onstant number of rounds and uses one oblivious transfer per input bit only (with
no additional oblivious transfers in the rest of the omputation). Unfortunately, to the best of our
knowledge, a full proof of se urity of Yao's proto ol has never been published. Our motivation for
publishing su h a proof is twofold. First, Yao's result is entral to the eld of se ure omputation.
This is true both be ause of its histori importan e as the rst general solution to the two-party
problem, and be ause many later results have relied on it in their onstru tions. As su h, having a
rigorous proof of the result is paramount. Se ond, the urrent situation is very frustrating for those
who wish to study se ure multiparty omputation, but are unable to nd a omplete presentation
of one of the most basi results in the eld. We hope to orre t this situation in this paper.
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Yao's proto ol [15℄. Let f be a polynomial-time fun tionality (assume for now that it is deterministi ), and let x and y be the parties' respe tive inputs. The rst step is to view the fun tion
f as a boolean ir uit C . In order to des ribe Yao's proto ol, it is helpful to rst re all how su h
a ir uit is omputed. Let x and y be the parties' inputs. Then, the ir uit C (x; y) is omputed
gate-by-gate, from the input wires to the output wires. On e the in oming wires to a gate g have
obtained values ; 2 f0; 1g, it is possible to give the outgoing wires of the gate the value g( ; ).

The output of the ir uit is given by the values obtained in the output wires of the ir uit. Thus,
essentially, omputing a ir uit involves allo ating appropriate zero-one values to the wires of the
ir uit. In the des ription below, we refer to four di erent types of wires in a ir uit: ir uit-input
wires (that re eive the input values x and y), ir uit-output wires (that arry the value C (x; y)),
gate-input wires (that enter some gate g), and gate-output wires (that leave some gate g).
We now present a high-level des ription of Yao's proto ol. The onstru tion is a tually a
\ ompiler" that takes any polynomial-time fun tionality f , or a tually a ir uit C that omputes
f , and onstru ts a proto ol for se urely omputing f in the presen e of semi-honest adversaries. In
a se ure proto ol, the only value learned by a party should be its output. Therefore, the values that
are allo ated to all wires that are not ir uit-output, should not be learned by either party (these
values may reveal information about the other party's input that ould not be otherwise learned
from the output). The basi idea behind Yao's proto ol is to provide a method of omputing a
ir uit so that values obtained on all wires other than ir uit-output wires are never revealed. For
every wire in the ir uit, two random values are spe i ed su h that one value represents 0 and the
other represents 1. For example, let w be the label of some wire. Then, two values kw0 and kw1 are
hosen, where kw represents the bit . An important observation here is that even if one of the
parties knows the value kw obtained by the wire w, this does not help it to determine if  = 0 or
 = 1 (be ause both kw0 and kw1 are identi ally distributed). Of ourse, the diÆ ulty with su h
an idea is that it seems to make omputation of the ir uit impossible. That is, let g be a gate
with in oming wires w1 and w2 and output wire w3 . Then, given two random values k1 and k2 ,
it does not seem possible to ompute the gate be ause  and  are unknown. We therefore need a
method of omputing the value of the output wire of a gate (also a random value k30 or k31 ), given
the value of the two input wires to that gate. In short, this method involves providing \garbled
omputation tables" that map the random input values to random output values. However, this
mapping should have the property that given two input values, it is only possible to learn the output
value that orresponds to the output of the gate (the other output value must be kept se ret). This
is a omplished by viewing the four possible inputs to the gate k10 ; k11 ; k20 ; k21 as en ryption keys.
Then, the output values k30 and k31 , whi h are also keys, are en rypted under the appropriate keys
from the in oming wires. For example, let g be an OR gate. Then, the key k31 is en rypted under
the pairs of keys asso iated with the values (1; 1), (1; 0) and (0; 1). In ontrast, the key k30 is
en rypted under the pair of keys asso iated with (0; 0). See Table 1 below.

input wire w1 input wire w2 output wire w3 garbled omputation table
k10
k20
k30
Ek10 (Ek20 (k30 ))
k10
k21
k31
Ek10 (Ek21 (k31 ))
1
0
1
k1
k2
k3
Ek11 (Ek20 (k31 ))
k11
k21
k31
Ek11 (Ek21 (k31 ))
Table 1: Garbled OR Gate
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Noti e that given the input wire keys k1 and k2 orresponding to and , and the four table
values (found in the fourth olumn of Table 1), it is possible to de rypt and obtain the output wire
key k3g( ; ) . Furthermore, as required above, this is the only value that an be obtained (the other
keys on the input wires are not known and so only a single table value an be de rypted). In other
words, it is possible to ompute the output key k3g( ; ) of a gate, and only that key, without learning
anything about the real values , or g( ; ). (We note that the values of the table are randomly
ordered so that a key's position does not reveal anything about the value that it is asso iated with.
Despite this random ordering, the spe i onstru tion is su h that given a pair of input wire keys,
it is possible to lo ate the table entry that is en rypted by those keys.)
So far we have des ribed how to onstru t a single garbled gate. A garbled ir uit onsists
of garbled gates along with \output de ryption tables". These tables map the random values on
ir uit-output wires ba k to their orresponding real values. That is, for a ir uit-output wire w,
the pairs (0; kw0 ) and (1; kw1 ) are provided. Then, after obtaining the key kw on a ir uit-output
wire, it is possible to determine the a tual output bit by omparing the key to the values in the
output de ryption table.1 Noti e that given the keys asso iated with inputs x and y, it is possible
to (obliviously) ompute the entire ir uit gate-by-gate. Then, having obtained the keys on the
ir uit-output wires, these an be \de rypted" providing the result C (x; y).
The above onstru tion an be des ribed metaphori ally using \lo ked boxes". The basi idea,
as above, is that every wire is allo ated two padlo k keys; one key is asso iated with the bit zero
and the other with the bit one. Then, for ea h gate four doubly-lo ked boxes are provided, where
ea h box is asso iated with a row in the truth table omputing the gate (i.e., one box is asso iated
with inputs (0; 0), another (0; 1) and so on). The four boxes are lo ked so that ea h pair of keys
(one from ea h input wire) opens exa tly one box. Furthermore, in ea h box a single key relating
to the output wire of the gate is stored. This key is hosen so that it orre tly asso iates the input
bits to the output bit of the gate. (For example, if the keys that open the box are asso iated
with 0 and 1 and the gate omputes the and fun tion, then the key inside the box is the key
asso iated with 0 in the output wire.) The rst important observation is that given the set of keys
that are asso iated with the parties' inputs, it is possible to \ ompute the ir uit" by opening the
lo ked boxes one at a time (for ea h gate, only one box will open). The pro ess on ludes at the
output-gate boxes, whi h an ontain the a tual output rather than a key. The se ond important
observation is that the omputation of the ir uit reveals absolutely no information beyond the
output itself. This is due to the fa t that the keys are not labelled and so it is impossible to know
if a given key is asso iated with zero or with one. This all holds under the assumption that the
keys asso iated with the ir uit-input wires are obtained in an \oblivious manner" that does not
reveal the asso iation with the parties' inputs. Furthermore, we must assume that only a single
set of keys is provided (and so in ea h gate only a single box an opened). Of ourse, in the a tual
garbled- ir uit onstru tion, double-en ryption repla es doubly-lo ked boxes and de ryption keys
repla e physi al padlo k keys.
We now pro eed to informally des ribe Yao's proto ol. In this proto ol, one of the parties,
hen eforth the sender, onstru ts a garbled ir uit and sends it to the other party, hen eforth the
re eiver. The sender and re eiver then intera t so that the re eiver obtains the input-wire keys
that are asso iated with the inputs x and y (this intera tion is des ribed below). Given these keys,
the re eiver then omputes the ir uit as des ribed, obtains the output and on ludes the proto ol.
This des ription only shows how the re eiver obtains its output, while ignoring the output of the
sender. However, the re eiver's output an in lude the sender's output in en rypted form (where
1 Alternatively, in the output gates it is possible to dire tly en rypt 0 or 1 instead of kw0 or kw1 , respe tively.
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only the sender knows the de ryption key). Then, the re eiver an just forward the sender its
output at the end of the omputation. Sin e the sender's output is en rypted, the re eiver learns
nothing more than its own output, as required.
It remains for us to des ribe how the re eiver obtains the keys for the ir uit-input wires. Here
we di erentiate between the inputs of the sender and the inputs of the re eiver. Regarding the
sender, it simply sends the re eiver the values that orrespond to its input. That is, if its ith input
bit is 0 and the wire wi re eives this input, then the sender just hands the re eiver the string ki0 .
Noti e that sin e all of the keys are identi ally distributed, the re eiver an learn nothing about
the sender's input from these keys. Regarding the re eiver, this is more problemati . The sender
annot hand it all of the keys pertaining to its input (i.e., both the 0 and 1 keys on the re eiver's
input wires), be ause this would enable the re eiver to ompute more than just its output. (For a
given input x of the sender, this would enable the re eiver to ompute C (x; y~) for every y~. This is
mu h more information than a single value C (x; y).) On the other hand, the re eiver annot openly
tell the sender whi h keys to send it, be ause then the sender would learn the re eiver's input.
The solution to this is to use a 1-out-of-2 oblivious transfer proto ol [13, 6℄. In su h a proto ol, a
sender inputs two values x0 and x1 (in this ase, kw0 and kw1 for some ir uit-input wire w), and
a re eiver inputs a bit  (in this ase, orresponding to its appropriate input bit). The out ome
of the proto ol is that the re eiver obtains the value x (in this ase, the key kw ). Furthermore,
the re eiver learns nothing about the other value x1  , and the sender learns nothing about the
re eiver's input . By having the re eiver obtain its keys in this way, we obtain that (a) the sender
learns nothing of the re eiver's input value, and (b) the re eiver obtains only a single set of keys
and so an ompute the ir uit on only a single value, as required. This ompletes our high-level
des ription of Yao's proto ol.

Related work. Sket hes of Yao's proto ol have appeared in a number of pla es; see, for example,
[2, 12, 7℄. In addition, an extension of Yao's proto ol to the multiparty ase was presented in [3℄,
with a full proof in [14℄. This work also ontains an impli it des ription (and proof) of Yao's
proto ol. We remark also that a full proof of [9℄ has re ently appeared in [7℄.

2 De nitions
We denote the length of the inputs and the se urity parameter by n. We say that a fun tion ()
is negligible in n (or just negligible) if for every positive polynomial p() and all suÆ iently large
n's it holds that (n) < 1=p(n). Let S be an in nite set and let X = fXs gs2S and Y = fYs gs2S
be distribution ensembles. We say that X and Y are omputationally indistinguishable, denoted
X  Y , if for every non-uniform probabilisti polynomial-time distinguisher D and all suÆ iently
large s 2 S , jPr[D(Xs ) = 1℄ Pr[D(Ys ) = 1℄j is negligible in jsj. Finally, for a probabilisti ma hine
M , we denote by a M (x) the event of obtaining a by invoking M on input x and a uniformly
hosen random tape.

2.1 Se ure Two-Party Proto ols for Semi-Honest Adversaries
The model that we onsider here is that of two-party omputation in the presen e of stati semihonest adversaries. Su h an adversary ontrols one of the parties (stati ally, and so at the onset of
the omputation) and follows the proto ol spe i ation exa tly. However, it may try to learn more
information than allowed by looking at the trans ript of messages that it re eived. Sin e we only
onsider stati semi-honest adversaries here, we will sometimes omit the quali ation that se urity
4

is with respe t to su h adversaries only. The de nitions presented here are a ording to Goldrei h
in [7℄.

Two-party omputation. A two-party proto ol problem is ast by spe ifying a random pro ess
that maps pairs of inputs to pairs of outputs (one for ea h party). We refer to su h a pro ess as
a fun tionality and denote it f : f0; 1g  f0; 1g ! f0; 1g  f0; 1g , where f = (f1 ; f2 ). That
is, for every pair of inputs x; y 2 f0; 1gn , the output-pair is a random variable (f1 (x; y); f2 (x; y))
ranging over pairs of strings. The rst party (with input x) wishes to obtain f1 (x; y) and the
se ond party (with input y) wishes to obtain f2 (x; y). We often denote su h a fun tionality by
(x; y) 7! (f1 (x; y); f2 (x; y)). Thus, for example, the oblivious transfer fun tionality is spe i ed by
((z0 ; z1 ); ) 7! (; z ), where  denotes the empty string. When the fun tionality f is probabilisti ,
we sometimes use the notation f (x; y; r), where r is a uniformly hosen random tape used for
omputing f .
Priva y by simulation. Intuitively, a proto ol is se ure if whatever an be omputed by a
party parti ipating in the proto ol an be omputed based on its input and output only. This is
formalized a ording to the simulation paradigm. Loosely speaking, we require that a party's view
in a proto ol exe ution be simulatable given only its input and output.2 This then implies that the
parties learn nothing from the proto ol exe ution itself, as desired.
De nition of se urity. We begin with the following notation:
 Let f = (f1 ; f2) be a probabilisti polynomial-time fun tionality and let  be a two-party
proto ol for omputing f .
 The view of the ith party (i 2 f1; 2g) during an exe ution of  on (x; y) is denoted viewi (x; y)
and equals (x; ri ; mi1 ; :::; mit ), where ri equals the ontents of the ith party's internal random
tape, and mij represents the j th message that it re eived.

 The output of the i

party during an exe ution of  on (x; y) is denoted outputi (x; y) and an be
omputed from its own view of the exe ution. Denote output (x; y) = (output1 (x; y); output2 (x; y)).
th

De nition 1 (se urity w.r.t. semi-honest behavior): Let f = (f1 ; f2 ) be a fun tionality. We say
that  se urely omputes f in the presen e of stati semi-honest adversaries if there exist probabilisti
polynomial-time algorithms S1 and S2 su h that

f(S (x; f (x; y)); f (x; y))gx;y2f ; g  f(view (x; y); output (x; y))gx;y2f ; g
f(S (y; f (x; y)); f (x; y))gx;y2f ; g  f(view (x; y); output (x; y))gx;y2f ; g
where jxj = jyj.
1

2

1

01

1

01

(1)

2

01

2

01

(2)

Equations (1) and (2) state that the view of a party an be simulated by a probabilisti polynomialtime algorithm given a ess to the party's input and output only. We emphasize that the adversary
2 A di erent de nition of se urity for multiparty omputation ompares the output of a real proto ol exe ution
to the output of an ideal omputation involving an in orruptible trusted third party. This trusted party re eives
the parties' inputs, omputes the fun tionality on these inputs and returns to ea h their respe tive output. Loosely
speaking, a proto ol is se ure if any real-model adversary an be onverted into an ideal-model adversary su h that the
output distributions are omputationally indistinguishable. We remark that in the ase of semi-honest adversaries,
this de nition is equivalent to the (simpler) simulation-based de nition presented here; see [7℄.
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here is semi-honest and therefore the view is exa tly a ording to the proto ol de nition. We note
that it is not enough for the simulator Si to generate a string indistinguishable from viewi (x; y).
Rather, the joint distribution of the simulator's output and the fun tionality output f (x; y) must be
indistinguishable from (viewi (x; y); output (x; y)). This is ne essary for probabilisti fun tionalities;
see [4, 7℄ for a full dis ussion.

A simpler formulation for deterministi fun tionalities. In the ase that the fun tionality
f is deterministi , a simpler de nition an be used. Spe i ally, we do not need to onsider the
joint distribution of the simulator's output with the proto ol output. Rather we separately require
that
foutput (x; y))gx;y2f0;1g  ff (x; y)gx;y2f0;1g
and in addition, that there exist S1 and S2 su h that:

fS (x; f (x; y))gx;y2f ; g  fview (x; y)gx;y2f ; g
fS (y; f (x; y))gx;y2f ; g  fview (x; y)gx;y2f ; g
1

2

1

01

1

01

(3)

2

01

2

01

(4)

The reason that this suÆ es is that when f is deterministi , output (x; y) must equal f (x; y).
Furthermore, the distinguisher for the ensembles an ompute f (x; y) by itself (be ause it is given
x and y whi h are the indi es of the ensemble). See [7, Se tion 7.2.2℄ for more dis ussion.

Deterministi same-output fun tionalities. We say that a fun tionality f = (f1 ; f2 ) is sameoutput if f1 = f2 . In our presentation, we will show how to se urely ompute deterministi same

output fun tionalities only. This suÆ es for obtaining se ure proto ols for arbitrary probabilisti
fun tionalities.
In order to see this, rst note that given a proto ol for se urely omputing any deterministi
fun tionality, it is possible to onstru t a se ure proto ol for omputing any probabilisti fun tionality as follows. Let f = (f1 ; f2 ) be a probabilisti fun tionality. Then, de ne a deterministi
fun tionality f 0 ((x; r); (y; s)) = f (x; y; r  s) and assume that we have a se ure proto ol 0 for
omputing f 0 . Now, the following is a se ure proto ol  for omputing f . Upon respe tive inputs x; y 2 f0; 1gn , parties P1 and P2 hoose uniformly distributed strings r 2R f0; 1gq(n) and
s 2R f0; 1gq(n) , respe tively, where q(n) is an upper bound on the number of random bits used to
ompute f . They then invoke the proto ol 0 for se urely omputing f 0 in order to both obtain
f 0 ((x; r); (y; s)) = f (x; y; r  s). The fa t that this yields a se ure proto ol for omputing f was
formally proved in [7, Se tion 7.3℄. Note that the size of the ir uit omputing f 0 is of the same
order as the size of the ir uit omputing f . The only di eren e is that the ir uit for f 0 has jrj
additional ex lusive-or gates, where jrj is the length of f 's random tape.
So far we have shown that it suÆ es to onsider deterministi fun tionalities. Next, we show that
the restri tion to same-output fun tionalities is also not a limitation. That is, as above it is possible
to onstru t a se ure proto ol for omputing arbitrary fun tionalities from a se ure proto ol for
omputing same-output fun tionalities. In parti ular, let f = (f1 ; f2 ) be an arbitrary fun tionality
and de ne the same-output fun tionality f 0 as follows: f 0((x; r); (y; s)) = (f1 (x; y)  r k f2 (x; y)  s)
where akb denotes the on atenation of a with b. Now, given a se ure proto ol 0 for omputing
the same-output fun tionality f 0 , it is possible to se urely ompute the fun tionality f = (f1 ; f2 ).
As above, upon respe tive inputs x; y 2 f0; 1gn , parties P1 and P2 hoose uniformly distributed
strings r 2R f0; 1gq(n) and s 2R f0; 1gq(n) , respe tively, where q(n) is an upper bound on the output
length of f on inputs of length n. They then invoke the proto ol 0 for se urely omputing f 0 in
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order to both obtain f 0 ((x; r); (y; s)); denote the rst half of this output by v and the se ond half
by w. Then, upon re eiving (v; w), party P1 omputes v  r and obtains f1 (x; y). Likewise, upon
re eiving (v; w), party P2 omputes w  s and obtains f2(x; y). It is easy to see that the resulting
proto ol se urely omputes f . This is due to the fa t that r ompletely obs ures f1 (x; y) from P2
and likewise s ompletely obs ures f2 (x; y) from P1 . Thus, neither party learns more than its own
input. (In fa t, the strings f1 (x; y)  r and f2 (x; y)  s are uniformly distributed and so are easily
simulated.) As above, the size of the ir uit omputing f 0 is of the same order as the size of the
ir uit omputing f . The only di eren e is that f 0 has one additional ex lusive-or gate for every
ir uit-output wire.
Sin e it suÆ es to onsider deterministi same-output fun tions only, we will present Yao's
proto ol for this simpler ase. The generalization to arbitrary probabilisti fun tionalities will then
be derived by orollary from the above arguments.

3 Tools
3.1 \Spe ial" Private-Key En ryption
Our onstru tion uses a private-key en ryption s heme that has indistinguishable en ryptions for
multiple messages. Informally speaking, this means that for every two (known) ve tors of messages
x and y, no polynomial-time adversary an distinguish an en ryption of the ve tor x from an
en ryption of the ve tor y. We stress that a ording to our onstru tion of Yao's garbled ir uit,
the en ryption s heme must be se ure for multiple messages. Therefore one-time pads annot be
used. In our proof of se urity, we will a tually use an en ryption s heme that is se ure under hosenplaintext atta ks (stri tly speaking this is not ne essary, but it does simplify the presentation). We
refer the reader to [7, Chapter 5℄ for formal de nitions of se ure en ryption.
We will require an additional property from the en ryption s heme that we use. Loosely speaking, we require that an en ryption under one key will fall in the range of an en ryption under
another key with negligible probability. We also require that given the key k, it is possible to
eÆ iently verify if a given iphertext is in the range of k. (These two requirements are very easily
satis ed, as demonstrated below.) The reason that we require these additional properties is to
enable the re eiver to orre tly ompute the garbled ir uit. Re all that in every gate, the re eiver
is given two random keys that enable it to de rypt and obtain the random key for the gate-output
wire; see Table 1. A problem that immediately arises here is how an the re eiver know whi h value
is the intended de ryption. (Noti e that it may be the ase that all strings an be de rypted.) By
imposing the requirement that en ryptions under one key will almost never be valid en ryptions
under another key, and requiring that this an also be eÆ iently veri ed, it will hold that only
one of the values will be valid (ex ept with negligible probability). The re eiver will then take the
(single) orre tly-de rypted value as the key for the gate-output wire.
We now formally de ne the requirements on the en ryption s heme:

De nition 2 Let (G; E; D) be a private-key en ryption s heme and denote the range of a key in
the s heme by Rangen (k) def
= fEk (x)gx2f0;1gn . Then,
1. We say that (G; E; D) has an elusive range if for every probabilisti polynomial-time ma hine
A, every polynomial p() and all suÆ iently large n's

1
Prk G(1n ) [A(1n ) 2 Rangen (k)℄ <
p(n)
7

2. We say that (G; E; D) has an eÆ iently veri able range if there exists a probabilisti polynomialtime ma hine M su h that M (1n ; k; ) = 1 if and only if 2 Rangen (k).
By onvention, for every

2= Rangen(k), we have that Dk ( ) = ?.

Noti e that the requirements for an \elusive range" are quite weak. In parti ular, the ma hine A is
oblivious in that it is given no information on k and no examples of iphertexts within Rangen (k).
Thus, A must \hit" the range with no help whatsoever.
We now show that it is easy to onstru t en ryption s hemes with the above properties. Let
F = ffk g be a family of pseudorandom fun tions [8℄, where fk : f0; 1gn ! f0; 1g2n for k 2 f0; 1gn .
Then, de ne
Ek (x) = hr; fk (r)  x0n i

where x 2 f0; 1gn , r 2R f0; 1gn and x0n denotes the on atenation of x and 0n .3 The fa t that this
en ryption s heme has indistinguishable en ryptions under hosen-plaintext atta ks is well-known.
Regarding our additional requirements:
1. Elusive range: Noti e that if a truly random fun tion frand was used instead of fk , then the
probability that a value output by the ma hine A is in the range of hr; frand (r)  x0n i is
negligible. This follows from the fa t that obtaining su h a involves nding a value r and
then predi ting the last n bits of frand (r) (noti e that these last n bits are fully revealed
in frand(r)  x0n ). Sin e frand is random, this predi tion an su eed with probability at
most 2 n . Now, by the assumption that fk is pseudorandom, it follows that a polynomialtime ma hine A will also su eed in generating su h a with at most negligible probability.
Otherwise, su h an A ould be used to distinguish fk from a random fun tion.
2. EÆ iently veri able range: Given k and = hr; si, it is possible to ompute fk (r) and verify
that the last n bits of fk (r) equal the last n bits of s. If yes, then it follows that 2 Rangen (k),
and if not then 2= Rangen (k).
We stress that there are many possible ways to ensure orre tness in the de ryption of a gate. For
example, as des ribed in [12℄, expli it (and randomly permuted) indi es may be used instead.4

Double-en ryption se urity. In Yao's proto ol, the private-key en ryption s heme is used in

order to double-en rypt values. As we have des ribed, the proto ol works by double-en rypting
four values, where ea h double en ryption uses a di erent ombination of the keys asso iated with
the input wires. Intuitively, given only two keys, it is possible to de rypt only one of the values.
However, formally, this must be proven. We de ne a double-en ryption experiment here and prove
that any en ryption s heme that is se ure under hosen plaintext atta ks is se ure for doubleen ryption here. We remark that the experiment does not look very natural. However, it is exa tly
what is needed in our proof of se urity. Let (G; E; D) be a private-key en ryption s heme and
assume without loss of generality that G(1n ) returns a string of length-n (i.e., the length of a key
generated with se urity parameter 1n is exa tly n). We denote E (k0 ; k1 ; m) = Ek0 (Ek1 (m)). The
experiment de nition is as follows:
3 In fa t, the string of 0's an have any super-logarithmi length. We set it to be of length n for simpli ity.
4 We hose this method somewhat arbitrarily. We feel some preferen e due to the fa t that the gate des ription and
ir uit onstru tion is the simplest this way. As we will see, however, some pri e is paid in the proof of orre tness.
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Exptdouble
A (n; )

1. The adversary A is invoked upon input 1n and outputs two keys k0 and k1 of
length n and two triples of messages (x0 ; y0 ; z0 ) and (x1 ; y1 ; z1 ) where all messages
are of the same length.
2. Two keys k00 ; k10 G(1n ) are hosen for the en ryption s heme.
3. A is given the hallenge iphertext hE (k0 ; k10 ; x ); E (k00 ; k1 ; y ); E (k00 ; k10 ; z )i as
well as ora le a ess to E (; k10 ; ) and E (k00 ; ; ).5
4. A outputs a bit b and this is taken as the output of the experiment.

Se urity under double en ryption simply means that the adversary outputs 1 when  = 0 with
almost the same probability as it outputs 1 when  = 1.

De nition 3 An en ryption s heme (G; E; D) is se ure under hosen double en ryption if for every
non-uniform probabilisti polynomial-time ma hine A, every polynomial p() and all suÆ iently
large n's,
h
i
h
i
1
double
Pr Exptdouble
A (n; 1) = 1 Pr ExptA (n; 0) = 1 < p(n)
We now show that any en ryption s heme that is se ure (i.e., has indistinguishable en ryptions)
under hosen plaintext atta ks, is se ure under hosen double-en ryption. We remark that all
se urity here is in the non-uniform model (and so we assume se urity under hosen plaintext
atta ks for non-uniform adversaries). It is well known that under hosen plaintext atta ks, se urity
for a single message implies se urity for multiple messages, see [7, Se tion 5.4℄, and we will thus
assume this is in our proof. For the sake of ompleteness, we de ne the hosen-plaintext experiment
for the ase of multiple messages. In fa t, we onsider only the ase of two messages, be ause this
suÆ es for our proof later.

ExptApa (n; )

1. A key k
G(1n ) is hosen and the adversary A is invoked with input 1n and
ora le a ess to Ek (). The adversary A outputs two pairs of messages (x0 ; y0 ) and
(x1 ; y1 ).
2. The hallenge iphertexts 1 = Ek (x ) and 2 = Ek (y ) are omputed.
3. A is given the pair ( 1 ; 2 ) as well as ontinued ora le a ess to Ek ()
4. A outputs a bit b and this is taken as the output of the experiment.

The de nition of se urity under hosen plaintext atta ks is analogous to De nition 3 ex ept that
Exptdouble
is repla ed with ExptApa . We are now ready to state the lemma.
A

Lemma 4 Let (G; E; D) be a private-key en ryption s heme that has indistinguishable en ryptions
under hosen plaintext atta ks in the presen e of non-uniform adversaries. Then (G; E; D) is se ure
under hosen double en ryption.

5 Note that in the iphertexts that A re eives, at least one of the keys used is unknown to A. In addition, the
ora le a ess here means that A an provide any k and m to E (; k10 ; ) and re eive ba k E (k; k10 ; m); likewise for
0
E (k0 ; ; ).
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Proof Sket h: We do not provide a full proof of this lemma, but rather a detailed proof sket h

only. The full proof an be derived from this sket h in a straightforward manner. In order to prove
this lemma, we de ne a modi ed experiment, denoted Exptmod
A (n; ), whi h is exa tly the same as
Exptdouble
(

)
ex
ept
that
the
y
part
of
the
hallenge
iphertext
does not depend on . That is,
A
0
0
0
the hallenge iphertext equals hE (k0 ; k1 ; x ); E (k0 ; k1 ; y0 ); E (k0 ; k10 ; z )i; note that x and z are
en rypted as before, but y0 is always en rypted (even if  = 1). Clearly,
h

i

h

i

mod
Pr Exptdouble
(5)
A (n; 0) = 1 = Pr ExptA (n; 0) = 1
be ause in both ases, the en rypted values are x0 , y0 and z0 . We will prove that for every nonuniform probabilisti polynomial-time adversary and for some negligible fun tion (), the following
two equations hold:

h

Pr Exptmod
A (n; 0) = 1
h

Pr Exptmod
A (n; 1) = 1

i

i

h

i

Pr Exptmod
A (n; 1) = 1 < (n)

(6)

Pr Exptdouble
A (n; 1) = 1 < (n)

(7)

h

i

Combining Equations (5) to (7), we obtain that (G; E; D) is se ure under hosen double en ryption.
We will prove Eq. (6); Eq. (7) is proven in an analogous way.
We begin by modifying Exptmod
A in the following way. First, we laim that indistinguishability
holds even if the adversary A an hooses k00 by itself. We an therefore let A hoose k0 ; k1 and k00 .
Given that this is the ase, we need not generate E (k00 ; k1 ; y0 ) as part of the hallenge iphertext
(be ause given k00 and k1 , A an ompute it by itself). For the same reason, we an remove the
ora le E (k00 ; ; ) from the experiment. We therefore need only to prove that Eq. (6) holds for the
0
further modi ed experiment Exptmod
A de ned as follows:
mod0

ExptA (n; )

1. The adversary A is invoked upon input 1n and outputs three keys k0 , k1 and k00 of
length n and two pairs of messages (x0 ; z0 ) and (x1 ; z1 ) where all messages are of
the same length.
2. A key k10 G(1n ) is hosen for the en ryption s heme.
3. A is given hE (k0 ; k10 ; x ); E (k00 ; k10 ; z )i as well as ora le a ess to E (; k10 ; ).
4. A outputs a bit b and this is taken as the output of the experiment.
0

From what we have stated above, if we prove that the
analogue of Eq. (6) holds for Exptmod
A , then
mod0
Eq. (6) itself learly also holds. However, ExptA is now almost identi al to ExptApa . The only
di eren es are:
0
1. In Exptmod
iphertext is rst en rypted with k10 (the se ret key) and then with
A the hallenge pa
k0 or k00 , whereas in ExptA the hallenge iphertext is en rypted with the se ret key only.
However, this learly does not matter be ause the adversary knows k0 and k00 and so an
ompute this itself.
0
pa
0
2. In Exptmod
A the ora le given to the adversary is E (; k1 ; ) whereas in ExptA it is Ek ().
However, sin e k and k10 play the same role as the se retly- hosen key, it is lear that given
ora le Ek10 () it is possible to eÆ iently emulate the ora le E (; k10 ; ). Therefore, this also
makes no di eren e.
We on lude that Eq. (6) follows from the se urity of (G; E; D) under hosen plaintext atta ks. As
we have stated, Eq. (7) is proven in an analogous way, and thus we obtain that (G; E; D) is also
se ure under hosen double en ryption. This on ludes the proof sket h.
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3.2 Oblivious Transfer

As we have mentioned, the 1-out-of-2 oblivious transfer fun tionality is de ned by ((x0 ; x1 ); ) 7!
(; x ) where  denotes the empty string. For the sake of self- ontainment, we will brie y des ribe
the oblivious transfer proto ol of [6℄, that is se ure in the presen e of semi-honest adversaries. Our
des ription will be for the ase that x0 ; x1 2 f0; 1g; when onsidering semi-honest adversaries, the
general ase an be obtained by running the single-bit proto ol many times in parallel.

Proto ol 1 (oblivious transfer [6℄):
 Inputs: P1 has x0 ; x1 2 f0; 1g and P2 has  2 f0; 1g.
 The proto ol:
1. P1 randomly hooses a permutation-trapdoor pair (f; t) from a family of enhan ed trapdoor
permutations.6 P1 sends f (but not the trapdoor t) to P2 .
2. P2 hooses a random v in the domain of f and omputes w = f (v ). In addition, P2
hooses a random w1  in the domain of f , using the \enhan ed" sampling algorithm (see
Footnote 6). P2 sends (w0 ; w1 ) to P1 .
3. P1 uses the trapdoor t and omputes v0 = f 1(w0 ) and v1 = f 1(w1 ). Then, it omputes
b0 = B (v0 )  x0 and b1 = B (v1 )  x1 , where B is a hard- ore bit of f . Finally, P1 sends
(b0 ; b1 ) to P2 .
4. P1 omputes x = B (v )  b and outputs x .
The proof to the following theorem an be found in [7, Se tion 7.3.2℄.

Theorem 5 Assuming that (f; t) are hosen from a family of enhan ed trapdoor permutations,
Proto ol 1 se urely omputes the 1-out-of-2 oblivious transfer fun tionality in the presen e of stati
semi-honest adversaries.

Re all that sin e the oblivious transfer fun tionality is deterministi , it suÆ es to use the simpli ed
de nition of Equations (3) and (4). Thus, it is guaranteed that there exist simulators, denoted S1ot
and S2ot , that generate the appropriate views of parties P1 and P2 , respe tively. We remark that
simulator S1ot re eives P1 's input (x0 ; x1 ) and outputs a full view of P1 that in ludes the input
(x0 ; x1 ), a random tape, and the in oming messages that P1 expe ts to see in a real exe ution (of
ourse, this view output by S1ot is only omputationally indistinguishable from a real view). Noti e
that P1 has no output in the oblivious transfer fun tionality, and so S1ot re eives only P1 's input.
The simulator S2ot re eives P2 's input  and output x and outputs a view, as des ribed above.

4 Yao's Two-Party Proto ol
We are now ready to des ribe the proto ol. We begin by formally des ribing how the garbled ir uit
is onstru ted. Then, we des ribe the proto ol and prove its se urity.
6 Informally speaking, an enhan ed trapdoor permutation has the property that it is possible to sample from the
range, so that given the oins used for sampling it is still hard to invert the value. See [7, Appendix C.1℄ for more
details.
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4.1 The Garbled Cir uit Constru tion
In this se tion, we des ribe the garbled ir uit onstru tion. Let C be a boolean ir uit that re eives
two inputs x; y 2 f0; 1gn and outputs C (x; y) 2 f0; 1gn (for simpli ity, we assume that the input
length, output length and the se urity parameter are all of the same length n). We also assume
that C has the property that if a ir uit-output wire omes from a gate g, then gate g has no wires
that are input to other gates.7 (Likewise, if a ir uit-input wire is itself also a ir uit-output, then
it is not input into any gate.)
We begin by des ribing the onstru tion of a single garbled gate g in C . The ir uit C is
boolean, and therefore any gate is represented by a fun tion g : f0; 1g  f0; 1g ! f0; 1g. Now,
let the two input wires to g be labelled w1 and w2 , and let the output wire from g be labelled
w3 . Furthermore, let k10 ; k11 ; k20 ; k21 ; k30 ; k31 be six keys obtained by independently invoking the keygeneration algorithm G(1n ); for simpli ity, assume that these keys are also of length n. Intuitively,
we wish to be able to ompute k3g( ; ) from k1 and k2 , without revealing any of the other three
values k3g(1 ; ) ; k3g( ;1 ) ; k3g(1 ;1 ) . The gate g is de ned by the following four values
g(0;0)
))
; = Ek10 (Ek20 (k3
g(0;1)
))
0;1 = Ek 0 (Ek 1 (k3
1
2
g(1;0)
))
1;0 = Ek 1 (Ek 0 (k3
1
2
g(1;1)
))
1;1 = Ek 1 (Ek 1 (k3
1
2
00

where E is from a private key en ryption s heme (G; E; D) that has indistinguishable en ryptions
under hosen plaintext atta ks, and has an elusive eÆ iently veri able range; see Se tion 3.1. The
a tual gate is de ned by a random permutation of the above values, denoted as 0 ; 1 ; 2 ; 3 ; from
here on we all them the garbled table of gate g. Noti e that given k1 and k2 , and the values
g( ; )
as follows. For every i, ompute
0 ; 1 ; 2 ; 3 , it is possible to ompute the output of the gate k3
Dk2 (Dk1 ( i )). If more than one de ryption returns a non-? value, then output abort. Otherwise,
de ne k3 to be the only non-? value that is obtained. (Noti e that if only a single non-? value is
obtained, then this will be k3g( ; ) be ause it is en rypted under the given keys k1 and k2 . Later
we will show that ex ept with negligible probability, only one non-? value is indeed obtained.)
We are now ready to show how to onstru t the entire garbled ir uit. Let m be the number
of wires in the ir uit C , and let w1 ; : : : ; wm be labels of these wires. These labels are all hosen
uniquely with the following ex eption: if wi and wj are both output wires from the same gate g,
then wi = wj (this o urs if the fan-out of g is greater than one). Likewise, if an input bit enters
more than one gate, then all ir uit-input wires asso iated with this bit will have the same label.8
Next, for every label wi , hoose two independent keys ki0 ; ki1 G(1n ); we stress that all of these
keys are hosen independently of the others. Now, given these keys, the four garbled values of
ea h gate are omputed as des ribed above and the results are permuted randomly. Finally, the
7 This requirement is due to our labelling of gates des ribed below; see Footnote 8. We note that this assumption
on C in reases the number of gates by at most n.
8 This hoi e of labelling is not essential and it is possible to provide unique labels for all wires. However, in su h
a ase, the table of a gate with fan-out greater than one will have to be rede ned so that the keys of all of the wires
leaving the gate are en rypted. We hose this labelling be ause it seems to make for a simpler gate de nition. We
note, however, that due to this hoi e, we must assume that if a gate g has an output wire exiting from it, then it
does not have another wire that exits it and enters another gate. As we have mentioned, this in reases the number
of gates by at most n.
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output or de ryption tables of the garbled ir uit are omputed. These tables simply onsist of the
values (0; ki0 ) and (1; ki1 ) where wi is a ir uit-output wire. (Alternatively, output gates an just
ompute 0 or 1 dire tly. That is, in an output gate, one an de ne ; = Ek1 (Ek (g( ; ))) for
2
every ; 2 f0; 1g.)
The entire garbled ir uit of C , denoted G(C ), onsists of the garbled table for ea h gate and
the output tables. We note that the stru ture of C is given, and the garbled version of C is simply
de ned by spe ifying the output tables and the garbled table that belongs to ea h gate. This
ompletes the des ription of the garbled ir uit.

Corre tness. We now laim that the above garbled ir uit enables orre t omputation of the

fun tion. That is, given the appropriate input strings and the garbled table for ea h gate, it is
possible to obtain the orre t output. It is at this point that we use the \spe ial" properties of the
en ryption s heme des ribed in Se tion 3.1.

Claim 6 ( orre tness): Let x = x1    xn and y = y1    yn be two n-bit inputs for C . Furthermore,
let win1 ; : : : ; winn be the labels of the ir uit-input wires orresponding to x, and let winn+1 ; : : : ; win2n
be the labels of the ir uit-input wires orresponding to y. Finally, assume that the en ryption
s heme used to onstru t G(C ) has an elusive and eÆ iently veri able range. Then, given the
x1 ; : : : ; k xn ; k y1 ; : : : ; k yn , it is possible to ompute C (x; y ),
garbled ir uit G(C ) and the strings kin
inn+1
inn
in2n
1
ex ept with negligible probability.

Proof: We begin by showing that every gate an be \de rypted" orre tly. Spe i ally, let g be a
gate with in oming wires w1 ; w2 and outgoing wire w3 . Then, we show that for every ; 2 f0; 1g,
given k1 and k2 and the garbled table of g, it is possible to determine k3g( ; ) , ex ept with negligible
probability. More formally, let 0 ; 1 ; 2 ; 3 be the garbled table of gate g. We wish to nd i su h
that i = Ek1 (Ek (k3g( ; ) )). We laim that ex ept with negligible probability, there exists a single
2
i su h that i 2 Rangen (k1 ) and Dk1 ( i ) 2 Rangen (k2 ). In other words, at most one of the values

de rypts orre tly (from here on we use this informal term to mean what is formally des ribed
above).
This follows from the fa t that the en ryption s heme has an elusive range. Spe i ally, re all
that the gate was onstru ted by rst hoosing independent values for the gate-input and gateoutput wires k10 ; k11 ; k20 ; k21 ; k30 ; k31 . Next, the values 0 ; 1 ; 2 and 3 are omputed. Now, assume
that there are (at least) two values su h that for both of them 2 Range(k1 ) and Dk1 ( ) 2
Rangen (k2 ); denote these two values i and j . Without loss of generality, assume also that i =
Ek1 (Ek (k3g( ; ) )); i.e., assume that i should be orre tly de rypted. There are two ases regarding
2
j:
1. j = Ek1 (Ek1 (z )) for z 2 fk30 ; k31 g:
2

By our assumption regarding j , it follows that j 2 Range(k1 ) and Dk1 ( j ) 2 Rangen (k2 ).
This means that Ek1 (z ) 2 Rangen (k2 ). Next, as mentioned above, re all that k21 ; k30 , and
2
k31 are all uniform and independent of k2 . Therefore, we an de ne a ma hine A that hooses
two random keys k0 ; k00 G(1n ) and outputs = Ek0 (k00 ). The probability that 2 Range(k)
for k G(1n ) equals the probability that Ek1 (z ) 2 Rangen (k2 ) (re all that z 2 fk30 ; k31 g).
2
Sin e the en ryption s heme (G; E; D) has an elusive range, we on lude that the probability
that 2 Rangen(k) is negligible. Therefore, the probability that Ek1 (z ) 2 Rangen (k2 ) is
2
also negligible. This on ludes this ase.
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2. j = Ek11 (z ) for z = Ek0 (k00 ) where k0 2 fk20 ; k21 g and k00 2 fk30 ; k31 g:
In this ase, we have that Ek1 (z ) 2 Rangen (k1 ). Using the same arguments as above, and
1
noti ing on e again that k11 ; k0 and k00 are all independent of k1 , we have that this ase
o urs also with at most negligible probability.
Now, given that in every gate at most one i de rypts orre tly, we prove the laim. In order to
do this, we de ne that the key k is orre t for wire wi if k = ki , where 2 f0; 1g is the value
obtained on wire wi when omputing the un-garbled ir uit C on inputs (x; y). By indu tion on
the ir uit, starting from the bottom and working up, we show that for every wire, the orre t
key for the wire is obtained. This holds for the ir uit-input wires by the fa t that the keys
kinx11 ; : : : ; kinxnn ; kiny1n+1 ; : : : ; kinyn2n are given, and is the base ase of the indu tion. Assume that it is
true for a gate g with gate-input wires wi and wj and let ki and kj be the respe tive keys held for
these wires. Then, by the de ryption pro edure, it follows that the value k`g( ; ) = Dk (Dki ( ; ))
j
is obtained, where w` is the output wire of the gate.9 Furthermore, by the arguments shown above,
this is the only value that is de rypted orre tly. Therefore, the orre t key for the output wire of
gate g is also obtained. This on ludes the indu tive step.
It follows that the orre t keys of the output wires of the ir uit are obtained, ex ept with
negligible probability. That is, the keys obtained for the ir uit-output wires all orrespond to the
output value C (x; y). Therefore, the value obtained after using the output tables is exa tly C (x; y),
as required.

Removing the error probability. The above onstru tion allows for a negligible probability of
error. This is due to two possible events: (a) in some gate more than one value de rypts orre tly, or
(b) in some gate, the orre t value does not de rypt orre tly. As we have mentioned in Footnote 9,

this se ond event an o ur if the en ryption s heme has de ryption errors. This problem an be
removed by using a s heme without de ryption errors (this is not a limitation be ause de ryption
errors an always be removed [5℄).
Regarding the rst event ausing error, this an be over ome in one of two ways. First, when
onstru ting the ir uit, it is possible to he k that an error does not o ur. Then, if an error has
o urred, it is possible to re onstru t the garbled ir uit again, repeating until no errors o ur.
(For this to work, we need to assume that the ma hine that veri es if a value is in the range of
a key runs in deterministi polynomial-time, as is the ase in our onstru tion. Alternatively, it
suÆ es to assume that it has only a one-sided error and never returns 1 when a value is not in
the range.) The problem with this approa h is that the onstru tion of the ir uit now runs in
expe ted, and not stri t, polynomial-time. Another approa h is to use expli it randomly permuted
indi es, meaning that the de rypted values in the gates reveal exa tly whi h item in the next table
is to be opened. This approa h was des ribed in [12℄.

4.2 Yao's Two-Party Proto ol
As we have seen above, given the keys that orrespond to the orre t input, it is possible to obtain
the orre t output from the garbled ir uit. Thus, the proto ol pro eeds by party P1 onstru ting
the garbled ir uit and giving it to P2 . Furthermore, P1 hands P2 the keys that orrespond to
9 This holds if there are no de ryption errors (i.e., if for every k and every x, Dk (Ek (x)) = x). If there is a
negligible error in the de ryption, then we will inherit a negligible error probability here.
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x = x1    xn . In addition, P2 must obtain the keys that orrespond to its input y = y1    yn .

However, this must be done arefully, ensuring the following:

1. P1 should not learn anything about P2 's input string y.
2. P2 should obtain the keys orresponding to y and no others. (Otherwise, P2 ould ompute
C (x; y) and C (x; y0 ) for y0 6= y, in ontradi tion to the requirement that C (x; y) and nothing
else is learned.)
The above two problems are solved by having P1 and P2 run 1-out-of-2 oblivious transfer protools [13, 6℄. That is, for every bit of P2 's input, the parties run an oblivious transfer proto ol where
P1 's input is (kn0 +i ; kn1 +i ) and P2 's input is yi . In this way, P2 obtains the keys kny1+1 ; : : : ; k2ynn and
only these keys. In addition, P1 learns nothing about y. We are now ready to formally des ribe
the proto ol.

Proto ol 2 (Yao's two-party proto ol):
 Inputs: P1 has x 2 f0; 1gn and P2 has y 2 f0; 1gn .
 Auxiliary input: A boolean ir uit C su h that for every x; y 2 f0; 1gn it holds that C (x; y) =
f (x; y), where f : f0; 1gn  f0; 1gn ! f0; 1gn . We require that C is su h that if a ir uit-output
wire leaves some gate g, then gate g has no other wires leading from it into other gates (i.e.,
no ir uit-output wire is also a gate-input wire). Likewise, a ir uit-input wire that is also a
ir uit-output wire enters no gates.

 The proto ol:

1. P1 onstru ts the garbled ir uit G(C ) as des ribed in Se tion 4.1, and sends it to P2 .
2. Let w1 ; : : : ; wn be the ir uit-input wires orresponding to x, and let wn+1 ; : : : ; w2n be the
ir uit-input wires orresponding to y. Then,
(a) P1 sends P2 the strings k1x1 ; : : : ; knxn .
(b) For every i, P1 and P2 exe ute a 1-out-of-2 oblivious transfer proto ol in whi h P1 's
input equals (kn0 +i ; kn1 +i ) and P2 's input equals yi .
The above oblivious transfers an all be run in parallel.
3. Following the above, P2 has obtained the garbled ir uit and 2n keys orresponding to the 2n
input wires to C . Party P2 then omputes the ir uit, as des ribed in Se tion 4.1, obtaining
f (x; y). P2 then sends f (x; y) to P1 and they both output this value.

We now provide a formal proof that Proto ol 2 se urely omputes the fun tionality f . Our proof
ould be simpli ed by relying on a omposition theorem, su h as that found in [7, Se tion 7.3.1℄.
However, for the sake of self- ontainment, we provide a dire t proof of the se urity of the proto ol.

Theorem 7 Let f be a deterministi same-output fun tionality. Furthermore, assume that the
oblivious transfer proto ol is se ure in the presen e of stati semi-honest adversaries, and that the
en ryption s heme has indistinguishable en ryptions under hosen plaintext atta ks, and has an
elusive and eÆ iently veri able range. Then, Proto ol 2 se urely omputes f in the presen e of
stati semi-honest adversaries.
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Proof: Intuitively, sin e the oblivious transfer proto ol is se ure, party P2 re eives exa tly one key

per ir uit-input wire. Then, by the se urity of the en ryption s heme, it is only able to de rypt one
value in ea h gate. Furthermore, it has no idea if the value obtained in this de ryption orresponds
to a 0 or a 1. Therefore, it learns nothing from this omputation, ex ept for the output itself. We
now formally prove this. Re all that sin e we onsider deterministi fun tionalities, we an use the
simpler formulation of se urity as stated in Equations (3) and (4). We prove the ase separately
when P1 is orrupted and when P2 is orrupted.

A simplifying onvention. In the proof below, we will use the simulators S1ot and S2ot that

exist for the oblivious transfer fun tionality in order to generate views for the orrupted parties.
In general, a view is represented as the party's input followed by its random tape and on luding
with the series of in oming messages. In order to simplify the presentation, we will present the
view of a party in a di erent order. Spe i ally, we will write the view of a party in Proto ol 2 {
ex luding the oblivious transfers { in the usual way. However, the view of the party in the oblivious
transfers is written in full where it appears in the proto ol trans ript. That is, instead of splitting
the view in the oblivious transfers into input, random-tape and in oming messages, the input and
random-tape are written together with the in oming messages. This learly makes no di eren e
and is just to simplify notation (the standard way of writing the view of a party an be re eived
by a trivial transformation of the view that we write below).

Case 1 { P1 is orrupted
Noti e that P1 's view in an exe ution of  onsists only of its view in the oblivious transfer proto ols,
and a single message that it re eives from P2 at the end (that is supposedly the output). By the
se urity of the oblivious transfer proto ol, P1 's view in the oblivious transfer exe utions an be
generated without knowing P2 's input. Furthermore, by the orre tness of the onstru tion of
the garbled ir uit (Claim 6), party P2 obtains the orre t output f (x; y), ex ept with negligible
probability. Therefore, the message that P1 re eives from P2 at the end of a real proto ol exe ution
equals f (x; y), ex ept with negligible probability. A simulator that is given (x; f (x; y)) an therefore
simulate the omplete view of P1 by rst simulating its view in the oblivious transfers and then
writing f (x; y) at the end. The formal proof of this follows a rather standard hybrid argument.
We begin by des ribing the simulator S1 : Upon input (x; f (x; y)), simulator S1 uniformly
hooses a random-tape rC for P1 and generates the garbled ir uit that P1 would generate with
randomness rC . Then, let kn0 +1 ; kn1 +1 ; : : : ; k20n ; k21n be the keys that orrespond to P2 's input in the
onstru ted garbled ir uit, and let S1ot be the simulator that is guaranteed to exist for party P1
in the oblivious transfer proto ol. For every i = 1; : : : ; n, simulator S1 invokes the simulator S1OT
upon input (kn0 +i ; kn1 +i ) in order to obtain P1 's view in the ith oblivious transfer (sin e P1 has no
output from the oblivious transfer, the simulator is invoked with its input only). Re all that the
view generated by S1ot is made up of the input (in this ase (kn0 +i ; kn1 +i )), a random tape, and a
trans ript of messages re eived. As we have mentioned, we will pla e the entire view of the party
in the oblivious transfers together with the message trans ript. In addition, S1 writes the output
f (x; y) that P1 expe ts to re eive at the end of the exe ution from P2 . We have that S1 outputs



x; rC ; S1ot (kn0 +1 ; kn1 +1 ); : : : ; S1ot (k20n ; k21n ); f (x; y)

This on ludes the des ription of S1 . We now prove that

fS (x; f (x; y))gx;y2f ; g  fview (x; y)gx;y2f ; g
1

1

01

16

01

(8)

where S1 (x; f (x; y)) is as shown in Eq. (8) and  denotes Proto ol 2. We rst prove a hybrid argument over the simulated views for the oblivious transfers. That is, we de ne a hybrid distribution
Hi in whi h the rst i oblivious transfers are simulated and the last n i are real. Formally, let
Hi (x; y; rC ) denote the distribution:
n

(x; rC ; S1ot (kn0 +1 ; kn1 +1 ); : : : ; S1ot (kn0 +i ; kn1 +i ); R1ot ((kn0 +i+1 ; kn1 +i+1 ); yi+1 ); : : : ; R1ot ((k20n ; k21n ); yn ); f (x; y))

1
0
where R1ot ((kn0 +j ; kn1 +j ); yj ) denotes the real trans ript from viewot
1 ((kn+j ; kn+j ); yj ). Noti e that
the keys kn0 +j ; kn1 +j here are as de ned by the garbled ir uit, when generated with the random
tape rC . Noti e also that when rC is uniformly hosen, Hn (x; y; rC ) equals the distribution that
appears in Eq. (8); i.e., it equals S1 (x; f (x; y)). Furthermore, H0 (x; y; rC ) is almost the same as
view1 (x; y ); the only di eren e is that the last omponent of H0 equals f (x; y ) whereas the last
omponent of view1 (x; y) is the message that P2 would send P1 in the last message of the proto ol.
For simpli ity, from here on we will assume that x; y; rC are all of the same length, and in parti ular,
are of length n.
We now prove that fH0 (x; y; rC )g  fHn (x; y; rC )g. By ontradi tion, assume that there exists
a probabilisti polynomial-time distinguisher D and a polynomial p() su h that for in nitely many
n's (and x; y; rC 2 f0; 1gn ),

jPr[D(H (x; y; rC )) = 1℄

Pr[D(Hn (x; y; rC )) = 1℄j >

0

1

p(n)

It follows that there exists an i su h that for in nitely many x; y; rC ,

jPr[D(Hi(x; y; rC )) = 1℄

Pr[D(Hi+1 (x; y; rC )) = 1℄j >

1

np(n)

We now use D to ontradi t the se urity of the oblivious transfer proto ol. First, noti e that the
only di eren e between Hi (x; y; rC ) and Hi+1 (x; y; rC ) is that the random-tape and trans ript of
1
0
the (i + 1)th oblivious transfer are a ording to viewot
1 ((kn+i+1 ; kn+i+1 ); yi+1 ) in Hi and a ording to S1ot (kn0 +i+1 ; kn1 +i+1 ) in Hi+1. Furthermore, given x; y; rC ; i and a view v (whi h is either
1
ot 0
1
0
viewot
1 ((kn+i+1 ; kn+i+1 ); yi+1 ) or S1 (kn+i+1 ; kn+i+1 )) it is possible to onstru t a distribution H
OT
su h that if v is from view1 then H = Hi (x; y; rC ) and if v is from S1ot then H = Hi+1(x; y; rC ). It
therefore follows that for in nitely many inputs, it is possible to distinguish the view of P1 in a real
oblivious transfer exe ution from its simulated view with the same probability that it is possible to
distinguish Hi (x; y; rC ) from Hi+1 (x; y; rC ). However, this ontradi ts the se urity of the oblivious
transfer proto ol. We therefore on lude that fH0 (x; y; rC )g  fHn (x; y; rC )g. (We remark that
the distinguisher that we onstru t here is non-uniform be ause it needs to have x; y; rC and i.
For this reason, we de ned non-uniform indistinguishability; see the beginning of Se tion 2.) Until
now, we have shown that
n

fS (x; f (x; y))g  (x; rC ; Rot ((kn ; kn); y ); : : : ; Rot ((k n ; k n ); yn); f (x; y))
1

0

1

1

1

1

0
2

1
2

o

(9)

However, this does not quite suÆ e be ause we annot just assume that P2 sends the orre t value
f (x; y) to P1 in a real exe ution (noti e that in the right-hand distribution in Eq. (9), the last
message re eived by P1 in the view is f (x; y)). We now show that
n

(x; rC ; R1ot ((kn0 ; kn1 ); y1 ); : : : ; R1ot ((k20n ; k21n ); yn ); f (x; y))
n

o

o

 (x; rC ; Rot ((kn ; kn ); y ); : : : ; Rot ((k n ; k n ); yn); msg (P ! P ))
1

0

1

1

1
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0
2

1
2

3

2

1

(10)

o

where msg3 (P2 ! P1 ) denotes the message that P2 sends to P1 in step 3 of the proto ol. Noti e that
the only di eren e between these distributions is whether the last omponent equals f (x; y) or the
message sent by P2 to P1 in step 3. Re all that this message sent by P2 is exa tly the output that
it obtains from the garbled ir uit. Now, by Claim 6, the output obtained by P2 from the garbled
ir uit when P1 sends it the keys orresponding to x and it re eives the keys orresponding to y
from the oblivious transfers, equals f (x; y) ex ept with negligible probability. By the se urity of
the oblivious transfer proto ol, we have that P2 re eives the keys orresponding to y, ex ept with
negligible probability. (This follows immediately from the orre tness ondition whi h is implied
by the de nition of se urity.) Therefore, msg3 (2 ! 1) = f (x; y) ex ept with negligible probability,
and Eq. (10) follows. Noti e now that
n

(x; rC ; R1ot ((kn0 ; kn1 ); y1 ); : : : ; R1ot ((k20n ; k21n ); yn ); msg3 (2 ! 1))

o

 fview (x; y)g
1

(11)

and so by ombining Equations (9) to (11), the proof of this ase is on luded.

Case 2 { P2 is orrupted
In this ase, we onstru t a simulator S2 that is given input (y; f (x; y)) and generates the view of
P2 in Proto ol 2. Noti e that P2 expe ts to re eive a garbled ir uit, and so S2 must generate su h
a ir uit. Furthermore, this ir uit must be su h that P2 would obtain f (x; y) when omputing
the ir uit a ording to the proto ol instru tions. Of ourse, S2 annot just honestly generate the
ir uit, be ause it does not know x. (Without knowing x, it would not know whi h of the keys
k10 ; k11 ; : : : ; kn0 ; kn1 to hand to P2 .) It therefore generates a \fake" garbled ir uit that always evaluates
to f (x; y), irrespe tive of whi h keys are used. This is a hieved by using gate tables in whi h all four
entries en rypt the same key, and therefore the values of the input wires do not a e t the value of the
output wire. The rux of the proof is in showing that this ir uit is indistinguishable from the real
garbled ir uit that P2 re eives in a real exe ution. In order to show this we use a hybrid argument.
We rst show that P2 's view in a real exe ution of the proto ol is indistinguishable from a hybrid
distribution Hot (x; y) in whi h the real oblivious transfers are repla ed with simulated ones. Next,
we onsider a series of hybrids Hi (x; y) in whi h one gate at a time is repla ed in the real garbled
ir uit. The hybrid distributions are su h that H0 (x; y) ontains a real garbled ir uit (and therefore
equals Hot (x; y)). In ontrast, distribution HjC j(x; y) ontains the same fake ir uit onstru ted
by S2 (and, as we will see, therefore equals S2 (y; f (x; y))). By a standard hybrid argument, it
follows that a distinguisher between H0 (x; y) and HjC j(x; y) an be used to distinguish between two
su essive hybrids. However, the se urity of the en ryption s heme that is used for generating the
gate tables ensures that neighboring hybrids are omputationally indistinguishable. We on lude
that H0 (x; y) is indistinguishable from HjC j(x; y), and so fS2 (y; f (x; y))g  fview2 (x; y)g.
We now formally des ribe S2 . Simulator S2 begins by onstru ting a fake garbled ir uit, denote
~
G(C ). This is a omplished as follows. For every wire wi in the ir uit C , simulator S2 hooses
two random keys ki and ki0 . Next, the gates are omputed: let g be a gate with input wires wi ; wj
and output wire w` . Then, g ontains en ryptions of the single key k` under all four ombinations
of the keys ki ; ki0 ; kj ; kj0 that are asso iated with the input wires to g (in ontrast, the key k`0 is not
en rypted at all). That is, S2 omputes the following values:
; = Eki (Ekj (k` ))

00

; = Eki (Ekj0 (k` ))

01

; = Eki0 (Ekj (k` ))

10

; = Eki0 (Ekj0 (k` ))

11

18

and writes them in random order. This is arried out for all of the gates of the ir uit. It remains to des ribe how the output de ryption tables are onstru ted. Denote the n-bit output
f (x; y) by z1    zn (re all that this is part of S2 's input), and denote the ir uit-output wires by
wm n+1 ; : : : ; wm . In addition, for every i = 1; : : : ; n, let km n+i be the (single) key en rypted in
0
the gate from whi h wire wm n+i left, and let km
n+i be the other key (as des ribed above). Then,
0
the output de ryption table for wire wm n+i is given by: [(0; km n+i ); (1; km
n+i )℄ if zi = 0, and
0
[(0; km n+i ); (1; km n+i )℄ if zi = 1. This ompletes the des ription of the onstru tion of the fake
garbled ir uit G~ (C ). (Noti e that the keys km n+1 ; : : : ; km de rypt to z1    zn = f (x; y) exa tly.)
Next, S2 generates the view of P2 in the phase where it obtains the keys. First, in the simulated
view, it sets the keys that P2 re eives from P1 in step 2a of Proto ol 2 to be k1 ; : : : ; kn . (Re all that
w1 ; : : : ; wn are the ir uit-input wires asso iated with P1 's input x and that the keys for these wires
are k1 ; k10 ; : : : ; kn ; kn0 . Here, S2 takes the keys k1 ; : : : ; kn . However, it ould have taken k10 ; : : : ; kn0
or any other ombination and this would make no di eren e.) Next, let S2ot be the simulator that
is guaranteed to exist for the oblivious transfer proto ol. Then, for every i = 1; : : : ; n, simulator
S2 invokes the simulator S2ot upon input (yi ; kn+i ) in order to obtain P2 's view in the ith oblivious
transfer. (Here yi and kn+i are P2 's respe tive input and output in the ith oblivious transfer. As
above, we use the keys kn+1 ; : : : ; k2n asso iated with the input wires for y. However, this hoi e is
arbitrary and we ould have used kn0 +1 ; : : : ; k20 n or any other ombination.) Re all that the view
generated by S2ot is made up of the input (in this ase yi), a random tape, and a trans ript of
messages re eived. Re all also that by onvention, we pla e the entire view in the oblivious transfer
(in luding the random-tape) together. We therefore have that S2 outputs



y; G~ (C ); k1 ; : : : ; kn ; S2ot (y1 ; kn+1 ); : : : ; S2ot (yn ; k2n )

This on ludes the des ription of S2 . We now prove that

fS (y; f (x; y))gx;y2f ; g  fview (x; y)gx;y2f ; g
2

First, observe that

2

01

n

01

o

fview (x; y)g  (y; G(C ); kx1 ; : : : ; knxn ; Rot ((kn ; kn ); y ); : : : ; Rot ((k n ; k n ); yn ))
2

2

1

0

+1

1

+1

1

2

0
2

1
2

0
1
where R2ot ((kn0 +i ; kn1 +i ); yi ) denotes the real trans ript from viewot
2 ((kn+i ; kn+i ); yi ). We also denote
the hybrid distribution where the real oblivious transfers are repla ed by simulated ones by

Hot (x; y) = (y; G(C ); k1x1 ; : : : ; knxn ; S2ot (y1 ; kny1+1 ); : : : ; S2ot (yn ; k2ynn ))
We stress that in the hybrid distribution Hot , the garbled ir uit G(C ) that appears is the real one
and not the fake one. We rst laim that

fHot (x; y)gx;y2f ; g  fview (x; y)gx;y2f ; g
01

2

01

(12)

The only di eren e between the distributions in Eq. (12) is due to the fa t that simulated views of
the oblivious transfers are provided instead of real ones. Indistinguishability therefore follows from
the se urity of the oblivious transfer proto ol. The formal proof of this is almost identi al to the
ase that P1 is orrupted, and is therefore omitted.
Next, we onsider a series of hybrid experiments Hi (x; y) in whi h one gate at a time is repla ed
in the real garbled ir uit G(C ) until the result is the fake garbled ir uit G~ (C ). Before we do
this, we onsider an alternative way of onstru ting the fake garbled ir uit G~ (C ). This alternative
19

onstru tion uses knowledge of both inputs x and y, but results in exa tly the same fake garbled
ir uit as that onstru ted by S2 that is given only y and f (x; y). (This is therefore just a mental
experiment, or a di erent des ription of S2 . Nevertheless, it is helpful in des ribing the proof.)
The alternative onstru tion works by rst traversing the ir uit from the ir uit-input wires to
the ir uit-output wires, and labelling all keys as a tive or ina tive. Intuitively, a key is a tive if it
is used in order to ompute the garbled ir uit upon input (x; y); otherwise it is ina tive. Formally,
a key ka that is asso iated with wire wa is a tive if when omputing the non-garbled ir uit C on
input (x; y), the bit that is obtained on wire wa equals . As expe ted, an ina tive key is just any
key that is not a tive. Now, the alternative onstru tion of G~ (C ) works by rst onstru ting the real
garbled ir uit G(C ). Next, using knowledge of both x and y, all keys in G(C ) are labelled a tive or
ina tive (given x and y, it is possible to ompute C (x; y) and obtain the real values on ea h wire).
Finally, G~ (C ) is obtained by repla ing ea h gate g as follows: Let wa be the wire that exits gate g.
Then, re ompute g by en rypting the a tive key on wire wa with all four ombinations of the (a tive
and ina tive) keys that are on the wires that enter g. This ompletes the alternative onstru tion.
We laim that the ir uit obtained in this alternative onstru tion is identi ally distributed to the
ir uit onstru ted by S2 (x; f (x; y)). First, in both onstru tions, all gates ontain en ryptions
of a single key only. Se ond, in both onstru tions, the order of the iphertexts in ea h gate is
random. Finally, in both onstru tions, the output de ryption tables yield the same result (i.e.,
exa tly f (x; y)). This last observation is due to the fa t that in the alternative onstru tion, the
output de ryption table de rypts a tive keys to f (x; y) and these a tive keys are the only ones
en rypted in the gates from whi h the ir uit-output wires exit. Likewise, in the ir uit G~ (C ), the
only keys en rypted in the gates from whi h the ir uit-output wires exit are the keys that de rypt
to f (x; y).
Before pro eeding we order the gates g1 ; : : : ; gjC j of the ir uit C as follows: if the input wires
to a gate g` ome from gates gi and gj , then i < ` and j < `; this is alled a topologi al sort of the
ir uit. We are now ready to de ne the hybrid experiment Hi (x; y).

Hybrid experiment Hi (x; y). In this experiment the view of P2 in the oblivious
transfers is generated in exa tly the same way as in HOT (x; y). However, the garbled
ir uit is onstru ted di erently. As in the alternative onstru tion of G~ (C ), the rst
step is to onstru t the real garbled ir uit G(C ) and then use x and y in order to label
all keys in G(C ) as a tive or ina tive. Next, the rst i gates g1 ; : : : ; gi are modi ed as in
the alternative onstru tion. That is, let wa be the wire that exits gate gj for 1  j  i.
Then, re ompute gj by en rypting the a tive key on wire wa with all four ombinations
of the (a tive and ina tive) keys that are on the wires that enter gj . The remaining gates
gi+1 ; : : : ; gjC j are left unmodi ed, and are therefore as in the real garbled ir uit G(C ).
We laim that the distribution fH0 (x; y)g equals fHot (x; y)g. This follows from the fa t that the
only di eren e is that in H0 (x; y) the keys are labelled a tive or ina tive. However, sin e nothing
is done with this labelling, there is no di eren e in the resulting distribution. Next, noti e that in
HjC j(x; y), the ir uit that appears in the distribution is exa tly the fake garbled ir uit G~ (C ) as
onstru ted by S2 . This follows immediately from the fa t that in HjC j all gates are repla ed, and
so the ir uit obtained is exa tly that of the full alternative onstru tion des ribed above.
We wish to show that fH0 (x; y)g  fHjC j (x; y)g. Intuitively, this follows from the indistinguishability of en ryptions. Spe i ally, the only di eren e between H0 and HjC j is that the ir uit
in H0 is made up of gates that ontain en ryptions of a tive and ina tive keys, whereas the ir uit
in HjC j is made up of gates that ontain en ryptions of a tive keys only. Sin e only a tive keys
20

are seen by P2 during the omputation of the garbled ir uit, the di eren e between H0 and HjC j
annot be dete ted.
We prove that fH0 (x; y)g  fHjC j (x; y)g using a hybrid argument. That is, assume that there
exists a non-uniform probabilisti polynomial-time distinguisher D and a polynomial p() su h that
for in nitely many n's (and values x; y 2 f0; 1gn ), jPr[D(H0 (x; y)) = 1℄ Pr[D(HjC j (x; y)) = 1℄j >
1=p(n). Then, it follows that there exists an i su h that jPr[D(Hi 1 (x; y)) = 1℄ Pr[D(Hi (x; y)) =
1℄j > 1=jC jp(n). We use D and x; y; i in order to onstru t a non-uniform probabilisti probabilisti
polynomial-time distinguisher AE for the en ryption s heme (G; E; D). The high-level idea here is
for AE to re eive some iphertexts from whi h it will onstru t a partially real and partially fake
garbled ir uit G0 (C ). However, the onstru tion will be su h that if the iphertexts re eived were of
one \type", then the resulting ir uit is a ording to Hi 1 (x; y). However, if the iphertexts re eived
were of another \type", then the resulting ir uit is a ording to Hi (x; y). In this way, the ability
to su essfully distinguish Hi 1 (x; y) from Hi(x; y) yields the ability to distinguish iphertexts, in
ontradi tion to the se urity of the en ryption s heme. We now formally prove the above intuition,
using Lemma 4 that states that (G; E; D) is se ure under hosen double en ryption.

A on rete ase. First, let us onsider the on rete ase that gi is an OR gate, and that wires
wa and wb enter gi , and wire w exits gi . Furthermore, assume that the wires wa and wb enter
gate gi and no other gate. Finally, assume that when the inputs to the ir uit are x and y, the
wire wa obtains the bit 0 and the wire wb obtains the bit 1. Then, it follows that the keys ka0 and
kb1 are a tive, and the keys ka1 and kb0 are ina tive (we mark the ina tive keys in bold in order to
distinguish them from the a tive ones). Likewise, the key k1 is a tive (be ause gi (0; 1) = 0 _ 1 = 1)
and the key k0 is ina tive. The di eren e between a real garbled gate gi and a fake garbled gate
gi is with respe t to the en rypted values. Spe i ally, the real garbled OR gate gi ontains the
following values:

Eka0 (Ekb0 (k0 )); Eka0 (Ekb1 (k1 )); Eka1 (Ekb0 (k1 )); Eka1 (Ekb1 (k1 ))
(13)
In ontrast, the fake garbled OR gate gi ontains the following values whi h are all en ryptions of
the a tive value k1 (re all that the input to gi equals 0 and 1, and so the output is 1):
Eka0 (Ekb0 (k1 )); Eka0 (Ekb1 (k1 )); Eka1 (Ekb0 (k1 )); Eka1 (Ekb1 (k1 ))

(14)

Thus, in this on rete ase, the indistinguishability between the gates depends on the indistinguishability of a single en ryption (of k0 versus k1 ) under the ina tive key kb0 . (In other ases, the
indistinguishability may depend on both ina tive keys ka1 and kb0 , and may depend on more than
one en ryption under a key; see the general ase below.) It is not diÆ ult to show here that indistinguishability follows dire tly from the hosen-plaintext se urity of the en ryption s heme E with
and se urity under
key kb0. Nevertheless, it follows immediately from the de nition of Exptdouble
A
hosen double en ryption (see De nition 3 in Se tion 3.1). Spe i ally, we onstru t a non-uniform
probabilisti polynomial-time ma hine AE for Exptdouble
AE su h that
h
i
h
i
double
 jC jp1(n)
Pr Exptdouble
(
n;
1)
=
1
Pr
Expt
(
n;
0)
=
1
AE
AE

Upon input 1n , ma hine AE outputs keys ka0 ; kb1
G(1n ) and message triples (k0 ; k1 ; k1 ) and
(k1 ; k1 ; k1 ). By the experiment Exptdouble , two keys are hosen. For the sake of onsisten y, we
denote them ka1 and kb0 . Then, ma hine AE re eives either the iphertexts

hEka0 (Ekb0 (k )); Eka1 (Ekb1 (k )); Eka1 (Ekb0 (k ))i
0

1
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1

(15)

or the iphertexts

hEka0 (Ekb0 (k )); Eka1 (Ekb1 (k )); Eka1 (Ekb0 (k ))i
1

1

1

(16)

depending on whether  = 0 (the rst ase) or  = 1 (the se ond ase); note that the only
di eren e is that in the rst ase the rst plaintext is k0 and in the se ond ase the rst plaintext
is k1 . Denote the iphertexts re eived by AE by ( 1 ; 2 ; 3 ). Now, AE rst omputes the value
= Eka0 (Ekb1 (k1 )); it an do this by itself be ause it knows both ka0 and kb1 , as well as k1 . Next, given
, AE generates the tuple h 1 ; ; 3 ; 2 i. The important point to noti e here is that if AE re eived
the iphertexts in Eq. (15) then h 1 ; ; 3 ; 2 i is identi al to the iphertexts in Eq. (13). On the other
hand, if AE re eived the iphertexts in Eq. (16) then h 1 ; ; 3 ; 2 i is identi al to the iphertexts in
Eq. (14). Therefore, if it is possible to distinguish between the gates in Equations (13) and (14)
with non-negligible probability, then AE an su eed in Exptdouble
AE with non-negligible probability,
in ontradi tion to the se urity of the en ryption s heme.
This does not yet suÆ e be ause we must still show how AE an generate the rest of the Hi 1 or
Hi distributions. Noti e that AE knows the a tive keys that enter gi (be ause it hose them itself),
but does not know the ina tive keys. We therefore show that the distributions an be onstru ted
without knowledge of the ina tive keys ka1 and kb0. In order to show this, we distinguish between
two ases:
1. Case 1 { wb is a ir uit-input wire: In this ase, the keys asso iated with wire wb do not
appear in any gates gj for j < i. However, keys that are asso iated with ir uit-input wires
do appear in the distributions Hi 1 and Hi : the keys kixi appear dire tly and the keys knyi+i
are used to generate the view of P2 in the oblivious transfers. Nevertheless, noti e that the
keys used here are all a tive. Therefore, AE an onstru t the distributions, as required. We
note that AE uses the keys k0 and k1 that it re eives in its experiment in order to onstru t
the gates into whi h wire w enters.
2. Case 2 { wb is not a ir uit-input wire: In this ase, the keys asso iated with wire wb an
appear only in the gate gj from whi h wb exits. However, by our ordering of the gates, j < `.
Therefore, in both Hi 1 and Hi, gate gj ontains en ryptions of the a tive key kb0 only. It
follows that AE an onstru t the rest of the distribution, as required. (Again, as above, AE
uses the keys k0 and k1 in this onstru tion.)

Now, as we have shown above, if AE parti ipates in Exptdouble
AE (n; 0), then the gate gi is onstru ted
as for a real garbled ir uit. In ontrast, if AE parti ipates in Exptdouble
AE (n; 1), then the gate gi is
onstru ted as for a fake garbled ir uit. The only dependen e between the gate gi and the rest of
the distribution Hi 1 or Hi is with respe t to the keys k0 and k1 ; however, these are known to AE
and used appropriately. We therefore on lude that if AE parti ipates in Exptdouble
AE (n; 0), then it
generates a distribution H that equals Hi 1 (x; y). In ontrast, if it parti ipates in Exptdouble
AE (n; 1),
then it generates a distribution H that equals Hi(x; y). Distinguisher AE on ludes by running
ma hine D on the distribution H and outputting whatever D does. By the ontradi ting assumption, ma hine D distinguishes Hi 1 (x; y) from Hi (x; y) with probability 1=jC jp(n). That is, we
have that for in nitely many n's
double
jPr[Exptdouble
AE (n; 0) = 1℄ Pr[ExptAE (n; 1) = 1℄j
1
= jPr[D(Hi (x; y)) = 1℄ Pr[D(Hi (x; y)) = 1℄j >
jC jp(n)
1

in ontradi tion to the se urity of the en ryption s heme. It follows that fH0 (x; y)g  fHjC j(x; y)g.
Having proven the argument with respe t to a on rete ase, we now move to the general ase.
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The general ase. Let gi be an arbitrary gate, let wa and wb be the wires entering gi and let
w be the wire that exits gi . Furthermore, let and be the respe tive values obtained on wa and
wb in C (x; y). Note that this means that ka and kb are a tive, and ka1 and kb1 are ina tive.
Then, the real garbled gate gi ontains the following values (in a random order):
Eka (Ek (kgi ( ; ) )); Eka (Ek1 (kgi ( ;1 ) )); Eka1 (Ek (kgi (1 ; ) )); Eka1 (Ek1 (kgi (1 ;1 ) ))
b

b

b

b

(17)
In ontrast, the fake garbled gate gi ontains the following values whi h are all en ryptions of the
a tive value kgi ( ; ) :

Eka (Ek (kgi (
b

; ) ));

Eka (Ek1 (kgi (
b

;

)

)); Eka1 (Ek (kgi (
b

; ) )); E 1
ka

(Ek1 (kgi (
b

;

)

)) (18)

Thus, the indistinguishability between the gates depends on the indistinguishability of en ryptions
under the ina tive keys ka1 and kb1 . As above, we use Exptdouble and se urity under hosen
double en ryption. The gate is generated in exa tly the same way here as in the on rete ase.
Now, in the restri ted ase that both wires wa and wb enter the gate gi only, it is possible to pro eed
in the same way as in the on rete ase above. However, in the more general ase wires wa and wb
may enter multiple gates gia1 ; : : : ; giaj and gib1 ; : : : ; gib` , respe tively. In this ase, AE annot onstru t
the rest of the ir uit given only the a tive keys, be ause the ina tive keys ka1 and kb1 are used
in more than one gate. (We stress that in order to prove the indistinguishability of the neighboring
hybrid Hi 1 and Hi , it is ru ial that AE is not given these ina tive keys. Therefore, it annot
onstru t these other gates itself.) This is solved by using the spe ial hosen-plaintext atta k of
Exptdouble . Re all that in Exptdouble , the adversary has a ess to ora les E (; k10 ; ) and E (k00 ; ; ),
where k00 =ka1 and k10 =kb1 . Here, this means that the adversary an ask for en ryptions under
these ina tive keys, as needed for onstru ting all of the other gates gia1 ; : : : ; giaj and gib1 ; : : : ; gib` that
use them. On e again, we have that in Exptdouble
AE (n; 0) the distribution generated by AE is exa tly
double
that of Hi 1 (x; y), whereas in ExptAE (n; 1) the distribution generated by AE is exa tly that of
Hi (x; y). Therefore, as above, we on lude that Hi 1 (x; y) is indistinguishable from Hi (x; y) and
so fH0 (x; y)g  fHjC j(x; y)g.

Con luding the proof. Having proven that fH0 (x; y)g  fHjC j(x; y)g, we obtain that
o
n
(y; G~ (C ); kx1 ; : : : ; kxn ; S ot (y1 ; ky1 ); : : : ; S ot (yn ; kyn ))



n

2
2
2n
n+1
y
x
ot
x
1
1
n
(y; G(C ); k1 ; : : : ; kn ; S2 (y1 ; kn+1 ); : : : ; S2ot (yn ; k2ynn )) = fHot (x; y)g

1



(19)

Noti e that the rst distribution in Eq. (19) looks almost the same as the distribution fS2 (y; f (x; y))g.
The only di eren e is that in S2 (y; f (x; y)) the keys k1 ; : : : ; kn ; kn+1 ; : : : ; k2n are used instead of
the keys k1x1 ; : : : ; knxn ; kny1+1 ; : : : ; k2ynn . That is, the keys that S2 takes for the ir uit-input wires
have no orrelation to the a tual input (unlike in a real exe ution). However, in the fake garbled
ir uit G~ (C ), there is no di eren e between ki and ki0 be ause all ombinations of keys are used
to en rypt the same (a tive) key. Thus, the distribution over the keys k1 ; : : : ; kn ; kn+1 ; : : : ; k2n
and k1x1 ; : : : ; knxn ; kny1+1 ; : : : ; k2ynn are identi al in the fake garbled- ir uit onstru tion. (Noti e that
there isn't even any distin tion between ki0 and ki1 in the fake garbled ir uit. Nevertheless, one
ould de ne ki0 = ki and ki1 = ki0 and the result would still be that the distributions are identi al.)
We therefore obtain that the rst distribution in Eq. (19) is a tually identi al to the distribution
fS2 (y; f (x; y))g and so

fS (y; f (x; y))gx;y2f ; g  fHot (x; y)gx;y2f ; g
2

01

01
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Re alling that by Eq. (12), fHot (x; y)g  fview2 (x; y)g, we on lude that

fS (y; f (x; y))gx;y2f ; g  fview (x; y)gx;y2f ; g
2

01

2

01

as required.
By Theorem 5 it is possible to se urely ompute the oblivious transfer fun tionality assuming
the existen e of enhan ed trapdoor permutations. Furthermore, se ure en ryption s hemes as
required in Theorem 7 an be onstru ted from one-way fun tions, and so also from enhan ed
trapdoor permutations. Finally, re all that given a se ure proto ol for deterministi same-output
fun tionalities, it is possible to obtain a se ure proto ol for arbitrary probabilisti fun tionalities.
Combining these fa ts with Theorem 7, we obtain the following orollary:

Corollary 8 Let f = (f1 ; f2 ) be a probabilisti fun tionality. Then, assuming the existen e of
enhan ed trapdoor permutations, there exists a onstant-round proto ol that se urely omputes f in
the presen e of stati semi-honest adversaries.
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