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Abstract
This work develops a composable notion of security in a synchronous communication network to analyze
cryptographic primitives and protocols in a reliable network with guaranteed delivery. In such a synchronous
model the abort of protocols must be handled explicitly. It is shown that a version of global bit commitment
which allows to identify parties that did not give proper input cannot be securely realized with the primitives
oblivious transfer and broadcast. This proves that the primitives oblivious transfer and broadcast are not complete in our synchronous model of security.
In the synchronous model presented ideal functionalities as well as parties can be equipped with a “shell”
which can delay communication until the adversary allows delivery or the number of rounds since the shell
received the message exceeds a specified threshold. This additionally allows asynchronous specification of
ideal functionalities and allows to model a network where messages are not necessarily delivered in the right
order. If these latency times are chosen to be infinite the network is no more reliable and becomes completely
asynchronous. In the full version [HMQ04] of this paper, it is shown that a large class of protocols which are
secure in the asynchronous settings [Can01, CLOS02] can be transformed into secure realizations in the new
model by choosing infinite latency times.
Keywords: Security protocols, oblivious transfer, protocol composition.
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Introduction

In this contribution it is proven that in a communication network in which message delivery is guaranteed and participating parties are periodically activated, oblivious transfer together with a broadcast primitive are not complete
for secure multi-party computations.
To show this separation between security in reliable networks and security in completely asynchronous networks
a new synchronous model is developed. In addition to the properties of the synchronous models of [Can00] the
new model allows very general composition of protocols along the line of the asynchronous settings [Can01,
PW01, BPW04]. The new model is a synchronous variation of [Can01] (for a relation, cf. Section 2.5). It differs
from the synchronous variant sketched in [Can01], which was not suitable for our purpose as it does not guarantee
activation of ideal functionalities in each round.
It might have been possible to formulate our main result in the frameworks of [PW01, BPW04, PW00]. Yet
since machine modeling and scheduling there differs substantially from that in [Can01, CLOS02], it would be
difficult to compare our result to established realizability results in the latter settings: Our goal is to point out the
importance of reliability assumptions on a network for deducing hierarchies of primitives, and to relate our result
to results derived for the asynchronous modelings of [Can01, CLOS02].
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Our new model shares with the aforementioned notions of security the concept of simulatability. Intuitively, this
means that a given protocol is compared to an idealization of the protocol task in question and considered secure
if no difference can be detected by any protocol environment, or, an arbitrary user. There is already a (positive
and constructive) general realizability result for protocol tasks in a synchronous variant of the setting [Can01],
cf. [Can01, Theorem 9 of full version]. Another realizability result was established in [CLOS02], again for a
slight (asynchronous) variation of the setting of [Can01]. Specifically, [CLOS02] present a protocol construction
with which general reactive ideal functionalities (i. e., idealizations of protocol tasks) can be securely realized,
given only a common reference string. (A common reference string, ideally drawn from a fixed distribution, can
be considered an idealization of a public set-up information.)
However, the setting of [Can01] (and the mentioned variations) does not allow to formulate “timeouts” or functionalities which guarantee certain response times. In consequence, even secure protocols in that sense may “get
stuck” or “hang” in face of corrupted parties, even if all protocol messages of the uncorrupted parties get delivered
immediately.1 Thus, we believe it is reasonable to investigate—in a simulatability-based setting—security properties of functionalities which do guarantee service. In Section 2, we therefore present a synchronous modeling of
multi-party computation which allows for universal composition, and a result allowing to carry over realizability
results established in the settings of [Can01, CLOS02] into our setting.
In the new model tools are provided to catch reliable or even asynchronous networks in our setting. In particular,
we show that a protocol realizing a certain ideal functionality in the settings [Can01, CLOS02] realizes a similar
functionality in our setting, yet one in which it is made explicit that no response can be guaranteed.
However, properties like guaranteed output and explicit abort can be especially important for real world applications—e. g., an electronic election or an electronic auction should not “hang”, but should be robust to attacks
like the one presented here.
If output is to be guaranteed, then aborting protocols must be handled explicitly. A synchronous, i. e., a completely reliable network allows to distinguish different kinds of abort—the most interesting of which is the abort
with cheater identification. A commitment of one party to all parties to the same bit (a global bit commitment)
becomes more challenging in a synchronous network as the ideal functionality aborts only if the committer refused
to commit. Hence this protocol allows for cheater identification. To make this strong contrast to the asynchronous
setting explicit we prove that it is not possible to securely implement a global bit commitment in our synchronous
model given the cryptographic primitives of oblivious transfer and broadcast.

2

The modeling

2.1

Real and Hybrid Model

The real model is an abstraction of a malicious protocol environment as one would expect it in reality. Thus, a realmodel adversary may read all messages sent between parties, or corrupt parties and then control their behavior.
The hybrid model is a real model in which parties are additionally offered blackbox access to idealizations of
(sub)protocols, henceforth called ideal functionalities.
All parties, adversaries and ideal functionalities are modelled as interactive Turing machines (ITMs), just as
in [Can01]. An ITM has read-only tapes for incoming communication and local input, write-once tapes for outgoing communication and local output, a work tape, a one-bit activation tape, a read-only random tape and read-only
tapes containing machine identity and security parameter, respectively. Unless explicitly noted, any ITM mentioned in this work is assumed to be polynomially bounded in the sense that no matter with which tape contents
activated, it terminates this activation within p(k) steps (i. e., transitions) for a fixed, ITM-specific polynomial p
and the value k on the security parameter tape. To reflect polynomial total length of a protocol run, the ITMs Z
1
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and A described below are assumed to halt after a polynomial number of activations. An ITM which has halted
terminates instantly—without switching at all—on all future activations.
Aside from parties Pi and an adversary A, an environment machine Z (modelled as an ITM2 ) takes part in
a protocol run. Z represents an arbitrary procotol environment in which the investigated protocol is run as a
subprotocol. In particular, Z supplies parties with input, reads their output and may even communicate with the
adversary. In the simulatability-based definition of security given below, Z takes a crucial role.
To protect the polynomially bounded adversary from being activated “too often” by the environment, we introduce the following special capability of the adversary: A may enter a special class of states to signal that further
messages from Z are not to be delivered to A and thus, such messages do not cause activation of A. When A
enters such a state, we say that A blocks. This convention resembles the mechanism of length functions used
in [BPSW02] for similar purposes. Without such a convention and polynomially bounded adversaries which may
not depend on the distinguishing environment, the environment may simply “kill” the adversary by activating it
sufficiently often right at the start of the protocol. This is especially crucial for simulators (see below).
The real model can be seen as a (trivial) special case of the hybrid model, and hence it suffices to give a description of a protocol run in the {Fi }-hybrid model for a finite set {Fi } of ideal functionalities. First some
terminology: Delivering a message means moving it from the outgoing communication tape of the sending ITM to
the incoming communication tape of the receiving ITM. Here we assume authentication: the sender identity is automatically added to the message at delivery. After an ITM terminates its activation, its incoming communication
tape is automatically cleared to ensure future message processing.
All ITMs may, when active, of course access their own tapes; furthermore, Z may read the local output tapes
of the Pi and write onto their local input tapes in a write-only manner. A may read all outgoing communication
tapes of the Pi and may also corrupt one or more parties. Upon corruption of Pi , A instantly gets a message
containing Pi ’s complete past history (including states, head positions and tapes). A may from then on write
arbitrary messages on its outgoing communication tape in the name of Pi , and all messages addressed to Pi are
delivered to A. Moreover, a message stating that Pi was corrupted is automatically delivered both to Z and to all
Fi .3 Very briefly, the message transfer rules are: Z may talk to A, A may talk to Z, to the parties and the Fi ,
the Fi may talk to A and to the parties, and the parties may talk to each other, to the Fi and to A. A detailed
description of a protocol run in the {Fi }-hybrid model follows.
1. Attack Phase: Basically, this is a message-driven interaction between Z, A and the Fi , only Z and the Fi
may not interact directly. First, Z is activated with local input “round-start”. After Z has terminated
its activation, all messages Z possibly wrote to A are delivered or, if A blocked messages from Z, simply
erased. If there was no such message, or if Z has halted, we consider the complete protocol run ended and
the first cell on Z’s local output tape is interpreted as Z’s (binary) output. Otherwise, A is activated next or,
if A blocked, Z is activated again. Once A has terminated its activation and written at least one message
to Z, all such messages are delivered and Z is activated again. However, if A wrote no message to Z, the
first Fi (in order of ITM identities) to which A wrote at least one message is activated with all messages
addressed to it from A delivered. This includes messages sent from A to Fi in the name of a corrupted
party. Once this Fi terminates its activation, all messages it possibly wrote to A or the parties are delivered
and A gets activated again. If A wrote messages neither to Z nor to an Fi , all messages A wrote to the Pi
are delivered and we proceed to the next phase.
2. Party Computation: All messages from any party Pi to another party Pj are delivered. Then, all noncorrupted Pi are activated in parallel. When all Pi have terminated their activations, messages they have
2
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written to the Fi or to A are delivered.
3. Ideal Functionality Computation: All Fi are activated in parallel with local input “computation”.
After the Fi have terminated their activations, messages the Fi have written to A or to the parties are
delivered. Then, we start over with the attack phase.
Note that A cannot access communication of uncorrupted parties with ideal functionalities. However, our
scheduling models a “rushing” adversary that may let corrupted parties send messages in dependance of the messages sent by honest parties in the same round. Since all ITMs terminate their current activation in polynomial
time and both Z and A halt after a polynomial number of activations, a protocol run as described above ends after
a polynomial number of steps. When we speak of a protocol, we mean a set of parties Pi running together as
above. The output distribution of Z when run on security parameter k in the {Fi }-hybrid model with protocol
π and an adversary A is denoted by Z({Fi }, π, A, k). Now we are ready to state the first part of our security
definition, which relates two protocols.
Definition 1 Let π be an n-party protocol formulated in the {Fi }-hybrid model and let τ be an n-party protocol
formulated in the {Gj }-hybrid model. We say that π securely realizes τ (written π ≥ τ ) iff for every adversary A
there exists an adversary S (called simulator) such that for every environment Z the function
P(Z({Fi }, π, A, k) = 1) − P(Z({Gj }, τ, S, k) = 1)
is negligible4 in k. If this holds even with respect to Z which are not necessarily polynomially bounded (but still
halt after polynomially many activations), we say that π securely realizes τ unconditionally (written π ≥≥ τ ).
Note that for the unconditional case, we have chosen to allow an unbounded environment, but not an unbounded
adversary. When considering unbounded adversaries, there is a practical need for an unbounded environment, as
known proof techniques for composition don’t seem to apply when only the adversary, but not the environment is
unbounded. On the other hand, when considering an unbounded environment, the security notion which allows
for unbounded adversaries is strictly weaker than the same notion with polynomially bounded adversaries. Also,
when allowing both unbounded adversaries and environments, the resulting security notion does not imply the
seemingly weaker bounded security notion. (Our notion “≥≥”, though, does imply “≥” trivially.)

2.2

Ideal Model

In contrast to the real model, the ideal model reflects an idealization of a given protocol task. For simulation-based
approaches, such an idealization is generally modelled as a single ideal functionality F which reads all input and
secretly computes output accordingly, possibly in a reactive manner. This can be modelled in the {F}-hybrid
model with a set D(F) of n identical dummy parties. (Here, the number n of parties is implicitly determined by
the specification of F.) Each dummy party relays its local input to F and locally outputs whatever it receives
from F. For polynomially boundedness, we assume that each dummy party terminates its activation after it has
copied as much input to F as F can read in one activation (analogously for the output F may have written). Now
we are ready to define the F-ideal model as the {F}-hybrid model with dummy parties D(F) and an additional
party computation step after the functionality computation step. This is to reflect immediate output generation.
The output of an environment Z run on security parameter k in the F-ideal model (as described above) and an
adversary A will be denoted Z(F, A, k). The second part of our security definition allows us to specify when we
consider a protocol a secure implementation of an ideal functionality.
4
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Definition 2 Let π be an n-party protocol formulated in the {Fi }-hybrid model and let F be an n-party ideal
functionality. We say that π securely realizes F (written π ≥ F) iff for every adversary A there exists an adversary
S such that for any Z, the function
P(Z({Fi }, π, A, k) = 1) − P(Z(F, S, k) = 1)
is negligible in k. If this holds even with respect to Z which are not necessarily polynomially bounded (but still
halt after polynomially many activations), we say that π securely realizes F unconditionally (written π ≥≥ F).
From the definitions, it is clear that the relations “≥” and “≥≥” are transitive relations on n-party protocols.
Furthermore, π ≥ τ in conjunction with τ ≥ F implies π ≥ F, analogously for “≥≥”.

2.3

Composition

Due to space limitations, here we only note our security notion for protocols behaves well under universal composition. For details, cf. the full version [HMQ04].

2.4

Shell Constructs

In contrast to [Can01, CLOS02], our model does not allow the adversary to block messages, not even those
sent from or to an ideal functionality. This allows formulating functionalities in a very specific way, but often
it might be necessary for simulation to leave delivery—to a certain degree—up to the simulator. Therefore, we
adapt the idea of [Bac03] to equip a machine with a “coat”, or “shell”, which manages message delivery to and
from it. (In [Bac03], an “asynchronous coat” was used to investigate synchronously formulated machines in an
asynchronous setting.)
Namely, for an ITM M (one should have in mind a party or an ideal functionality here), we define M ’s asynchronization [M ](precv , psend , clk) (often denoted [M ] when the context is clear), with precv , psend ∈ Z[x] ∪ {∞}
and clk ∈ {async,sync}. Internally, [M ] keeps a simulation of M and relays local in- and output as well as
communication of M with A directly, with some exceptions explicitly noted below. Upon an incoming message
m from a sender S 6= A, [M ] writes a message “request receive j from S” to A; here, j simply denotes a running number assigned by [M ]. If [M ] receives a message “allow receive j” from A, where j
has been assigned before, [M ] relays the corresponding message m to the simulated M . Also, any message is automatically relayed to M after precv (k) activations of [M ]—or, if M is an ideal functionality, after precv (k) local
“computation” inputs. (There is no automatic message delivery if precv = ∞.) Similarly, if M wants to send a
message m to a recipient R 6= A, [M ] first generates a “request send j to R” message to A and actually
sends m to R upon an “allow send j” message from A or—whatever happens first—after psend (k) rounds
(i. e., [M ]-activations, resp. local “computation” inputs). M is activated exactly once in every [M ]-activation
if clk = sync. Otherwise, M is activated only if one or more messages or local input are relayed to it in the
respective [M ]-activation; in that case, M is activated once for local input other than “computation”, and each
incoming message. The order is: local input first, then incoming messages ordered by sender identity. (Formally,
we assume M only to process interleaved messages, as guaranteed by the delivery process in our modelling.)
[M ] halts when M has halted and all messages from M have actually been sent. Clearly, [M ] halts after a
polynomial number of activations (resp., rounds in the case of ideal functionalities) if and only if M does so,
clk = sync and psend 6= ∞. To make [M ] polynomially bounded in each activation, we first mandate that [M ]
reads in each activation only one local input and one message per sender S 6= A, truncated to the maximum size
which M is able to process in one activation. (We assume that by the time of construction of the “shell”, the number
n and the identities of parties and adversary are already fixed.) Additionally, at most one “allow receive”
message from A per sender and at most one “allow send” message per recipient is processed; also, at most
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one message from A to M is read and truncated if “too long” for M . Processing of A’s messages stops as soon as
“too long” or “too many” messages are encountered. Clearly, these restrictions limit the generality of [M ], yet in
many cases—as, e. g., the case M = FSFE of an ideal functionality for secure function evaluation—this might be
considered condonable.
By adding shells to the parties of a protocol, one can catch the notion of reliable or even asynchronous networks,
the former which deliver messages after a polynomial number of steps. Furthermore, ideal functionalities may be
formulated asynchronously in the first place, and later a shell may be added to leave message delivery factually
up to the adversary (while it is possible to fix certain maximum latency times for messages sent to and from the
functionality).

2.5

Relation to Other Models

Due to space limitations, we only note that a large class of protocols secure in the sense of [Can01] or [CLOS02]
can be sensibly embedded into our model. This embedding is security-preserving. For details, cf. [HMQ04].

3

Global Bit Commitment is Impossible

In [BG90, GL91, CvdGT95], different protocols for realizing general secure function evaluation based only
on oblivious transfer and broadcast were given—yet the notion of security used in these contributions is not
simulatability-based; furthermore, these protocols can be aborted by a single party.
In this section we will show that in a reliable network with a broadcast functionality with guaranteed delivery,
the primitive oblivious transfer (together with a broadcast primitive) is not complete as soon as three or more
parties are involved. Namely, oblivious transfer and a broadcast channel will be proven not to be sufficient to
implement a version of global bit commitment for which the output of the uncorrupted parties upon abort allows
to identify who did not cooperate. Cryptographic primitives which upon abort allow to identify a corrupted party
(which deviated from the protocol) are of special interest as they could be used to expell “disruptors” and replace
their input by some default value until the protocol terminates successfully.
The constructions of [CLOS02] do not build up protocols from given primitives like oblivious transfer or broadcast, but allow to translate protocols which are secure with respect to passive adversaries into protocols which can
tolerate an actively corrupted majority. The compiler in [CLOS02] is designed for an asynchronous model and no
party or functionality can know if a message is missing due to deviation of a corrupted party from the protocol, or
if this message is simply not delivered by the asynchronous network.
In contrast to that, the synchronous model of communication developed in this work reflects the properties of
a completely reliable network. Intuitively, this makes it impossible for the adversary to let his actions appear
as network problems. Hence, in a setting with authenticated links an uncorrupted party or a functionality is
always able to unambigiously identify the sender of a faulty message or a party who refuses to send a message
as required in the protocol. This allows to define multi-party primitives which cannot be implemented with the
primitives oblivious transfer and broadcast. The functionality introduced here is a version of the primitive global
bit commitment, which allows to identify parties giving no proper input.
It is an interesting problem if a synchronous version of the compiler used in [CLOS02] allows to securely
implement general functionalities with cheater identification in a reliable network.
Settings in which oblivious transfer or secure channels are not complete were considered in the literature before.
In [FGMO01] a complete three party primitive (oblivious two cast) was presented which can implement all secure
function evaluations in presence of a corrupted minority without using a broadcast channel. However, oblivious
two cast cannot implement oblivious transfer if one drops the assumption of an uncorrupted majority.5 In [MQ02],
5
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a quantum cryptographic protocol, which implements an unconditionally secure signature scheme along the line
of [PW92] was presented. In the protocol of [MQ02], uncorrupted parties can decide from their view if the signer
refused to sign a document or if some other party aborted the computation. As shown there, this is impossible
when using only classical secure channels and a broadcast channel. The unpublished draft [MQI00] which inspired
part of this work informally sketches a multi-party primitive anonymous oblivious transfer which is claimed to be
more powerful than oblivious transfer.
Next we will describe a (single use per party) functionality FGCOM , intended to formalize global bit commitment. Here, one party can be committed to all parties to the same bit. Moreover, using the delivery guarantee of
our synchronous model, a party is either committed to all honest parties or all honest parties can deduce that Pi did
not use the functionality FGCOM . We will show that this functionality, which intuitively allows to detect misuse,
`(k)
cannot be securely realized in the {[FOT kpOT ], [FBC kpBC ]}-hybrid model (cf. Appendix A for a description of
`(k)
the broadcast functionality FBC and the oblivious transfer functionality FOT ).
Functionality FGCOM
FGCOM proceeds as follows, running with parties P1 , . . . , Pn and an adversary S. Messages not covered
here are simply ignored.
• Commit: When receiving “(commit,b)” from a party Pi with b ∈ {0, 1}, store the tuple (Pi , b) and
send “(receipt,Pi )” to all parties and to the adversary. Ignore any future “commit” messages
from this party Pi as well as all messages not of the form “(commit,Pi ,b)”.
• Reveal: When receiving a message “(reveal)” from a party Pi : If a tuple (Pi , b) was previously
recorded, then send the message “(reveal,Pi ,b)” to all parties and to S. Otherwise, ignore.
Figure 1: Functionality FGCOM

`(k)

Theorem 3 In the {[FOT kpOT ], [FBC kpBC ]}-hybrid model (for arbitrary but fixed choices of shell parameters
and polynomials pOT (k), pBC (k), `(k)), there is no functionality [FGCOM ](precv , psend , clk) (with precv , psend 6= ∞
and clk ∈ {async, sync}) which can be securely realized for n ≥ 3 parties.
Proof. A proof can be found in the full version [HMQ04]. We provide a very rough sketch: A party P1 commits
to P2 , P3 using a protocol π assumed to realise [FGCOM ]. But either P1 or P2 blocks all point-to-point communication between P1 and P2 , especially the oblivious transfer channel. As P3 can from its view not decide who
is cheating, the protocol π must produce a valid commitment without using any point-to-point communication
between P1 and P2 . A variant of the attack of [CF01] on universally composable bit commitment can be mounted
in this situation. Thus, π must be insecure.

Here a remark is in place: functionalities like FGCOM and its shell-equipped variant [FGCOM ] considered
above may be hard to realize for trivial reasons, since real and ideal model must be indistinguishable even if
both respective adversaries have already halted. Also in some cases, it might be more suitable to restrict to
functionalities which halt after a polynomial number of rounds. However, the result of Theorem 3 remains true
`(k)
when restricting to explicitly “round-bounded” functionalities [FGCOM ], [FOT kpOT ] and [FBC kpBC ], which halt
after a polynomial number of rounds. Namely, the number of rounds each of the environments constructed in
the proof of Theorem 3 runs depends only on the choices of the shell parameters precv and psend of [FGCOM ],
but not on π. In fact, the proof holds literally for “round-bounded” functionalities [FGCOM ] which halt after
2 · (precv + psend + 1) rounds. Moreover, any protocol π realizing a functionality [FGCOM ] in a hybrid model
7
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with round-bounded [FOT kpOT ] and [FBC kpBC ] implies a protocol π 0 which does so in a hybrid model with
`(k)
unbounded (regarding the number of rounds) [FOT kpOT ] and [FBC kpBC ]. Summarizing, the theorem holds also
when restricting to round-bounded ideal functionalities.
If one allows computational assumptions as well as use of a common reference string (in form of an ideal
functionality with guaranteed delivery), the functionality FGCOM may become realizable even in our synchronous
network by a synchronous version of a protocol of [CLOS02] using a broadcast channel with guaranteed delivery.
For this, one could use a non-interactive bit commitment and broadcast the commitment to all parties. As the
broadcast functionality guarantees delivery this might realize a guaranteed-delivery version of [FGCOM ]. This
would in particular imply that such a common reference string functionality cannot be realized by oblivious transfer
and broadcast functionalities alone.

4

Conclusions and Open Questions

In this contribution a synchronous model of security was developed as an abstraction of a reliable network with
guaranteed delivery. Our model allows for universal composability.
In the synchronous model a shell concept [M ](precv , psend , clk) was introduced for ideal functionalities as well
as for parties. A shell allows to delay incoming messages to M up to precv rounds and outgoing messages from M
up to psend . The parameter clk can be set to sync to have the machine M in the shell activated in each round even
if no new message is to be received. For clk = async the machine M in the shell is only activated if a message is
delivered to it.
Also, shell constructs can be used for asynchronous specification of ideal functionalities. In particular, completely asynchronous executions of protocols can be modelled. It was proven that a large class of secure realizations in the setting of [Can01, CLOS02] can be transferred to secure realizations in our model if the shell
parameters are set accordingly.
This work showed that security in our synchronous model with precv , psend 6= ∞ is not completely covered
by the the asynchronous definitions of [Can01, CLOS02]. A variant of global bit commitment was given as an
example of a functionality which allows the identification of a party who did not give input to the protocol. The
functionalities oblivious transfer and broadcast do not suffice to securely realize this global bit commitment in our
synchronous model. This especially implies that the primitives oblivious transfer and broadcast are not complete
in the synchronous model presented here.
We also raised questions with respect to security in reliable networks like the one considered here. Does a
synchronous version of the compiler of [CLOS02] yield general realizations of ideal functionalities which allow
cheater identification? Which ideal functionalities are complete for the synchronous model presented here?
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A

Functionalities

Here we describe the oblivious transfer and broadcast functionalities used in Section 3.
`(k)

Functionality FBC

FBC proceeds as follows, running with parties P1 , . . . , Pn and an adversary S. FBC is parameterized with
a polynomial `(k) ∈ Z[k] bounding the length of broadcasted messages. All messages not covered here are
ignored.
• When receiving m ∈ {0, 1}l (with 1 ≤ l ≤ `(k)) from a party Pi , send m to all parties P1 , . . . , Pn
and to S. Process at most one message per party.
`(k)

Figure 2: The broadcast functionality FBC

Functionality FOT
FOT proceeds as follows, running with parties P1 , . . . , Pn and an adversary S. All messages not covered
here are ignored.
• When receiving “(sender,Pi ,Pj ,x1 ,x2 )” from Pi , such that x1 , x2 ∈ {0, 1} and there has been
no such message before for this value of (Pi , Pj ), record this tuple and send “(sender,Pi ,Pj )” to
S.
• When receiving “(receiver,Pi ,Pj ,m)” from Pj , such that m ∈ {1, 2} and there has been no
such message before for this value of (Pi , Pj ), record this tuple and send “(receiver,Pi ,Pj )” to
S.
• If at any time, there are tuples “(sender,Pi ,Pj ,x1 ,x2 )” and “(receiver,Pi ,Pj ,m)” for
some Pi , Pj recorded, send the message “(transferred,Pi ,Pj ,xm )” to Pj and the message
“(transferred,Pi ,Pj )” to S.
Figure 3: The oblivious transfer functionality FOT
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